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Preface

As Chairmen of HIPEAC 2005, we have the pleasure of welcoming you to the
proceedings of the first international conference promoted by the HIPEAC Net-
work of Excellence. During the last year, HIPEAC has been building its clusters
of researchers in computer architecture and advanced compiler techniques for
embedded and high-performance computers. Recently, the Summer School has
been the seed for a fruitful collaboration of renowned international faculty and
young researchers from 23 countries with fresh new ideas. Now, the conference
promises to be among the premier forums for discussion and debate on these
research topics.

The prestige of a symposium is mainly determined by the quality of its techni-
cal program. This first program lived up to our high expectations, thanks to the
large number of strong submissions. The Program Committee received a total of
84 submissions; only 17 were selected for presentation as full-length papers and
another one as an invited paper. Each paper was rigorously reviewed by three
Program Committee members and at least one external referee. Many reviewers
spent a great amount of effort to provide detailed feedback. In many cases, such
feedback along with constructive shepherding resulted in dramatic improvement
in the quality of accepted papers. The names of the Program Committee mem-
bers and the referees are listed in the proceedings. The net result of this team
effort is that the symposium proceedings include outstanding contributions by
authors from nine countries in three continents.

In addition to paper presentations, this first HIPEAC conference featured
two keynotes delivered by prominent researchers from industry and academia.
We would like to especially acknowledge Markus Levy and Per Stenstrom for
agreeing to deliver invited lectures.

The Levy lecture focused on the development of multicore processor bench-
marks that address both heterogeneous and homogenous processor implementa-
tions. The Stenstrom lecture covered new opportunities and challenges for the
chip-multiprocessing paradigm. They both provided us with insight into current
technology and new directions for research and development in compilers and
embedded systems.

Many other people have contributed greatly to the organization of HIPEAC
2005. The Steering Committee members provided timely answers to numerous
questions regarding all aspects of the symposium preparation. Josep Llosa, Ed-
uard Ayguad and Pilar Armas, the local Chairmen and Financial Chair, covered
many time-consuming tasks of organizing a symposium: hotel negotiation, sym-
posium registration and administration. We thank Sally McKee for the publicity,
and Michiel Ronsse for the website and support for the PC meeting. Many thanks
also to the Publication Chair Theo Ungerer, his scientific assistants Jan Petzold
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and Faruk Bagci for volume preparation, and to Springer for publishing these
proceedings as Lecture Notes in Computer Science.

We would like to also note the support from the Sixth Framework Programme
of the European Union, represented by our Project Officer Merce Griera i Fisa,
for sponsoring the event and the student travel grants.

Finally, we would like to thank the contributors and participants, whose
interest is the reason for the success of this symposium.

September 2005 Tom Conte
Nacho Navarro

Wen-mei W. Hwu

Mateo Valero
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Keynote 1: Using EEMBC Benchmarks
to Understand Processor Behavior
in Embedded Applications

Markus Levy

President EEMBC

Abstract. Since its first introduction five years ago, benchmark soft-
ware from the Embedded Microprocessor Benchmark Consortium
(EEMBC) has gained critical mass as an industry standard for mea-
suring the performance of embedded processors. From the beginning,
EEMBC benchmarks have been distinguished by the application-specific
representations of real processor tasks that they provide, and by the
strict requirements for score certification before publication established
by the Consortium. EEMBC is working to ensure its continued success
by developing new benchmarks to reflect the evolving embedded market
and to developing new ways to place the benchmark code in the hands
of more engineers around the world.

This presentation begins with an introduction and overview of
EEMBC’s accomplishments and implementation strategy to date. From
there, I will discuss the organization’s future goals. Some of the hottest
topics in the embedded industry include multicore systems and power
conservation. Within EEMBC, work is now underway to develop mul-
ticore processor benchmarks that address both heterogeneous and ho-
mogenous processor implementations. A simultaneous effort is also un-
derway, within a separate organization, to develop standards that will
support the development of multicore platforms. These standards will
initially address multicore debugging, on the chip and system level, and
they will also address the issues of messaging and synchronization and
how standards for scalable APIs could be leveraged and developed for
embedded systems. On the power front, EEMBC is nearing the release
of its specification for performing standardized power measurements on
embedded platforms. Significantly, these measurements are performed
while the platform is running the EEMBC benchmarks, thus helping to
simultaneously characterize the performance and energy profile of a pro-
cessor. But the real success of EEMBC’s power measurements is that
they work in a consistent manner, and, when released, will have been
agreed to by the majority of vendors in the processor market.

This presentation will also describe other EEMBC benchmark projects
currently under development, such as real-time automotive, office au-
tomation, and benchmarks to support VoIP applications. Using case
studies, I will also demonstrate various methods for applying EEMBC
to derive execution profiles and improve the designer’s understanding of
compiler and system-level design options.

Finally, the presentation will discuss how the adoption of these bench-
marks within the embedded industry is expanding, with the implementa-

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 3-H 2005.
© Springer-Verlag Berlin Heidelberg 2005
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M. Levy

tion of a new licensing program that makes it easier and more practical
for system designers and researchers to gain access to the benchmark
code.

Author Biography

Markus Levy is founder and president of EEMBC, the Embedded Micro-
processor Benchmark Consortium. He is also technical editorial director
for IQQ Magazine, as well as chairman of the ARM Developer’s Confer-
ence. Mr. Levy has more than nine years of experience working with
EDN Magazine and Instat/MDR, and is a very seasoned editor and an-
alyst with a proven record of processor and development tool analysis,
article writing, and the delivery of countless technical seminars. Begin-
ning in 1987, Mr. Levy worked for Intel Corporation as both a senior
applications engineer and customer training specialist for Intel’s micro-
processor and flash memory products. While at Intel, he received several
patents for his ideas related to flash memory architecture and usage as
a disk drive alternative. Mr. Levy is also co-author of Designing with
Flash Memory, the only technical book on this subject.



Keynote 2: The Chip-Multiprocessing Paradigm
Shift: Opportunities and Challenges

Per Stenstrom

Chalmers University of Technology, Goteborg Sweden

Abstract. At a point in time when it is harder to harvest more
instruction-level parallelism and to push the clock frequency to higher
levels, industry has opted for integrating multiple processor cores on a
chip. It is an attractive way of reducing the verification time by simply
replicating moderately complex cores on a chip, but it introduces sev-
eral challenges. The first challenge is to transform the processing power
of multiple cores to application parallelism. The second challenge is to
bridge the increasing speedgap between processor and memory by more
elaborate on-chip memory hierarchies. Related to the second challenge
is how to make more effective use of the limited bandwidth out of and
into the chip.

In this talk I will elaborate on the opportunities that chipmultiprocess-
ing offers but also the research issues that it introduces. Even if multipro-
cessing has been studied for more than two decades, the tight integration
of cores and their on-chip memory subsystems opens up new unexplored
terrains. I will discuss approaches to explore new forms of parallelism,
approaches to bridge the processor/memory speedgap. In particular, I
will focus on approaches to improve the way we utilize processor and
memory resources. I will exemplify with approaches being studied in my
own research as well as elsewhere. Finally, I will present an outlook of
why I believe that parallel processing is one of the main hopes for the
future of computer architecture and related fields, e.g. compilers.

Author Biography

Per Stenstrom is a professor of computer engineering at Chalmers Uni-
versity of Technology and adjunct professor and deputy dean of the IT
University of Goteborg. His research interests are devoted to design prin-
ciples for high-performance computer systems. He is an author of two
textbooks and a hundred research publications. He is regularly serv-
ing program committees of major conferences in the computer archi-
tecture field. He has been an editor of IEEE Transaction on Comput-
ers, is an editor of Journal of Parallel and Distributed Computing, the
IEEE TCCA Computer Architecture Letters, and editor-in-chief of the
Journal of High-Performance Embedded Architectures and Compilation
Techniques. He has served as General as well as Program Chair of the
ACM/IEEE Int. Symposium on Computer Architecture. He is a member
of ACM and senior member of the IEEE.

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, p. 5, 2005.
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Software Defined Radio — A High Performance
Embedded Challenge

Hyunseok Lee!, Yuan Lin!, Yoav Harel!, Mark Woh!, Scott Mahlke?,
Trevor Mudge!, and Krisztian Flautner?

! Advanced Computer Architecture Laboratory,
Electrical Engineering and Computer Science Department,
University of Michigan, 1301 Beal Ave. Ann Arbor, MI 48105-2122
{leehzz, linyz, yoavh, mwoh, mahlke, tnm}@eecs.umich.edu
2 ARM Ltd. 110 Fullbourn Road, Cambridge, UK CB1 9NJ
Krisztian.flautner@arm.com

Abstract. Wireless communication is one of the most computation-
ally demanding workloads. It is performed by mobile terminals (“cell
phones”) and must be accomplished by a small battery powered sys-
tem. An important goal of the wireless industry is to develop hardware
platforms that can support multiple protocols implemented in software
(software defined radio) to support seamless end-user service over a vari-
ety of wireless networks. An equally important goal is to provide higher
and higher data rates. This paper focuses on a study of the wideband
code division multiple access protocol, which is one of the dominant third
generation wireless standards. We have chosen it as a representative pro-
tocol. We provide a detailed analysis of computation and processing re-
quirements of the core algorithms along with the interactions between
the components. The goal of this paper is to describe the computational
characteristics of this protocol to the computer architecture community,
and to provide a high-level analysis of the architectural implications to
illustrate one of the protocols that would need to be accommodated in
a programmable platform for software defined radio. The computation
demands and power limitations of approximately 60 Gops and 100~300
mW, place extremely challenging goals on such a system. Several of the
key features of wideband code division multiple access protocol that can
be exploited in the architecture include high degrees of vector and task
parallelism, small memory footprints for both data and instructions, lim-
ited need for complex arithmetic functions such as multiplication, and a
highly variable processing load that provides the opportunity to dynam-
ically scale voltage and frequency.

1 Introduction

Hand held wireless devices are becoming pervasive. These devices represent a
convergence of many disparate features, including wireless communication, real-
time multimedia, and interactive applications, into a single platform. One of the
most difficult challenges is to create the embedded computing systems for these

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 6-26] 2005.
© Springer-Verlag Berlin Heidelberg 2005



Software Defined Radio — A High Performance Embedded Challenge 7

devices that can sustain the needed performance levels, while at the same time
operate within a highly constrained power budget to achieve satisfactory battery
lifetimes. These computing systems need to be capable of supercomputer level
performance levels with estimated performance levels of more than 60 Gops,
while having a total power budget of about 100~300 mW. The current genera-
tion of microprocessors and DSPs are not capable of meeting these performance
and power requirements. The term “mobile supercomputer” has been used to
describe such platforms [1].

In this work, we focus on the wireless communication aspect of hand held de-
vices. Wireless communication is one of the most computationally intense work-
loads that is driven by the demand for higher and higher data rates. To support
seamless service between various wireless networks, there is a high demand for
a common hardware platform that can support multiple protocols implemented
in software, generally referred to as software defined radio (SDR) [2]. A fun-
damental conflict exists when defining a computing platform for SDR, because
performance, power, and flexibility are conflicting goals. At one extreme, which
maximizes flexibility, are general purpose processors, where algorithms can be
defined in high-level languages. At the other extreme, which maximizes perfor-
mance and minimizes power, are application specific integrated circuits (ASIC).
ASICs are hardwired solutions that offer almost no flexibility, but are the stan-
dard for current platforms.

Our goal, shared by others in the field, is to design and develop a pro-
grammable “mobile supercomputer” for SDR. It is first necessary to develop an
understanding of the underlying requirements and computation characteristics
of wireless protocols. The majority of the computation occurs at the physical
layer of protocols, where the focus is signal processing. Traditionally, kernels
corresponding to the major components, such as filters and decoders, are iden-
tified. Design alternatives for these are then evaluated on workloads targeted to
their specific function. This approach has the advantage of dealing with a small
amount of code. However, we have found that the interaction between tasks in
SDR has a significant impact on the hardware architecture. This occurs because
the physical layer is a combination of algorithms with different complexities and
processing time requirements. For example, high computation tasks that run for
a long period of time can often be disturbed by small tasks. Further, these small
tasks have hard real-time deadlines, thus they must be given high priority. As
a result, we believe it is necessary to explore the whole physical layer operation
with a complete model.

From the many wireless protocols, we have selected the wideband code divi-
sion multiple access (W-CDMA) protocol as a representative wireless workload
to illustrate the operation of wireless communication systems. W-CDMA system
is one of leading third generation wireless communication networks where the
goal is multimedia service including video telephony on a wireless link [3]. W-
CDMA improves over earlier cellular networks by increasing the data rate from
64 Kbps to 2 Mbps. Additionally, W-CDMA unifies a single service link for both
voice and packet data, in contrast to previous generations which support only
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one service. In order to study the requirements in more detail, we have developed
a full C implementation of the W-CDMA physical layer to serve as the basis for
our study. The implementation can be executed on a Linux workstation and thus
studied with conventional architectural tools.

In this paper, we provide a detailed description and analysis of the W-CDMA
physical layer. The fundamental computation patterns and processing time re-
quirements of core algorithms are analyzed, along with the interactions between
them. We also study the implications of the processing requirements on poten-
tial architectural decisions. One of the major keys to achieving the challenging
power and performance goals is exploiting parallelism present in the computa-
tion, especially vector and task-level parallelism. This is balanced by a number of
smaller real-time tasks that are more sequential in nature. Thus, it is important
to consider both extremes and define an architecture capable of handling diverse
types of processing.

The design of fully programmable architectures for W-CDMA is a diffi-
cult challenge faced by the industry. To date, no such design exists and thus
serves as motivation for our analysis. Current DSP solutions, such as the TI
TMS320C5XXX, have included specialized instructions, such as a compare-select
instruction, designed specifically for wireless protocols. Further, there are many
announced multiprocessor DSP systems that are designed specially for SDR.
Some examples include the Sandblaster processor [4], the MorphoSys proces-
sor [0, and the 3plusl processor [6]. However, none has yet to provide a fully
programmable solution that could be programmed for other protocols and that
satisfies both real-time W-CDMA performance requirement as well as being
competitive with ASICs in power consumption. Some of these solutions, like
MorphoSys processors, are aimed at basestations, where the power requirements
are less stringent. To meet the W-CDMA processing requirements, many of these
programmable processors also require ASIC accelerators for the most computa-
tionally demanding portions of the protocol.

2 W-CDMA Protocol

The protocol stack of the W-CDMA system consists of several layers and each
layer provides an unique function in the system. According to the computation
characteristics, we can group the protocol layers into two parts: the physical
layer and upper layers. The physical layer, which is placed at the bottom of the
protocol stack, is responsible for signal transmission over an unreliable wireless
link. To overcome noise that the environment introduces on the wireless link, the
physical layer performs many computation intensive signal processing algorithms
such as matched filtering and forward error correction. Meanwhile, upper layer
protocols cover the control signaling required to operate within a wireless net-
work. For example, the medium access control (MAC) layer provides a scheme
for resolving resource contention between multiple terminals.

Although SDR encompasses all protocols layers, we only focus on the physical
layer due to its computation and power importance compared to other layers.
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Fig. 1. High level block diagram of the physical layer operation of a W-CDMA terminal

The operation of the physical layer is realized by both digital and analog circuits.
Because the operation frequency of analog frontend circuits reaches GHz level,
it is infeasible to replace the analog frontend circuits with programmable digital
logic with current circuit technology. Thus, we further narrow down our focus
to the physical layer that is realized with digital circuits. Figure [Il shows a high
level block diagram of the physical layer operation of the W-CDMA terminal.

To aid in explanation, we define the following sets: a set of binary numbers
with dual polarities, B = {—1,1} ; a set of complex binary numbers, B€ = {a+
jb | a,b € B}; a set of m bit fixed point numbers, I = {a | a, m are integers and,
—2m=1 < g < 2m~1}; and a set of complex numbers represented by two m bit
fixed point numbers, I€ = {a + jb | a,b € T}.

Channel Encoder and Decoder. The role of a channel encoder and decoder
is for error correction. The channel encoder in a transmitter adds systematic
redundancy into the source information, and the channel decoder in a receiver
corrects errors within the received information by exploiting the systematic regu-
larity of the redundant information. The W-CDMA physical layer uses two kinds
of channel coding schemes: convolutional codes [7] and turbo codes [§]. The
detailed description of the channel codes for the W-CDMA physical layer is
in [9]. The encoders for both codes are simple enough to be implemented with
several flip-flops and exclusive OR gates. However, the decoders for these codes
are highly complex because their operation is to find a maximum likely code
sequence from the received noisy signal.

Among many possible methods, our implementations for the channel de-
coders are based on a soft output Viterbi algorithm (SOVA), because of its lower
computational complexity and the fact that it only shows a slight performance
degradation compared to other methods. The difference between a conventional
Viterbi algorithm and the SOVA is the use of “soft” numbers in the SOVA. If a
soft number is used, each bit plus noise in the received sequence is quantized as a
fixed point number with higher precision (e.g. 4 bits). Although it requires more
computation power and memory, the use of soft number is necessary in most
practical W-CDMA receivers to provide high fidelity signal processing gain.

! In conventional binary notation —1 =1 and 1 = 0.
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Cn-1 Cn Cn+1
(a) Trellis diagram (b) ACS operation

Fig. 2. (a) The trellis diagram of a channel encoder comprising 2 flip-flops; (b) The
ACS operation where the source nodes 4, j are in the n-th column and the destination
node k is in the (n 4 1)-th column

The operation of the SOVA is divided into three steps: branch metric calcu-
lation (BMC), add compare select (ACS), and trace back (TB). All steps of the
Viterbi algorithm are based on a trellis diagram that consists of nodes represent-
ing the state of the channel encoder and arrows representing the state transition
of the channel encoder. Figure Pl(a) is an example of a trellis diagram. From
a computation perspective, the BMC operation is equivalent to calculating the
distance between two points, and so it can be expressed as follows:

BMC™ = distance(ri;, 0i5) = abs(ri; — 0;;) (1)

where 7 is the source node; j is the destination node; 7;; € I is the received
signal; and o;; € I is the error free output of a channel encoder corresponding
to the state transition from node ¢ to j. The BMC operation on all nodes in a
trellis diagram can be done in parallel because the inputs of the BMC operation
on a node are independent of the result of the BMC operation on other nodes.

Assuming there exist two input transitions at node k from nodes 7 and j, the
ACS operation on a node k can be represented by following equation:

ACS* = min(ACS' + BMC"*, ACS? + BMC?F) (2)

From the above equation, we can see the operation dependency between ACS
operations: ACS* depends on AC'S* and AC'S?. Therefore, the ACS operations
of all nodes can not be done in parallel. However, nodes i, j and k in the above
equation additionally have the following relation:

ifi,j € Cp,then k € Cpyq (3)

where C), is a set of nodes in the n-th column of a trellis diagram (see Fig-
ure 2(a)). In other words, the ACS operations of the nodes in the (n + 1)-th
column can be done after the operations on the n-th column. Thus, at least the
ACS operations of a column of a trellis diagram can be done in parallel.

The TB operation yields the most probable bit sequence which was trans-
mitted by the transmitter based on the results for the BMC and ACS operation.
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Because the TB operation is similar to transversing a linked list, the operation
is inherently sequential.

This whole set of steps are usually referred to as convolutional coding. If
turbo coding is required, further operations are needed. The turbo decoder is
based on the repeated application of 2 concatenated SOVA decoders. The output
of each SOVA is interleaved, and then feed into the other SOVA. The number of
iterations varies according to channel conditions. Under good conditions, early
termination is possible. Because of the data dependency between the iterations,
parallelization of the iterations of the turbo decoder is not possible.

The parallelism available on the channel decoders is related to the number
of flip-flops used at the channel encoders because it determines the length of
columns in a corresponding trellis diagram. In the W-CDMA physical layer, the
convolutional encoder comprises 8 flip-flops, so the length of the corresponding
column vector is 28 = 256; and the turbo encoder uses 3 flip-flops so the length
of the column vector is 23 = 8. In addition, the number of columns in a trellis
diagram is also determined by the number of flip-flops. It has been shown that
5(n+1) columns in a trellis diagram is sufficient for reliable decoding where n is
the number of flip-flops in a channel encoder [10]. Therefore, the SOVA requires
45 (=5 x (84 1)) columns in the trellis diagram for the convolutional code, and
20 (=5 % (3+1)) columns for the turbo code. Because all BMC operations can
be done in parallel, the maximum number of parallel BMC operation is 11520
(= 256 x 45) for the convolutional code and 160 (= 8 x 20) for the turbo code.
Because the ACS operations of one column can be done in parallel, the maximum
number of parallel ACS operation is 256 for the convolutional code and 8 for
the turbo code. In order to increase the parallelism of the turbo decoder, it is
possible to decode multiple trellis diagrams simultaneously. This is known as the
sliding window technique.

Interleaver and Deinterleaver. The interleaver and deinterleaver are used
to overcome severe signal attenuation within a short time interval. In a wireless
channel, an abrupt signal strength drop occurs very frequently. The interleaver
in a transmitter randomizes the sequence of source information, and then the
deinterleaver in a receiver recovers the original sequence by reordering. These
operations scatter errors that occur within a short time interval over a longer
time interval to reduce signal strength variation, and thus bit error rate, under
the same channel conditions. Due to the randomness of the interleaving pattern,
it is difficult to parallelize their operations without complex hardware support.

Modulator and Demodulator. Modulation maps source information onto
signal waveforms so that they carry source information over wireless links most
efficiently. Demodulation extracts that information from the received signal. In
the W-CDMA physical layer, two classes of codes are deployed: channelization
codes and scrambling codes.

A channelization code is used for multiplexing multiple source streams into
one physical channel. In the transmitter, the procedure to multiply a channeliza-
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Fig. 3. Spreading/despreading and scrambling/descrambling operations with ignoring
the operation of LPFs and analog frontend circuits

tion code with a source sequence is called spreading, because it spreads out the
energy of the source information over a wider frequency spectrum. The following
equation shows the spreading operation:

ssp1[n] = Cen,1[n mod Lep] - s1[|n/Len]] (4)
ssp2[n] = Cen,2[n mod Lep)] - s2[|n/Len]] (5)

where s[n] € B is a source data sequence provided by the interleaver; C.,[n] € B
is a channelization code; L.p is the length of the channelization code; mod is
a modulo operation; and [-] is a floor function. Despreading at the receiver
reconstructs the estimated source data sequences s, [n] and s,[n]. This procedure
is shown by the following equations:

Lep—1
si[n] = Z Cen,1li] - Re{rasc[n - Len + 1]} (6)
=0
L.p—1
Syln] = Z Cen,2li] - Im{rasc[n - Len + 4]} (7)
i=0

where 74s.[n] € I€ are the input of despreader which is provided by the de-
scrambler. In the W-CDMA system, L., is a power of two from 4 to 512. It
varies dynamically according to the source data rate such that the data rate of
the output of spreading is fixed at 3.84 Mbps.

The use of a scrambling code enables us to extract the signal of one terminal
when several terminals are transmitting signals at the same. The operation of
multiplying a scrambling code with the output of the spreader is scrambling
that is described by the following equation:

ssc[n] = Cscln mod Lyc| - {ssp,1[n] + jssp,2[nl} (8)

where C,.[n] € B€ is a scrambling code; L. is the length of the scrambling code;
and Ssc,1[n], Ssc,2[n] € B are the inputs of a scrambler that is generated by the
spreaders. The corresponding action done in the receiver is descrambling which
is described as follows:

rasc[n] = Cieln mod Lsc] - 7[n] 9)
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Fig.4. (a) Example of cross correlation between the received signal and the scram-
bling code C}.[n] in a practical situation. Three synchronization points are detected
by searcher at t¢1, t2, and t3. (b) Structure of a rake receiver with three rake fingers.
The operation times of each rake finger, t1, t2, and t3, is set by searcher. The combiner
aggregates the partial demodulation results of rake fingers.

where r[n] € I€ is a received signal provided by low pass filters (LPF-Rx);
and the * is a complex conjugate operation. In the W-CDMA physical layer, the
data rate of all complex inputs and outputs of both scrambling and descrambling
operations is fixed at 3.84 mega samples per second.

One assumption on the operation of the descrambler and despreader is that
the receiver is perfectly synchronized with a transmitter. To achieve time syn-
chronization, a receiver computes the cross correlations between the delayed
version of a received signal r[n — 7] € I€, and a conjugated scrambling code
sequence C?,[n] € B€, by varying 7 as follows:

cor —

L 1
Rlr]= > Cilil-r[i+ 7], where 0 <7 < (Ls—1) (10)
=0

where L., is the correlation length. In an ideal situation, R[7] is maximized at
the synchronization point because of the auto correlation property of the scram-
bling code: = Ef\/:_ol Cscli] - Cxli — 7] = d[7]. However, in a practical situation
there are several correlation peaks because of multipath fading that an identical
radio signal term arrives at a receiver multiple times with random attenuation
and propagation delay. The multipath fading is caused by the reflection of the
radio signal from objects placed on the signal propagation path. The searcher
is an entity that finds synchronization points where the cross correlation R[7]
is greater than a predefined threshold level. Specifically, the operation of the
searcher can be divided into four steps: 1) R[7] calculation; 2) detection of lo-
cal correlation peaks by calculating the derivative of R[7]; 3) filtering out high
frequency noise terms from the local correlation peaks; and 4) global peaks detec-
tion by sorting the filtered local correlation peaks. The steps (1) and (2) have a
high level of parallelism, whereas the steps (3) and (4) are difficult to parallelize.
Details of the searcher can be found in [I1]. The L, and L, are important de-
sign parameters that significantly affect the workload of the W-CDMA physical
layer. In our implementation, the L., and L are assumed to be 320 and 5120
correspondingly.
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The receiver of the W-CDMA system descrambles and despreads a received
signal at each of the synchronization points which are detected by the searcher,
and then the partial demodulation results of the synchronization points are ag-
gregated. This generation of partial demodulation results with proper delay com-
pensation and the aggregation of these partial demodulation results mitigates
the effect of the multipath fading. The aggregation of partial demodulation re-
sults is performed by a combiner. A receiver structure comprising the searcher,
multiple demodulation paths, and the combiner is called rake receiver [12].
One demodulation path consisting of a descrambler and despreader is called as
rake finger. The rake receiver is the most popular architecture used for CDMA
terminals. In our implementation, we assumed the maximum number of rake
fingers to be 12.

Low Pass Filter. A low pass filter (LPF) filters out signal terms that exist
outside of an allowed frequency band in order to reduce the interference. Filtering
can be represented by an inner product between an input data vector and a
coefficient vector as follows:

yln] = ¢i - xn — ] (11)

where x[n] is the input sequence to be filtered; the ¢; € I are the filter coefficients;
and L pr is the number of filter coeflicients.

There are two kinds of LPFs in the W-CDMA physical layer: LPF-Tx and
LPF-Rx. Although the functionality of both filters are identical, the workload of
both filters are different. The first difference is the size of operand. z[n] € B in
the LPF-Tx, but z[n] € I in the LPF-Rx. The second difference is the number
of LPF entities. At the LPF-Rx, there are two LPFs: one for the real part of the
signal and the other for the imaginary part. However, the LPF-Tx consists of six
LPFs (refer to the LPF-Rx in Figure[H). This structure is the result of an effort
to reduce the amount of multiplication. A detailed explanation on the LPFs of
the W-CDMA system can be found in [I3]. In our implementation, Ly pr is 65.

Power Control. In general, CDMA systems adaptively control transmission
power so that signals can be sent over the wireless channel at a minimum
power level while satisfying a target bit error rate. The random variation of
radio channel characteristics requires a feedback loop to control the strength of
a transmitted signal. A transmitter sends reference signals called pilots, then
a receiver sends back power control commands according to the quality of re-
ceived pilot signals. To evaluate signal quality, it is necessary to fully demodulate
the pilot signal in realtime. This sets a hard realtime requirement in the LPF,
spreader/despreader, scrambler/descrambler and combiner. In the W-CDMA
physical layer, the frequency of the power control operation is about 1.5KHz —
every 0.67 msec.
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Fig. 5. Detailed block diagram of the W-CDMA physical layer providing the packet
service described in Table[d]

Operation State. From the view point of processor activity, it is possible to
divide the operation of a W-CDMA terminal into three stated: idle, control
hold, and active state. In the idle state a wireless terminal does not provide
any application service to the user. However, even in this state, a terminal must
be ready to respond to control commands from basestations. Although only
simple tasks are performed in the idle state, the power consumed in this state
is significant because a terminal spends most of its time in this state. In the

2 In the W-CDMA standard, there are five radio resource control (RRC) states; camp-
ing on a UTRAN cell, ura_PCH, ura_.FACH, cell FACH, and cell DCH states [14].
These RRC states are defined from the perspective of radio resource management.
We redefine the operation state of the W-CDMA terminal according to processor
activity. In our definition, the camping on a UTRAN cell, ura_.PCH, ura_FACH, and
cell FACH states are grouped into the idle state. The cell DCH state is divided into
the control hold and active state.
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active state, a terminal transmits and receives user data. It is the most heavily
loaded operation state, because all function blocks are active. The control hold
state is defined to represent the operation of a terminal during short idle periods
between packet bursts. In the control hold state, a terminal maintains a low
bandwidth control connection with basestations for fast transition to the active
state when packets arrive.

3 Workload Analysis

Terminal Operation Conditions. Before going into the detailed workload
analysis, we need to clarify the operation conditions of the W-CDMA terminal,
because the workload of the W-CDMA physical layer is affected by several things:
1) operation state; 2) application type; and 3) radio channel status. Because
the operation state significantly affects the hardware for the W-CDMA physical
layer, we will analyze the variation in workload for all operation states. However,
we limit the application type and radio channel condition.

Generally, we can classify application services into two categories: circuit ser-
vice and packet service. Circuit service is a constant data rate service such as
a voice call. Packet service is a variable data rate service such as internet ac-
cess. Because the packet arrival pattern of the packet service demands a more
complex resource management scheme, we select the packet service as our rep-
resentative service. In addition, we further assume an asymmetric packet service
that consists of a 2 Mbps link in the direction from basestation to terminal and
a 128 Kbps link in the reverse direction. The asymmetric channel assumption
matches the behavior of most packet services, for instance web browsing. For
control signaling, the packet service additionally has a bidirectional signaling
link with a 3.4 Kbps data rate.

The workload of a W-CDMA terminal is also varied by three radio channel
conditions: 1) the number of basestations that communicate with a terminal at
the same time; 2) the number of correlation peaks resulted in by the multipath
fading; and 3) the quality of received signal. We assume 3 basestations, and 4
correlation peaks from the signal of a basestation. Thus, the W-CDMA terminal
activates a total of 12 (= 3 x 4) rake fingers. Because he quality of the received
signal has a direct impact on the number of iterations of the turbo decoder, we
assumed the quality of the received signal is set by the power control such that
the average number of turbo decoder iterations is 3 per frame.

System Block Diagram. Figure Bl shows a detailed block diagram of the W-
CDMA physical layer. It explains which algorithms participate in the action
of each operation state. In the idle state, a subset of the reception path, the
LPF-Rx and rake receiver, is active. In the control hold state, a bidirectional
3.4 Kbps signaling link is established with the basestations. Thus, a terminal
activates both transmission and reception paths including the convolutional en-
coder/Viterbi decoder, LPF-Rx/Tx, modulator/demoulator, and power control.
In the active state, a terminal additionally establishes a bidirectional high speed
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Table 1. Assumed operation conditions of a W-CDMA terminal for workload analysis

Service type Packet service
Representation service|| Data link 2 Mbps / 128 Kbps
Signaling link 3.4 Kbps bidirectional
# of basestations 3
Channel condition # of rake fingers 12
# of average turbo iterations 3

data link as shown in Table [[I Thus, the turbo encoder/decoder participate in
the active state operation of a terminal.

Figure [l also describes the interface between the algorithms of that make
up W-CDMA. The number at the top of each arrow represents the number of
samples per second, and that at the bottom represents the size of a sample. From
these numbers, we can derive the amount of traffic between the algorithms. The
size of most data in the transmission path is 1 bit, but it is 8 or 16 bit in the
reception path because the channel decoders use soft numbers as explained pre-
viously. From the diagram, we can see that the data rate is abruptly changed
by the spreader and despreader. In the transmission path, the data rate is up-
converted from kilo sample per second to mega samples per seconds after the
spreading operation. The reception path exhibits the reverse.

Processing Time. TablePlshows that the W-CDMA physical layer is a mixture
of algorithms with various processing time requirements. The * notation in the
table indicates that the corresponding parameter is a design parameter. Other
parameters in the table are explicitly specified by the W-CDMA standard. The
processing time shown in the second and fourth columns is the allocated time

Table 2. Processing time requirements of the W-CDMA physical layer

Active/Control hold state || Idle state
Processing Execution|| Processing
Time(ms) Freq.(Hz)| Time(ms)
Searcher Fixed(5") 50" Fixed(407)
Interleaver /Deinterleaver Fixed(10) 100 -
Convolutional encoder
Viterbi decoder Fixed(10/20/40)
Turbo encoder Variable -
Turbo decoder Variable(10~50")
Scrambler /Descrambler
Spreader/Despreader Fixed(0.67)
LPF-Rx Fixed(0.67) 1500
LPF-Tx -
Power control
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for one call to each algorithm. The task frequency in the third column is the
number of times each algorithm is called within a second.

We assume that the searcher is executed every 20 msec because a radio chan-
nel can be considered as unchanging during this interval. The scrambler, spreader,
and LPF have periodic and very strict processing time requirements, because they
participate in the power control action. The convolutional code is mainly used
for the circuit service with a constant data rate, so the Viterbi decoder needs to
fulfill its operation before the arrival of the next frame to avoid buffer overflow.
The processing time of the Viterbi decoder can be configured with 10, 20, or 40
msec intervals according to how the service frame length is configured. Whereas
the turbo code aims the packet service with a burst packet arrival pattern. By
buffering of bursty packets, can relax its processing time constraint significantly.
We assume that the processing time of the turbo decoder varies between 10~50
msec according to the amount of buffered traffic. In the idle state, tasks have loose
timing constraints, so the searcher operation is sequentially performed with min-
imal hardware and the task frequency is not a concern.

Workload Profile. The detailed workload profile of the W-CDMA physical
layer is shown in Table Bl For this analysis, we compiled our W-CDMA bench-
mark with an Alpha gcc compiler, and executed it on the M5 architectural
simulator [I5]. We measured the instruction count that is required to finish each
algorithm. Peak workload of each algorithm is achieved by dividing the instruc-

tion count by the tightest processing time requirement of each algorithm shown
in Table 2

Table 3. Peak workload profile of the W-CDMA physical layer and its variation ac-
cording to the operation state

Active Control Hold Idle

(MOPS)| % (MOPS)| % (MOPS)| %
Searcher 26538.0 | 42.1 || 26358.0 | 58.4 3317.3 | 37.7
Interleaver 2.2 0.0 2.2 0.0 - -
Deinterleaver 0.2 0.0 0.2 0.0 - -
Conv. encoder 0.0 0.0 0.0 0.0 - -
Viterbi Decoder 200.0 0.3 200.0 0.4 - -
Turbo encoder 0.0 0.0 0.0 0.0 - -
Turbo decoder|| 17500.0 | 27.8 0.0 0.0 - -
Scrambler 245.3 0.4 245.3 0.5 - -
Descrambler 2621.4 4.2 2621.4 5.8 889.2 | 10.1
Spreader 297.5 0.5 297.5 0.7 - 0.0
Despreader 3642.5 | 5.8 3642.5 | 8.0 607.1 | 6.9
LPF-Rx 3993.6 6.3 3993.6 8.8 3993.6 | 45.3
LPF-Tx 7897.2 | 12.6 7897.2 | 17.4 - -
Power control 0.0 0.0 0.0 0.0 - -

Total [ 62937.0] - 452729 -] 83072] ]
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The first thing to note in Table [§is that the total workload varies according
to the operation state change. The total workloads in the control hold and idle
states are about 72% and 14% of that in the active state. Second, the workload
profile also varies according to the operation state. In the active and control hold
states, the searcher, turbo decoder, LPF-Tx are dominant. In the idle state, the
searcher and LPF-Rx are dominant.

Table 4. Intrinsic computations in the W-CDMA physical layer

| Operations || Algorithms | Description
Exclusive OR, Spreader, Scrambler z=xDyY
Conditional Searcher, Descrambler z=s?x:—=x
Complement Despreader, LPF-Tx
Multiplication LPF-Rx z=c-x
Scalar reduction Searcher, Despreader, LPF z= Zzz_v:? T;
Vector permutation|| Viterbi/Turbo decoder, Searcher| z[n] = z[n + px|
BMC Viterbi/Turbo decoder z = abs(zo — 1)
ACS Viterbi/Turbo decoder z = min(zo + co,z1 + ¢1)

Intrinsic Computations. Major intrinsic operations in the W-CDMA physical
layer operation is listed in Table[l As we discussed in Section 2, many algorithms
in the W-CDMA physical layer are based on multiplication operations. Because
multiplication is a power consuming operation, it is advantageous to simplify
this into operations. First, the multiplications in the spreader and scrambler can
be simplified to an exclusive OR, because both operands are either 1 or -1. By
mapping {1, -1} to {0, 1}, we can use the exclusive OR operation instead of mul-
tiplication. Second, the multiplications in the searcher, descrambler, despreader,
and LPF-Tx can be simplified into conditional complement operations, because
one operand of the multiplications in these algorithms is either -1 or 1, and
the other operand is a fixed point number. However, the multiplication of the
LPF-Rx cannot be simplified because both operands are fixed point numbers.
The operands of the multiplications in Equations (), ([@), and ([I0) are complex
numbers. We can treat these operations as integer multiplications, because of
the following relation: (a + jb)(c + jd) = (ac — bd) + j(bd + ad).

For the frequent inner product operations of the searcher, despreader, and
LPFs, we need a scalar reduction operation to add up all elements in a vector.
A vector permutation is also required for the channel decoders and searcher, be-
cause either output or operand vector needs to be permuted. In channel decoders,
the core operations are the BMC and ACS.

Instruction Type Breakdown. Figure [0l shows the instruction type break-
down for the W-CDMA physical layer and their weighted average. To obtain
these results, a terminal is in the active state with peak workload. Instruc-
tions are grouped into seven categories: add/sub; multiply/divide; logic; load;
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Fig. 6. Instruction type breakdown result

store; branches; and miscellaneous instructions. Because all algorithms are im-
plemented with fixed point operations, there are no floating point instruction
types shown here.

The first thing to notice is the high percentage of add/subtract instructions.
They account for almost 50% of all instructions, with the searcher at about
70%. This is because the searcher’s core operation is the inner product of two
vectors, and the multiplication in an inner product can be simplified into a
conditional complement. Furthermore, the complement operation is equivalent
to a subtraction. Other hotspots, like the turbo decoder, also have a large number
of addition operations. In the BMC and ACS of the turbo decoder, the additions
are for calculating the distance between two points. In the TB of the turbo
decoder, the additions come from pointer chasing address calculation.

The second thing to notice is the lack of multiplications/divisions (~3% on
average). This is because the multiplications of major algorithms are simplified
into logical or arithmetic operations as discussed earlier. The multiplication of
the combiner and turbo encoder is not a significant because their workload is
very small as shown in Table[Bl One exception is multiplications in the LPF-Rx.
Figure [0 also shows that the number of load/store operations are significant.
This is because most algorithms consist of loading two operands and storing the
operation result.

Results also show that the portion of branch operations is about 10% on av-
erage. Most frequent branch patterns are loops with a fixed number of iterations
corresponding to a vector size, and a conditional operation on vector variables.
There are a few while or do-while loops, and most loops are 1 or 2 levels deep.

Parallelism. To meet the W-CDMA performance requirements in software, we
must exploit the inherent algorithmic parallelism. Table B shows a breakdown
of the available parallelism in the W-CDMA physical layer. We define data level
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parallelism (DLP) as the maximum single instruction multiple data (SIMD)
vector width and thread level parallelism (TLP) as the maximum number of
different SIMD threads that can be executed in parallel. The second and third
columns in the table are the ratio between the run time of the scalar code and
the vector code. The fourth column represents maximum possible DLP. Because
a vector operation needs two operands, we separately represent the bit width
of two vector operands in the fifth column. The last column shows the TLP
information.

Table 5. Parallelism available in the algorithms of the W-CDMA physical layer

Vector Vector Max
Scalar Vector width element | concurrent
workload| workload| (elements) | width Thread
(%) (%) (bit)
Searcher 3 97 320 1,8 5120
Interleaver 100 0 - - -
Deinterleaver 100 0 - - -
Viterbi encoder 60 40 8 1,1 1
Viterbi | BMC 1 99 256 8,8 45
Decoder| ACS 1 99 256 8,8 45
TB 100 0 - -

Turbo encoder 60 40 4 1,1 2
Turbo | BMC 1 99 16 8,8 20
Decoder| ACS 1 99 16 8,8 20
TB 100 0 - - -
Scrambler 1 99 2560 1,1 1
Descrambler 1 99 2560 1,8 1
Spreader 100 0 - - -
Despreader 100 0 - - -
Combiner 100 0 - - -
LPF-Tx 1 99 65 1,16 6
LPF-Tx 1 99 65 8,8 2
Power Control 100 0 - - -

From Table Bl we can see that the searcher, LPF, scrambler, descrambler,
and the BMC of the Viterbi decoder contain large amounts of the DLP and
TLP. For the case of the scrambler and descrambler, it is possible to convert the
DLP into TLP by subdividing large vectors into smaller ones. Although it is one
of dominant workloads, the turbo decoder contains limited vector parallelism
because the allowed maximum vector length of the ACS operation of the turbo
decoder is 8.

There are also many unparallelizable algorithms in the W-CDMA physical
layer. The interleaver, deinterleaver, spreader, despreader, and combiner opera-
tions have little DLP and TLP. Fortunately, the workload of these algorithms
is not significant as show in Table Bl Therefore we can easily increase system
throughput by exploiting the inherent parallelism shown in Table [l
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Table 6. Memory requirements of the algorithms of the W-CDMA physical layer

Data memory (Kbyte) Inst.
I-buffer O-buffer Scratch pad |[Memory

Kbyte| Mbps Kbyte| Mbps Kbyte| Mbps || (Kbyte)
Searcher 20.8 2.1 0.1 0.1 ]| 32.0 | 2654.3 3.1
Interleaver 1.2 1.1 1.2 1.1 9.5 1.9 0.1
Deinterleaver 26.1 5.2 |26.1 5.2 8.7 5.2 0.1
Viterbi Encoder 0.1 0.1 0.1 0.1 0.1 0.1 0.3
Viterbi Decoder 0.1 0.1 0.1 0.1 4.8 2.1 1.6
Turbo Encoder 2.6 4.0 7.8 12.0 0.1 2.0 1.6
Turbo Decoder|| 61.5 96.0 | 2.6 4.0 6.4 (25600.0 3.4
Scrambler 0.7 15.4 0.7 15.4 0.7 15.4 0.5
Descrambler 5.6 | 123.2 5.6 | 123.2 0.7 15.4 0.5
Spreader 0.1 19| 04 7.6 0.1 3.9 0.4
Despreader 0.4 7.6 0.1 1.9 0.1 3.9 0.3
Combiner 0.1 0.1 0.1 0.1 0.1 0.1 0.1
LPF-Tx 0.3 7.6 {10.3 | 245.8 | 0.1 | 1996.8 0.2
LPF-Rx 10.5 | 245.8 | 2.5 61.4 | 0.1 | 1996.8 0.2
Power control 0.1 0.1 0.1 0.1 0.1 0.1 0.1

Memory Requirement. Because memory is one of the dominant power con-
suming elements in most systems, the analysis of the characteristics of memory
is important. In general, there are two types of memory in a hardware system:
data memory and instruction memory. Table [0l presents the data and instruction
memory for all the algorithms in W-CDMA.

Columns 2~7 in Table[fl show the size of the required data memory. The data
memory is further divided into two categories: I/O buffer and scratch pad. The
I/0 buffer memory is used for buffering streams between algorithms. The scratch
pad memory is temporary space needed for algorithm execution. We analyzed
both size and access bandwidth of the data memory.

From the table, we can see that the W-CDMA algorithms require a small
amount data memory, generally less than 64 Kbyte. In addition, we can see
that the scratch pad memory is the most frequently accessed, especially in the
searcher, turbo decoder, and LPFs. The access of I/O memory does not occupy
a significant portion at the total memory access.

The last column of Table [6] shows the instruction memory size for each algo-
rithm. For the analysis of the instruction memory size, we compiled our bench-
mark program on an Alpha processor. The average code size is less than 1 Kbyte
and most kernels are below 0.5 Kbyte. This result is typical of many digital signal
processing algorithms.

4 Architectural Implications

System Budget. The power budget allocated to baseband signal processing
in commercial wireless terminals is typically between 100~300 mW. Using this
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Table 7. Estimation of system budgets for SDR applications and the achievable level
of some typical commercial processors

Power Efficiency
(MOPS/mW)
| Budget for SDR applications || 210~630 |
DSP: TI TMS320C55X [16][17] ~A40
Embedded Processor: AD ADSP-TS201 Tigersharc [18][19] ~5
GPP: AMD Athelon MP [20] [21] ~0.003

power budget and the total peak workload data from Table Bl we calculated
that the power efficiency of a processor for the W-CDMA physical layer must be
between 210~630 MOPS/mW. Because W-CDMA is one of the leading emerg-
ing wireless communication networks, we take this result as the system budget
for typical SDR applications. In addition, we have calculated the maximum
performance and energy efficiency of three conventional architectures: a digital
signal processor (DSP), an embedded processor, and a general purpose processor
(GPP). As shown in Table[7 these conventional architectures are a long way off
of satisfying the requirements of SDR.

SIMD Processor. One key aspect for supporting the W-CDMA physical layer
is to use an SIMD architecture. There are two main reasons why an SIMD
architecture is beneficial. First, is that the W-CDMA physical layer contains a
large amount of DLP as shown in Table[Bl Second, the types of computations in
tasks with high levels of DLP are mainly add/subtract operations. The absence
of complex operations allows us to duplicate the SIMD functional units with
minimal area and power overhead. Furthermore, we can expect significant power
gain because a SIMD architecture can execute multiple data elements with one
instruction decoding.

The intrinsic instructions shown in Table[]can be used as a guide to designing
the datapath and instruction set of the SIMD processor. In addition to the
narrow data widths and simple operations, the datapath of the SIMD processor
needs a vector status register that stores the status for each element of vector
operations such as carry, zero and overflow. These vector status registers are
useful for the realization of the conditional complement shown in Table @l The
datapath of the SIMD processor also needs a shuffle network to support vector
permutation operations. The output of the arithmetic unit is shuffled before
being stored in the register file. The hardware complexity of the shuffle network
is exponentially proportional to the number of input nodes, which sets a limit
on the width of the SIMD processor.

Scalar Processor. In addition to SIMD support, the W-CDMA physical layer
requires scalar support because there are many small scalar algorithms in the
W-CDMA physical layer as shown in Table Bl These scalar algorithms can be
broken down into two main types: control and management tasks like the power
control and rake receiver; and computation intensive DSP operations like the
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TB of the turbo decoder. Most of the control operations have tight response
time requirements, so there is a need for realtime interrupt support in the scalar
processor. A conventional low power GPP such as an ARM processor is adequate
for the scalar processor.

Multiprocessor. To further enhance the performance, a multiprocessor archi-
tecture is desirable if the TLP in the W-CDMA physical layer is to be exploited.
Implementing a multiprocessor architecture raises many design questions: the
granularity of the processing element (PE); the application task partitioning
and mapping; the inter-process communication (IPC) mechanisms; and the het-
erogeneity of the PE.

One key factor which determines the efficiency of a multiprocessor architec-
ture is the amount of IPC. Communication over an IPC network takes longer and
dissipates more power than an internal memory structure. Because of this, the
size of the PEs and the method of mapping and partitioning application tasks
should be determined so as to minimize IPC. In addition, the choice of the IPC
mechanism is important, because the communication pattern of the W-CDMA
physical layer is point to point. This favors message passing, because copying of
data from one PE to another is more power efficient.

Another method for enhancing performance is using heterogeneous PEs. It
is possible to save chip area by implementing the multiplier only on a subset
of PEs because multiplication is not used for all W-CDMA algorithms. Though
heterogeneous PEs are desirable, homogeneous PE reduces development cost by
reusing PE design.

Memory Hierarchy. In the memory hierarchy, certain choices optimizing for
power is important. In the local memory of the PEs, the size of the memory
is crucial for power efficiency, because, as shown in Table [, there is very high
internal memory traffic in the algorithms. Minimizing the size of these memories
is necessary for more power efficient accesses. Also a global memory should be
used because the W-CDMA physical layer requires the buffering of large bursty
data traffic-input data traffic to the turbo decoder. This removes the need for
large and power inefficient local memories.

For the W-CDMA physical layer, data and instruction caches are not es-
sential. The memory access pattern of the W-CDMA physical layer is highly
deterministic and exhibits very dense spacial locality, so it is possible to sched-
ule memory access patterns in small sized memories. The advantages of cache
free memories are low power consumption and a deterministic operation time. In
DSP applications, a deterministic operation time is necessary for meeting timing
requirements and easy system validation.

Power Management. Two power management challenges arise from the work-
load profile presented in Table[} (1) Optimize the system for wide workload vari-
ations in the active and control hold states; (2) Minimize the power consumption
in the idle state. Dynamic voltage scaling (DVS) and dynamic frequency scaling
(DFS) are attractive ways to tackle the first challenge. The operation voltage
and frequency can be dynamically adjusted according to the variation of wireless
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channel conditions and user traffic. In order to minimize the power consumption
in the idle state, we can selectively turn-off blocks which are not required in this
state, such as the LPF-Tx and turbo decoder. In addition, the operation of the
LPF-Rx and search must be optimized for power, because these tasks are the
leading power consumers in the idle state.

5 Conclusion

Software defined radio presents a new challenge for the architecture community.
A programmable SDR solution needs to offer supercomputer performance, while
running on mobile devices with ultra low power consumption. In this paper, we
have presented a complete W-CDMA system benchmark and an analysis of its
computational characteristics. The benchmark includes realistic operating con-
ditions, and algorithm configurations that are based on commercial W-CDMA
implementations. From our study, W-CDMA shows very unique dynamic behav-
ior characteristics. It has ultra high performance requirements, and dynamically
changing real-time processing requirements. The algorithms are dominated by
addition/subtraction, small memory footprints, and a high degree of data and
task level parallelism. The results indicate that a programmable architecture
needs SIMD as well as scalar support, can be optimized for narrow width op-
erations, requires only small instruction and data memories, and can exploit
dynamic voltage scaling to account for dynamic workload changes. Our bench-
marks provide a useful evaluation for future architecture studies of SDR. In the
future, we will include 802.11x protocols into our benchmark suite to gain further
understanding of the programmability and computation requirements of wireless
protocols.
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Abstract. This article aims at making iterative optimization practical and usable
by speeding up the evaluation of a large range of optimizations. Instead of us-
ing a full run to evaluate a single program optimization, we take advantage of
periods of stable performance, called phases. For that purpose, we propose a low-
overhead phase detection scheme geared toward fast optimization space pruning,
using code instrumentation and versioning implemented in a production compiler.

Our approach is driven by simplicity and practicality. We show that a simple
phase detection scheme can be sufficient for optimization space pruning. We also
show it is possible to search for complex optimizations at run-time without re-
sorting to sophisticated dynamic compilation frameworks. Beyond iterative opti-
mization, our approach also enables one to quickly design self-tuned applications.

Considering 5 representative SpecFP2000 benchmarks, our approach speeds
up iterative search for the best program optimizations by a factor of 32 to 962.
Phase prediction is 99.4% accurate on average, with an overhead of only 2.6%.
The resulting self-tuned implementations bring an average speed-up of 1.4.

1 Introduction

Recently, iterative optimization has become an increasingly popular approach for tack-
ling the growing complexity of processor architectures. Bodin et al. [7] and Kisuki et al.
have initially demonstrated that exhaustively searching an optimization parameter
space can bring performance improvements higher than the best existing static mod-
els, Cooper et al. have provided additional evidence for finding best sequences of
various compiler transformations. Since then, recent studies [34/19] demonstrate the
potential of iterative optimization for a large range of optimization techniques.

Some studies show how iterative optimization can be used in practice, for instance,
for tuning optimization parameters in libraries or for building static models for
compiler optimization parameters. Such models derive from the automatic discovery of
the mapping function between key program characteristics and compiler optimization
parameters; e.g., Stephenson et al. successfully applied this approach to unrolling.

However, most other articles on iterative optimization take the same approach: sev-
eral benchmarks are repeatedly executed with the same data set, a new optimization
parameter (e.g., tile size, unrolling factor, inlining decision,...) being tested at each
execution. So, while these studies demonstrate the potential for iterative optimization,

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 29-6] 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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few provide a practical approach for effectively applying iterative optimization. The
issue at stake is: what do we need to do to make iterative optimization a reality? There
are three main caveats to iterative optimization: quickly scanning a large search space,
optimizing based on and across multiple data sets, and extending iterative optimization
to complex composed optimizations beyond simple optimization parameter tuning.

In this article, we aim at the general goal of making iterative optimization a usable
technique and especially focus on the first issue, i.e., how to speed up the scanning of
a large optimization space. As iterative optimization moves beyond simple parameter
tuning to composition of multiple transformations (the third issue mentioned
above), this search space can become potentially huge, calling for faster evaluation tech-
niques. There are two possible ways to speeding up the search space scanning: search
more smartly by exploring points with the highest potential using genetic algorithms
and machine learning techniques [12J13133/3313123120132]], or scan more points within
the same amount of time. Up to now, speeding up the search has mostly focused on the
former approach, while this article is focused on the latter one.

The principle of our approach is to improve the efficiency of iterative optimization
by taking advantage of program performance stability at run-time. There is ample evi-
dence that many programs exhibit phases [30/23]], i.e., program trace intervals of several
millions instructions where performance is similar. What is the point of waiting for the
end of the execution in order to evaluate an optimization decision (e.g., evaluating a
tiling or unrolling factor, or a given composition of transformations) if the program per-
formance is stable within phases or the whole execution? One could take advantage of
phase intervals with the same performance to evaluate a different optimization option at
each interval. As in standard iterative optimization, many options are evaluated, except
that multiple options are evaluated within the same run.

The main assets of our approach over previous techniques are simplicity and practi-
cality. We show that, for many benchmarks, a low-overhead performance stability/phase
detection scheme is sufficient for optimization space pruning. We also show that it
is possible to search (even complex) optimizations at run-time without resorting to
sophisticated dynamic optimization/recompilation frameworks. Beyond iterative opti-
mization, our approach also enables one to quickly design self-tuned applications, sig-
nificantly easier than current manually tuned libraries.

Phase detection and optimization evaluation are respectively implemented using
code instrumentation and versioning within the EKOPath compiler. Considering 5 self-
tuned SpecFP2000 benchmarks, our space pruning approach speeds up iterative search
by a factor of 32 to 962, with a 99.4% accurate phase prediction and a 2.6% perfor-
mance overhead on average; we achieve speedups ranging from 1.10 to 1.72.

The paper is structured as follows. Section 2 provides the motivation, showing how
our technique can speedup iterative optimization, and including a brief description of
how it may be applied in different contexts. Section 3 describes our novel approach
to runtime program stability detection. This is followed in Section 4 by a description
of our dynamic transformation evaluation technique. Section 5 describes the results of
applying these techniques to well known benchmarks and is followed in Section 6 by a
brief survey of related work. Section 7 concludes the paper.
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2 Motivation

This section provide a motivating example for our technique and outlines the ways in
which it can be used in program optimization.

2.1 Example

Let us consider the mgrid SpecFP2000 benchmark. For the sake of simplicity, we
have tested only 16 random combinations of traditional transformations, known to be
efficient, on the two most time consuming subroutines resid and psinv. These trans-
formations include loop fusion/fission, loop interchange, loop and register tiling, loop
unrolling, prefetching. Since the original execution time of mgrid is 290 seconds (for
the reference data set), a typical iterative approach for selecting the best optimization
option would take approximately 290 x 32 = 9280 seconds (more than 2 hours). More-
over, all these tests are conducted with the same data set, which does not make much
sense from a practical point of view.

0.12
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1 " 21 31 M 51 61 4l 81 91 101 7013 7023
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Fig. 1. Execution time and IPC for subroutine resid of benchmark mgrid across calls

However, considering the execution time of every call to the original subroutine
resid in Figure[Il one notices fairly stable performance across pairs of consecutive
calls with period 7[] Therefore, we propose to conduct most of these iterations at run-
time, evaluating multiple versions during a single or a few runs of the application. The
overall iterative program optimization scheme is depicted in Figure 21

Practically, we insert all 16 different optimized versions of resid and psinv into
the original code. As shown in the second box of Figure [2l each version is enclosed
by calls to monitoring functions before and after the instrumented section. These timer

! Calls that take less than 0.01s are ignored to avoid startup or instrumentation overhead, there-
fore their IPC bars are not shown in this figure.
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Fig. 2. Application instrumentation and multi-versioning for run-time iterative optimization

functions monitor the execution time and performance of any active subroutine version
using the high-precision PAPI hardware counters library [8], allowing to switch at run-
time among the different versions of this subroutine. This low-overhead instrumentation
barely skews the program execution time (less than 1%) as shown in Figure Bl

If one run is not enough to optimize the application, it is possible to iterate on the
multi-version program, the fourth box in Figure 2| Eventually, if new program trans-
formations need to be evaluated, or when releasing an optimized application restricted
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a

i i i best version
(but no (1st run) (2nd run) selected from
transformations) the start
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Fig. 3. Execution times for different versions of benchmark mgrid
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Original code 1101 CONTINUE

SUBROUTINE RESID(U,V,R,N,A) CALL RESID01(U,V,R,N,A)
REAL*8 U(N,N,N),V(N,N,N),R(N,N,N),A(0:3) GOTO 1199
INTEGER N, I3, I2, Il (...)

BODY OF THE SUBROUTINE 1199 CONTINUE
RETURN CALL TIMER-STOP(00001)
END RETURN

END
Instrumented code

SUBROUTINE RESID(U,V,R,N,A) SUBROUTINE RESID.00(U,V,R,N,A)
REAL%8 U(N,N,N),V(N,N,N),R(N,N,N),A(0:3) REAL+8 U(N,N,N),V(N,N,N),R(N,N,N),A(0:3)
INTEGER N, I3, I2, Il INTEGER N, I3, I2, Il
INTEGER FSELECT BODY OF THE SUBROUTINE

RETURN
CALL TIMER-START (00001, FSELECT) END
GOTO (1100, 1101, 1102, 1103, 1104, 1105,
L SUBROUTINE RESID 01(U,V,R,N,A)

+1115, 1116), FSELECT+1 REAL#*8 U(N,N,N),V(N,N,N),R(N,N,N),A(0:3)

(...) INTEGER N, I3, I2, Il
1100 CONTINUE BODY OF THE SUBROUTINE
CALL RESID.00(U,V,R,N,A) RETURN
GOTO 1199 END

Fig. 4. Instrumentation example for subroutine resid of benchmark mgrid

to the most effective optimizations, one may also iterate back to apply a new set of
transformations, the third box in Figure

Figure [ details the instrumentation and versioning scheme. Besides starting and
stopping performance monitoring, timer_start and timer_stop have two more
functions: timer_stop detects performance stability for consecutive or periodic ex-
ecutions of the selected section, using execution time and IPC; then timer_start
predicts that performance will remain stable, in order to evaluate and compare new op-
tions. After stability is detected, t imer_start redirects execution sequentially to the
optimized versions of the original subroutine. When the currently evaluated version has
exhibited stable performance for a few executions (2 in our case), we can measure its
impact on performance if the phase did not change in the meantime. To validate this,
the original code is executed again a few times (2 in our case to avoid transitional ef-
fects). In the same way all 16 versions are evaluated during program execution and the
best one is selected at the end, as shown in Figure 3h.

Overall, evaluating all 16 optimization options for subroutine resid requires only
17 seconds instead of 9280 thus speeding up iterative search 546 times. Furthermore,
since the best optimization has been found after only 6% of the code has been executed,
the remainder of the execution uses the best optimization option and the overall mgrid
execution time is improved by 13.7% all in one run (one data set) as shown in Figure[Sb.
The results containing original execution time, IPC and the corresponding best option
which included loop blocking, unrolling and prefetching in our example, is saved in
the database after the program execution. Therefore, during a second run with the same
dataset (assuming standard across-runs iterative optimization), the best optimization op-
tion is selected immediately after the period is detected and the overall execution time is
improved by 16.1% as shown in Figure[Bk. If a different dataset is used and the behavior
of the program changed, the new best option will be found for this context and saved
into the database. Finally, the execution time of the non-instrumented code with the best
version implemented from the start (no run-time convergence) brings almost the same
performance of 17.2% as shown in Figure B and Bl The spikes on the graphs in Fig-
ureBb,c are due to the periodic change in calling context of subroutine resid. At such
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Fig.5. Execution times for subroutine resid of benchmark mgrid during run-time
optimization

change points, the phase detection mechanism produces a miss and starts executing the
original non-transformed version of the subroutine, to quickly detect the continuation
of this phase or the beginning of another one (new or with a known behavior).

2.2 Application Scenarios

The previous example illustrates the two main applications of our approach. The first
one is iterative optimization, and the second is dynamic self-tuning code.

In the first case, each run — and each phase within this run — exercises multiple
optimization options, including complex sequences of compiler or manual transforma-
tions. The phase analysis and optimization decisions are dumped into a database. This
facility can be used for across-runs iterative optimization. There are two cases where
this approach is practical. First, some applications may exhibit similar performance
across multiple data sets, providing key parameters do not change (e.g., matrix dimen-
sions do not change, but matrix values do); second, even when the performance of a
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code section varies with the data set, it is likely that a few optimizations will be able
to achieve good results for a large range of data sets. In both cases, run-time iterative
optimization can speed up optimization space search: a selection of optimizations is
evaluated during each run, progressively converging to the best optimization.

In the second case, our technique allows to create self-tuning programs which adjust
to the current data set, within a production run. Assuming the optimized versions known
to perform best (in general, for multiple benchmarks) have been progressively learned
across previous runs and data sets, one can implement a self-tuning code by selecting
only a few of those versions. Even if some of the selected versions perform poorly, they
do not really affect overall execution time since convergence occurs quickly and most
of the execution time is spent within the best ones.

3 Dynamic Stability Prediction

The two key difficulties with dynamic iterative optimization are how to evaluate mul-
tiple optimization options at run-time and when can they be evaluated. This section
tackles the second problem by detecting and predicting stable regions of the program
where optimizations may be evaluated.

3.1 Performance Stability and Phases

As mentioned in the introduction, multiple studies have highlighted that pro-
grams exhibit phases, i.e., performance can remain stable for many millions instructions
and performance patterns can recur within the program execution. Phase analysis is now
extensively used for selecting sampling intervals in processor architecture simulation,
such as in SimPoint [27]. More recently, phase-based analysis has been used to tune
program power optimizations by dynamically adapting sizes of L1 and L2 caches [21]].
For iterative optimization, phases mean that the performance of a given code section
will remain stable for multiple consecutive or periodic executions of that code section.
One can take advantage of this stability to compare the effect of multiple different op-
timization options. For instance, assuming one knows that two consecutive executions
FE1 and E2 of a code section will exhibit the same performance P, one can collect P
in E'1, apply a program transformation to the code section, and collect its performance
P’ in E2; by comparing P and P’, one can decide if the program transformation is
useful. Obviously, this comparison makes sense only if F1 and E2 exhibit the same
baseline performance P, i.e., if £'1 and E2 belong to the same phase. So, the key is
to detect when phases occur, i.e., where are the regions with identical baseline per-
formance. Also, IPC may not always be a sufficient performance metric, because some
program transformations may increase or reduce the number of instructions, such as un-
rolling or scalar promotion. Therefore, we monitor not only performance stability but
also execution time stability across calls, depending on the program transformations.
Figures[@land[lillustrate IPC and execution time stability of one representative sub-
routine for 5 SpecFP2000 benchmarks by showing variations across calls to the same
subroutine. These benchmarks are selected to demonstrate various representative be-
havior for floating point programs. For instance, the applu subroutine has a stable
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Fig. 6. Execution time and IPC for one representative subroutine per benchmark (across calls)

performance across all calls except for the first one; the galgel subroutine has pe-
riodic performance changes with 5 shifts during overall execution; the equake most
time-consuming section exhibits unstable performance for 250 calls and then becomes
stable; the apsi subroutine has a stable performance across all calls; finally, themgrid
subroutine exhibits periodic stable performance.
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Detecting Stability. For the moment, we do not consider program transformations,
and two instances are compared solely using IPC. We then simply define stability by 3
consecutive of periodic code section execution instances with the same IPC. Naturally,
this stability characterization is speculative, the 4th instance performance may vary, but
in practice as graphs in Figure [] suggest, stability regions are long and regular enough
so that the probability of incorrect stability detections (miss rate) is fairly low.

Note however, that the occurrence of a phase (an execution instance with a given
performance) is only detected after it has occurred, i.e., when the counter value is col-
lected and the code section instance already executed. If changes in the calling context
occur faster than the evaluation of a new optimization option, there may not be long
enough consecutive executions with stable performance to measure the impact of the
optimization. Therefore, it is not sufficient to react to phase changes: within a phase, it
is necessary to detect the length of consecutive regions of stable performance and to pre-
dict their occurrence. Fortunately, Figure [6] shows that phases tend to recur regularly,
especially in scientific applications which usually have simple control flow behavior,
which is further confirmed by other broader experiments [30]

To predict the occurrence of regular phases, for each instrumented code section,
we store the performance measurement along with the number of calls exhibiting the
same performance (phase length) in a Phase Detection and Prediction Table (PDPT) as
shown in Figure [/l If a performance variation occured, we check the table to see if a
phase with such behavior already occurred, and if so, we also record the distance (in
number of calls) since it occurred. At the third occurrence of the same performance be-
havior, we conclude the phase becomes stable and recurs regularly, i.e., with a fixed pe-
riod, and we can predict its next occurrence. Then, program transformations are applied
to the code section, and the performance effects are only compared within the same

if this call should be within phase:
call original call new
section for or section for

stability check evaluation

If the current call should be within phase (look up
PDPT), then either select original code during
timer_start phase detection/stability test or select new code
- sections for iterative optimizations

PDPT (Phase Detection and Prediction Table)
selection of the

new code section time
if stability

stability test

calculate time spent in the code

section and IPC; detect phases and
check stability; select new code

for the following execution

- hits best

original original
time consuming time consuming
code section code section

period | length misses | state

transformed

[ [ [ [ |
[ [ [ [ [
I I [ I I

Look up current time and IPC in the PDPT;
timer_stop find the same time & TPC and update period &
length or add new phase parameters

original code instrumented code

Fig. 7. Code instrumentation for run-time adaptive iterative optimizations
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Table 1. Number of phases, hits and misses per code section for each application

Application| Code |Phases| Hits|Misses| Miss
sections rate

mgrid a 1 (1924 27|0.014
b 1 998 1/0.001

applu a 1 348 0 0
b 2 349 0 0

c 2 349 0 0

d 1 350 0 0

e 1 350 0 0

galgel a 2 86 12]0.140
b 2 83 14/0.169

equake a 2 13853 1/0.000
apsi a 1 69 0 0
b 1 69 0 0

c 1 69 0 0

d 1 69 0 0

e 1 70 0 0

f 1 69 0 0

phase, i.e., for the same baseline performance, avoiding to reset the search each time
the phase changes. The length parameter indicates when the phase will change. Thus,
the transformation space is searched independently for all phases of a code section.
This property has the added benefit of allowing per-phase optimization, i.e., converging
towards different optimizations for different phases of the same code section.
Table[{lshows how the phase prediction scheme performs. Due to the high regularity
of scientific applications, our simple phase prediction scheme has a miss rate lower than
1.4% in most of the cases, except for galgel which exhibits miss rates of 14% and
17% for two time-consuming subroutines. Also, note that we assumed two performance
measurements were identical provided they differ by less than a threshold determined
by observed measurement error, of the order of 2% with our experimental environment.

3.2 Compiler Instrumentation

Since, program transformations target specific code sections, phase detection should
target code sections rather than the whole program. In order to monitor code sections
performance, we instrument a code section, e.g., a loop nest or a function, with per-
formance counter calls from the hardware counters PAPI library. Figure ] shows an
example instrumentation at the subroutine/function level for mgrid (Fortran 77) and
its resid subroutine. Figure[7lshows the details of our instrumentation.

Each instrumented code section gets a unique identifier, and before and after each
section, monitoring routines timer_start and timer_stop are called. These rou-
tines record the number of cycles and number of instructions to compute the IPC (the
first argument is the unique identifier of the section). At the same time, timer_stop
detects phases and stability, and timer_start decides which optimization option
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should be evaluated next and returns variable FSELECT to branch to the appropriate
optimization option (versioning), see the GOTO statement.

Instrumentation is currently applied before and after the call functions and the outer
loops of all loop nests with depth 2 or more (though the approach is naturally useful for
the most time-consuming loop nests and functions only). Note that instrumented loop
nests can themselves contain subroutine calls to evaluate inlining; however we forbid
nested instrumentations, so we systematically remove outer instrumentations if nested
calls correspond to loop nests.

4 Evaluating Optimizations

Once a stable period has been detected we need a mechanism to evaluate program trans-
formations and evaluate their worth.

4.1 Comparing Optimization Options

As soon as performance stability is observed, the evaluation of optimization options
starts. A new optimization option is said to be evaluated only after 2 consecutive execu-
tions with the same performance. The main issue is to combine the detection of phases
with the evaluation of optimizations, because, if the phase detection scheme does not
predict that a new phase starts, baseline performance will change, and we would not
know whether performance variations are due to the optimization option being evalu-
ated or to a new phase.

In order to verify the prediction, the instrumentation routine periodically checks
whether baseline performance has changed (and in the process, it monitors the occur-
rence of new phases). After any optimization option evaluation, i.e., after 2 consecutive
executions of the optimized version with the same performance, the code switches back
to the original code section for two additional iterations. The first iteration is ignored
to avoid transition effects because it can be argued that the previous optimized version
of the code section can have performance side-effects that would skew the performance
evaluation of the next iteration (the original code section). However, we did not find
empirical evidence of such side-effects; most likely because code sections have to be
long enough that instrumentation and start-up induces only a negligible overhead. If the
performance of the second iteration is similar to the initial baseline performance, the
effect of the current option is validated and further optimization options evaluation re-
sumes. Therefore, evaluating an optimization option requires at least 4 executions of a
given code section (2 for detecting optimization performance stability and 2 for check-
ing baseline performance). For example, see the groups of black bars in Figure[3h of the
motivation section (on benchmark mgrid). If the baseline performance is later found
to differ, the optimization search for this other phase is restarted (or started if it is the
first occurrence of that phase)E

Practically, the Phase Detection and Prediction Table (PDPT) shown in Figure [7]
holds information about phases and their current state (detection and prediction), new

2 Note that it is restarted not reset.
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option evaluation or option validation (stability check). It also records the best option
found for every phase.

4.2 Multiple Evaluations at Run-Time

Many optimizations are parameterized, e.g., tile size or unroll factor. However, in the
context of run-time iterative optimization, whether changing a parameter just means
changing a program variable (e.g., a parametric tile size), or changing the code struc-
ture (e.g., unroll factor) matters. The former type of optimization can be easily verified
by updating the parameter variable. In order to accommodate the latter type of complex
optimizations, we use versioning: we generate and optimize differently multiple ver-
sions of the same code section (usually a subroutine or a loop nest), plus the additional
control/switching code driven by the monitoring routine as shown in Figures [7] and (4]
using the EKOPath compiler.

The main drawback of versioning is obviously increased code size. While this issue
matters for embedded applications, it should not be a serious inconvenience for desktop
applications, provided the number of optimization options is not excessive. Considering
only one subroutine or loop nest version will be active at any time, even the impact of
versioning on instruction cache misses is limited. However, depending on what run-
time adaptation is used for, the number of versions can vary greatly. If it is used for
evaluating a large number of program transformations, including across runs, the greater
the number of versions the better, and the only limitation is the code size increase. If it
is used for creating self-adjusting codes that find the best option for the current run, it
is best to limit the number of options, because if many options perform worse than the
original version, the overall performance may either degrade or marginally improve. In
our experiments, we limited the number of versions to 16.

This versioning scheme is simple but has practical benefits. Alongside the optimized
versions generated by the compiler, the user can add subroutines or loop nests modified
by hand, and either test them as is or combine them with compiler optimizations. User-
suggested program transformations can often serve as starting points of the optimization
search, and recent studies [15/34]] highlight the key role played by well selected starting
points, adding to the benefit of combined optimizations. Moreover, another study
suggests that iterative optimization should not be restricted to program transformation
parameter tuning, but should expand to selecting program transformations themselves,
beyond the strict composition order imposed by the compiler. Versioning is a simple
approach for testing a variety of program transformations compositions.

5 Experiments

The goal of this article is to speedup the evaluation of optimization options, rather than
to speedup programs themselves. Still, we later report program speedups to highlight
that the run-time overhead has no significant impact on program performance, that the
run-time performance analysis strategy is capable of selecting appropriate and efficient
optimization options, and that it can easily accommodate both traditional compiler-
generated program transformations and user-defined ad-hoc program transformations.
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5.1 Methodology

Platforms and Tools. All experiments are conducted on an Intel Pentium 4 Northwood
(ID9) Core at 2.4GHz (bus frequency of 533MHz), the L1 cache is 4-way 8KB, the .2
cache is 8-way 512KB, and 512MB of memory; the O/S is Linux SUSE 9.1. We use the
latest PAPT hardware counter library [[1]] for program instrumentation and performance
measurements. All programs are compiled with the open-source EKOPath 2.0 compiler
and -Ofast flag [2], which, in average, performs similarly or better than the Intel 8.1
compiler for Linux.

Compiler-generated program transformations are applied using the EKOPath com-
piler. We have created an EKOPath API that triggers program transformations, using
the compiler’s optimization strategy as a starting point. Complementing the compiler
strategy with iterative search enables to test a large set of combinations of transforma-
tions such as inlining, local padding, loop fusion/fission, loop interchange, loop/register
tiling, loop unrolling and prefetching.

Target Benchmarks. We considered five representative SpecFP2000 benchmarks with
different behavior, as shown in Figure[@l (mgrid, applu, galgel, equake, apsi),
using the ref data sets. We apply optimization only on the most-time consuming sec-
tions of these benchmarks. We handpicked these codes based on the study by Par-
ello et al. [26] which suggests which SpecFP2000 benchmarks have the best potential
for improvement (on an Alpha 21264 platform, though). Since the role of seed points
in iterative search has been previously highlighted [3134], we also used the latter study
as an indication for seed points, i.e., initial points for a space search.

5.2 Results

This section shows that the full power of iterative optimization can be achieved at the
cost of profile-directed optimization: one or two runs of each benchmark are sufficient
to discover the best optimization options for every phase.

Boosting Search Rate. For each benchmark, Table[2Jshows the actual number of evalu-
ated options, which is the number of versions multiplied by the number of instrumented
code sections and by the number of phases with significant execution time.

However, the maximum number of potential optimization options (program trans-
formations or compositions of program transformations) that can be evaluated during

Table 2. Maximum number of potential evaluations or iterative search speedup vs. the real num-
ber of options evaluated during single execution and the associated overhead

Application Max. number of Number of|Instrumentation
potential evaluations|options evaluated overhead

mgrid 699 32 0%
applu 430 80 0.01%
galgel 32 32 0.01%
equake 962 16 13.17%
apsi 96 96 0%
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one execution of a benchmark can be much higher depending on the application be-
havior. Thanks to run-time adaptation it is now possible to evaluate 32 to 962 more
optimization options than through traditional across-runs iterative optimization. The
discrepancy among maximum number of evaluations is explained by the differences
in phase behavior of programs and in the instrumentation placement. If the instrumen-
tation is located at a lower loop nest level, it enables a greater number of evaluations
but it can also induce excessive overhead and may limit applicable transformations. On
the other hand, instrumentation at a higher level enables all spectrum of complex se-
quences of transformations but can limit the number of potential evaluations during one
execution. For example, the number of potential optimization evaluations is small for
galgel due to chaotic behavior and frequent performance mispredictions, and is high
for equake due to relatively low level instrumentation.

To quantify the instrumentation overhead, the last column in Table2lshows the ratio
of the execution time of the instrumented program over the original program, assuming
all optimization options are replaced with exact copies of the original code section. As
a result, this ratio only measures the slowdown due to instrumentation. The overhead is
negligible for 4 out of 5 benchmarks, and reaches 13% for equake. Note however that
equake still achieves one of the best speedups at 1.7, as shown in Figure [0l

Self-tuned Speedup. For each selected benchmark we have created a self-tuning pro-
gram with 16 versions of each most time consuming sections of these benchmarks
For each of these versions we applied either combinations of compiler-generated pro-
gram transformations using our EKOPath compiler API (loop fusion/fission, loop inter-
change, loop and register tiling, loop unrolling and prefetching with multiple randomly
selected parameters) or manual program transformations suggested by Parello et al.
[26] for the Alpha platform, or combinations of both. The overall number of evalua-
tions per each benchmark varied from 16 to 96 depending on the number of most-time
consuming sections, as shown in table 2l

Figure[§]shows an example of execution time variations for the triple-nested loop in
the resid subroutine of the mgrid benchmark for each option evaluation all within
one execution of this program. The baseline performance is shown in a straight gray line
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and the best version is found at iteration 13. The final best sequence of transformations
for the loop in the subroutine resid is loop tiling with tile size 60, loop unrolling
with factor 16 and prefetching switched off. The best parameters found for subroutine
psinv of the same benchmark are 9 for loop tiling and 14 for loop unrolling. Note
also that the static algorithm of the EKOPath compiler suggested unrolling factors of 2
for loops of both subroutines. This factor is a kind of tradeoff value across all possible
data sets, while the self-tuning code converged toward a different value dynamically. It
is important to note that this adjustment occurred at run-time, during a single run, and
that the optimization was selected soon enough to improve the remainder of the run.

Figure 9] shows the speedups obtained for all benchmarks after two executions as
well as the speedups assuming there is no instrumentation overhead and the best opti-
mization option is used from the start; speedups vary from 1.10 to 1.72. It is interesting
to note that, though the manual transformations were designed for a different architec-
ture (Alpha 21264), for 4 out of 5 benchmarks, they were eventually adjusted through
transformation parameter tuning to our target architecture, and still perform well. In
other terms, beyond performance improvement on a single platform, self-adjusting
codes also provide a form of cross-platform portability by selecting the optimization
option best suited for the new platform.

6 Related Work

Some of the first techniques to select differently optimized versions of code sections are
cloning and multi-versioning [9/T4IT6]]. They use simple version selection mechanisms
according to the input run-time function or loop parameters. Such techniques are used
to some extent in current compilers but lack flexibility and prediction and cannot cope
with various cases where input parameters are too complex or differ while the behavior
of the code section remains the same and vice versa.

To improve cloning effectiveness, many studies defer code versioning to the run-
time execution. Program hot spots and input/context parameters are detected at run-
time, to drive dynamic recompilation. For example, the Dynamo system [3] can opti-
mize streams of native instructions at run-time using hot traces and can be easily imple-
mented inside JIT compilers. Insertion of prefetching instructions or changing prefetch-
ing distance dynamically depending on hardware counters informations is presented in
[28]. VCODE [18] is a tool to dynamically regenerate machine code, and [4] presents
a technique which produces pre-optimized machine-code templates and later dynami-
cally patch those templates with run-time constants. ADAPT [37136] applies high-level
optimizations to program hot spots using dynamic recompilation in a separate process
or on a separate workstation and describes a language to write self-tuned applications.
Finally, ADORE uses a sampling based phase analysis to detect performance
bottlenecks and apply simple transformations such as prefetching dynamically.

Recently, software-only solutions have been proposed to effectively detect, clas-
sify and predict phase transitions, with very low run-time overhead [5/17]]. In particu-
lar, decouples this detection from the dynamic code generation or translation pro-
cess, relying on a separate process sampling hardware performance counters at a fixed



44 G. Fursin et al.

interval. Selection of a good sampling interval is critical, to avoid missing fine-grain
phase changes while minimizing overhead [27/29].

In contrast with the above-mentioned projects, our approach is a novel combina-
tion of versioning, code instrumentation and software-only phase detection to enable
practical iterative evaluation of complex transformations at run-time. We choose static
versioning rather than dynamic code generation, allowing low-overhead adaptability to
program phases and input contexts. Associating static instrumentation and dynamic de-
tection avoids most pitfalls of either isolated instrumentation-based or sampling-based
phase analyses, including sensitivity to calling contexts and sampling interval selection
[23]). Finally, we rely on predictive rather than reactive phase detection, although it is
not for the reasons advocated in [17]: we do not have to amortize the overhead of run-
time code generation, but we need to predict phase changes to improve the evaluation
rate for new optimization options.

7 Conclusions and Perspectives

Several practical issues still prevent iterative optimization from being widely used, the
time required to search the huge program transformations space being one of the main
issues. In this article, we present a method for speeding up search space pruning by a
factor of 32 to 962 over a set of benchmarks, by taking advantage of the phase behav-
ior (performance stability) of applications. The method, implemented in the EKOPath
compiler, can be readily applied to a large range of applications. The method has other
benefits: such self-tuned programs facilitate portability across different architectures
and software environments, they can self-adjust at the level of phases and to partic-
ular data sets (as opposed to the trade-off proposed by current iterative techniques),
they can build a catalog of per-phase appropriate program transformations (code sec-
tion/performance pairs) across runs, and they can easily combine user-suggested and
compiler-suggested transformations thanks to their versioning approach.

Future work will include fast analysis of large complex transformation spaces, im-
proving our phase detection and prediction scheme to capture more complex perfor-
mance behaviors, and improving the instrumentation placement, especially using self-
placement of instrumentation at the most proper loop nest levels, by instrumenting all
loop nests levels, then dynamically switching off instrumentation at all levels but one,
either using predication or versioning again.
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Abstract. Modern architecture research relies heavily on detailed
pipeline simulation. Simulating the full execution of an industry standard
benchmark can take weeks to months. Statistical sampling and sample
techniques like SimPoint that pick small sets of execution samples have
been shown to provide accurate results while significantly reducing sim-
ulation time. The inefficiencies in sampling are (a) needing the correct
memory image to execute the sample, and (b) needing a warm architec-
ture state when simulating the sample.

In this paper we examine efficient Sampling Startup techniques ad-
dressing two issues: how to represent the correct memory image dur-
ing simulation, and how to deal with warmup. Representing the correct
memory image ensures the memory values consumed during the sample’s
simulation are correct. Warmup techniques focus on reducing error due
to the architecture state not being fully representative of the complete
execution that proceeds the sample to be simulated. This paper presents
several Sampling Startup techniques and compares them against previ-
ously proposed techniques. The end result is a practical sampled sim-
ulation methodology that provides accurate performance estimates of
complete benchmark executions in the order of minutes.

1 Introduction

Modern computer architecture research relies heavily on cycle-accurate simula-
tion to help evaluate new architectural features. In order to measure cycle-level
events and to examine the effect that hardware optimizations would have on the
whole program, architects are forced to execute only a small subset of the pro-
gram at cycle-level detail and then use that information to approximate the full
program behavior. The subset chosen for detailed study has a profound impact
on the accuracy of this approximation, and picking these points so that they are
as representative as possible of the full program is a topic of several research
studies [T2I3/4]. The two bottlenecks in using these sampling techniques are the
efficiency of having (a) the correct memory image to execute the sample, and
(b) warm architecture state when simulating the sample. We collectively refer
to both issues as Sampling Startup.

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 47-[67 2005.
© Springer-Verlag Berlin Heidelberg 2005
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1.1 Sample Starting Image

The first issue to deal with is how to accurately provide a sample’s starting im-
age. The Sample Starting Image (SSI) is the state needed to accurately emulate
and simulate the sample’s execution to achieve the correct output for that sam-
pl. The two traditional approaches for providing the SSI are fast-forwarding
and using checkpoints. Fast-forwarding quickly emulates the program’s execu-
tion from the start of execution or from the last sample to the current sam-
ple. The advantage of this approach is that this is trivial for all simulators
to implement. The disadvantage is that it serializes the simulation of all of
the samples for a program, and it is non-trivial to have a low-overhead fast-
forwarding implementation—most fast-forwarding implementations in current
simulators are fairly slow.

Checkpointing is the process of storing the program’s image right before
the sample of execution is to start. This is similar to storing a core dump of the
program so that it can be replayed at that point in execution. A checkpoint stores
the register contents and the memory state prior to a sample. The advantage of
checkpointing is that it allows for efficient parallel simulation. The disadvantage
is that if a full checkpoint is taken it can be huge and consume too much disk
space and take too long to load.

In this paper we examine two efficient ways of storing the SSI. One is a
reduced checkpoint where we only store in the checkpoint the words of memory
that are to be accessed in the sample we are going to simulate. The second
approach is very similar, but is represented differently. For this approach we
store a sequence of executed load values for the complete sample. Both of these
approaches take about the same disk space, which is significantly smaller than
a full checkpoint. Since they are small they also load instantaneously and are
significantly faster than using fast-forwarding and full checkpoints.

1.2 Sample Architecture Warmup

Once we have an efficient approach for dealing with the sample’s starting image
we also need to reduce as much error in simulation due to the architecture
components not being in the same state as if we simulated the full detailed
execution from the start of the program up to that simulation point. To address
this we examine a variety of previously proposed techniques and compare them
to storing the detailed state of the memory hierarchy as a form of architecture
checkpoint.

We first examine a technique called “Hit on Cold” which assumes that all
architecture components are cold and the first access to it during the sample’s
simulation is a hit. A second technique we study uses a fixed warmup period
before the execution of each sample. Recently, more sophisticated warmup tech-
niques [BJ6I7] have focused on finding for each sample how far back in the instruc-
tion stream to go to start warming up the architecture structures. We examine

! For convenience of exposition, we use ‘sample’ as a noun to refer to a sampling unit
and ‘sample’ as a verb to refer to collecting a sample unit.
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the performance of MRRL [6l7] in this paper. An important advantage of this
type of technique is its accuracy. The disadvantage is that it requires architec-
ture component simulation for N million instructions before detailed simulation
of the sample, which adds additional overhead to simulation.

The final technique we examine is storing an architecture checkpoint of the
major architecture components at the start of the sample. This Architecture
Checkpoint is used to faithfully recreate the state of the major architecture com-
ponents, such as caches, TLBs and branch predictors at the start of the sample.
It is important that this approach works across different architecture designs
for it to be used for architecture design space explorations. To that end, we ex-
amine a form of architecture checkpointing that allows us to create the smaller
size instances of that architecture component. For example, you would create
an architecture checkpoint of the largest cache you would look at in your design
space exploration study, and the way we store the architecture checkpoint will
allow smaller sizes and associativities to be faithfully recreated.

2 Sampled Simulation Background

Detailed cycle-by-cycle simulation of complete benchmarks is practically impos-
sible due to the huge dynamic instruction counts of today’s benchmarks (often
several hundred billions of instructions), especially when multiple processor con-
figurations need to be simulated during design space explorations. Sampling is
an efficient way for reducing the total simulation time. There exist two ways of
sampling, statistical sampling and phase-based sampling.

2.1 Statistical Sampling

Statistical sampling takes a number of execution samples across the whole exe-
cution of the program, which are referred to as clusters in [I] because they are
groupings of contiguous instructions. These clusters are spread out throughout
the execution of the program in an attempt to provide a representative cross-cut
of the application being simulated. Conte et al. [I] formed multiple simulation
points by randomly picking intervals of execution, and then examining how these
fit to the overall execution of the program for several architecture metrics (IPC,
branch and data cache statistics).

SMARTS [4] provides a version of SimpleScalar [§] using statistical simu-
lation, which uses statistics to tell users how many samples need to be taken
in order to reach a certain level of confidence. One consequence of statistical
sampling is that tiny samples are gathered over the complete benchmark execu-
tion. This means that in the end the complete benchmark needs to be function-
ally simulated, and for SMARTS, the caches and branch predictors are warmed
through the complete benchmark execution. This ultimately impacts the overall
simulation time.



50 M. Van Biesbrouck, L. Eeckhout, and B. Calder

2.2 SimPoint

The SimPoint [3] sampling approach picks a small number of samples, that when
simulated, accurately create a representation of the complete execution of the
program. To do this they break a program’s execution into intervals, and for
each interval they create a code signature. They then perform clustering on the
code signatures grouping intervals with similar code signatures into phases. The
notion is that intervals of execution with similar code signatures have similar
architecture behavior, and this has been shown to be the case in [3JOTOITT].
Therefore, only one interval from each phase needs to be simulated in order
to recreate a complete picture of the program’s execution. They then choose a
representative from each phase and perform detailed simulation on that inter-
val. Taken together, these samples can represent the complete execution of a
program. The set of chosen samples are called simulation points, and each simu-
lation point is an interval on the order of millions of instructions. The simulation
points were found by examining only a profile of the basic blocks executed for a
program.

In this paper we focus on studying the applicability of the Sample Startup
techniques presented for SimPoint. In addition, we also provide summary results
for applying these Sample Startup techniques to SMARTS.

3 Sampling Startup Related Work

This section discusses prior work on Sample Startup techniques. We discuss
checkpointing and fast-forwarding for obtaining a correct SSI, and warmup tech-
niques for obtaining an architecture checkpoint as accurately as possible.

3.1 Starting Sample Image

As stated in the introduction, starting the simulation of a sample is much faster
under checkpointing than under fast-forwarding (especially when the sample is
located deep in the program’s execution trace—fast-forwarding in such a case
can take several days). The major disadvantage of checkpoints however is their
size; they need to be saved on disk and loaded at simulation time. The checkpoint
reduction techniques presented in this paper make checkpointing a much better
alternative to fast-forwarding as will be shown in the evaluation section of this
paper.

Szwed et al. [I2] propose to fast-forward between samples through native
hardware execution, called direct execution, and to use checkpointing to com-
municate the application state to the simulator. The simulator then runs the
detailed processor simulation of the sample using this checkpoint. When the end
of the sample is reached, native hardware execution comes into play again to
fast-forward to the next simulation point, etc. Many ways to incorporate direct
hardware execution into simulators for speeding up the simulation and emulation
systems have been proposed, see for example [I3[T4/15/16].
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One requirement for fast-forwarding through direct execution is that the sim-
ulation needs to be run on a machine with the same ISA as the program that is to
be simulated. One possibility to overcome this limitation for cross-platform sim-
ulation would be to employ techniques from dynamic binary translation methods
such as just-in-time (JIT) compilation and caching of translated code, as is done
in Embra [17], or through compiled instruction-set simulation [I8/19]. Adding
a dynamic binary compiler to a simulator is a viable solution, but doing this
is quite an endeavor, which is why most contemporary out-of-order simulators
do not include such functionality. In addition, introducing JITing into a simula-
tor also makes the simulator less portable to host machines with different ISAs.
Checkpoints, however, are easily portable.

Related to this is the approach presented by Ringenberg et al. [20]. They
present intrinsic checkpointing, which takes the SSI image from the previous
simulation interval and uses binary modification to bring the image up to state
for the current simulation interval. Bringing the image up to state for the current
simulation interval is done by comparing the current SSI against the previous
SSI, and by providing fix-up checkpointing code for the loads in the simulation
interval that see different values in the current SSI versus the previous SSI. The
fix-up code for the current SSI then executes stores to put the correct data values
in memory. Our approach is easier to implement as it does not require binary
modification. In addition, when implementing intrinsic checkpointing one needs
to be careful to make sure the fix-up code is not simulated so that it does not
affect the cache contents and branch predictor state for warmup.

3.2 Warmup

There has been a lot of work done on warmup techniques, or approximating the
hardware state at the beginning of a sample. This work can be divided roughly
in three categories: (i) simulating additional instructions prior to the sample, (i)
estimating the cache miss rate in the sample, and (4) storing the cache content
or taking an architecture checkpoint. In the evaluation section of this paper, we
evaluate four warmup techniques. These four warmup techniques were chosen in
such a way that all three warmup categories are covered in our analysis.

Warmup N Instructions Before Sample - The first set of warmup ap-
proaches simulates additional instructions prior to the sample to warmup large
hardware structures [I4I6I7I2TI22I2324125]. A simple warmup technique is to
provide a fixed-length warmup prior to each sample. This means that prior to
each sample, caches and branch predictors are warmed by, for example, 1 million
of instructions. MRRL [67] on the other hand, analyzes memory references and
branches to determine where to start warming up caches and branch predictors
prior to the current sample. Their goal is to automatically calculate how for
back in execution to go before a sample in order to capture the data and branch
working set needed for the cache and branch predictor to be simulated. MRRL
examines both the instructions between the previous sample and the current
sample and the instructions in the sample to determine the correct warmup
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period. BLRL [21], which is an improvement upon MRRL, examines only refer-
ences that are used in the sample to see how far one needs to go back before the
sample for accurate warmup.

SMARTS [4] uses continuous warmup of the caches and branch predictors
between two samples, i.e., the caches and branch predictor are kept warm by
simulating the caches and branch predictor continuously between two samples.
This is called functional warming in the SMARTS work. The reason for sup-
porting continuous warming is their small sample sizes of 1000 instructions.
Note that continuously warming the cache and branch predictor slows down
fast-forwarding.

The warmup approaches from this category that are evaluated in this paper
are fixed-length warmup and MRRL.

Estimating the Cache Miss Rate - The second set of techniques does not
warm the hardware state prior to the sample but estimates which references in
the sample are cold misses due to an incorrect sample warmup [26/27]. These
misses are then excluded from the miss rate statistics when simulating the sam-
ple. Note that this technique in fact does no warmup, but rather estimates what
the cache miss rate would be for a perfectly warmup hardware state. Although
these techniques are useful for estimating cache miss rate under sampled simula-
tion, extending these techniques to processor simulation is not straight-forward.
The hit-on-cold approach evaluated in this paper is another example of cache
miss rate estimation; the benefit of hit-on-cold over the other estimation tech-
niques is its applicability to detailed processor simulation.

Checkpointing the Cache Content - Lauterbach [28] proposes storing the
cache tag content at the beginning of each sample. This is done by storing tags
for a range of caches as they are obtained from stack simulation. This approach
is similar to the Memory Hierarchy State (MHS) approach presented in this
paper (see section [Bl for more details on MHS). However, there is one significant
difference. We compute the cache content for one single large cache and derive
the cache content for smaller cache sizes. Although this can be done through
stack simulation, it is still significantly slower and more disk space consuming
than simulating only one single cache configuration as we do.

The Memory Timestamp Record (MTR) presented by Barr et al. [29] is also
similar to the MHS proposed here. The MTR, allows for the reconstruction of the
cache and directory state for multiprocessor simulation by storing data about
every cache block. The MTR is largely independent of cache size, organization
and coherence protocol. Unlike MHS, its size is proportional to program memory.
This prior work did not provide a detailed comparison between their architectural
checkpointing approach and other warmup strategies; in this paper, we present
a detailed comparison between different warmup strategies.

3.3 SMARTS and TurboSMARTS

Wunderlich et al. [4] provide SMARTS, an accurate simulation infrastructure
using statistical sampling. SMARTS continuously updates caches and branch
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predictors while fast-forwarding between samples of size 1000 instructions. In
addition, it also warms up the processor core before taking the sample through
the detailed cycle-by-cycle simulation of 2000 to 4000 instructions.

At the same time we completed the research for our paper,
TurboSMARTS [30] presented similar techniques that replace functional warm-
ing with a checkpointed SSI and checkpointed architectural state similar to what
we discuss in our paper. In addition to what was studied in [30], we compare a
number of reduced checkpointed SSI techniques, we study the impact of wrong-
path load instructions for our techniques, and we examine the applicability of
checkpointed sampling startup techniques over different sample sizes.

4 Sample Starting Image

The first issue to deal with to enable efficient sampled simulation is to load
a memory image that will be used to execute the sample. The Sample Starting
Image (SSI) is the program memory state needed to enable the correct functional
simulation of the given sample.

4.1 Full Checkpoint

There is one major disadvantage to checkpointing compared to fast-forwarding
and direct execution for providing the correct SSI. This is the large checkpoint
files that need to be stored on disk. Using many samples could be prohibitively
costly in terms of disk space. In addition, the large checkpoint file size also affects
total simulation time due to loading the checkpoint file from disk when start-
ing the simulation of a sample and transferring over a network during parallel
simulation.

4.2 EIO Files and Checkpointing System Calls

Before presenting our two approaches to reduce the checkpoint file size, we first
detail our general framework in which the reduced checkpoint methods are inte-
grated. We assume that the program binary and its input are available through
an EIO file during simulation. We use compressed SimpleScalar EIO files; this
does not affect the generality of the results presented in this paper however. An
EIO file contains a checkpoint of the initial program state after the program has
been loaded into memory. Most of the data in this initial program image will
never be modified during execution. The rest of the EIO file contains information
about every system call, including all input and output parameters and memory
updates associated with the calls. This keeps the system calls exactly the same
during different simulation runs of the same benchmarks.

In summary, for all of our results, the instructions of the simulated program
are loaded from the program image in the EIO file, and the program is not stored
in our checkpoints. Our reduced checkpoints focus only on the data stream.



54 M. Van Biesbrouck, L. Eeckhout, and B. Calder

4.3 Touched Memory Image

Our first reduced checkpoint approach is the Touched Memory Image (TMI)
which only stores the blocks of memory that are to be accessed in the sample that
is to be simulated. The TMI is a collection of chunks of memory (touched during
the sample) with their corresponding memory addresses. The TMI contains only
the chunks of memory that are read during the sample. Note that a TMI is stored
on disk for each sample. At simulation time, prior to simulating the given sample,
the TMI is loaded from disk and the chunks of memory in the TMI are then
written to their corresponding memory addresses. This guarantees a correct SSI
when starting the simulation of the sample. A small file size is achieved by using
a sparse image representation, so regions of memory that consist of consecutive
zeros are not stored in the TMI. In addition, large regions of non-zero sections
of memory are combined and stored as one chunk. This saves storage space in
terms of memory addresses in the TMI, since only one memory address needs to
be stored for a large consecutive data region.

An optimization to the TMI approach, called the Reduced Touched Memory
Image (RTMI), only contains chunks of memory for addresses that are read
before they are written. There is no need to store a chunk of memory in the
reduced checkpoint in case that chunk of memory is written prior to being read.
A TMI, on the other hand, contains chunks of memory for all reads in the sample.

4.4 Load Value Sequence

Our second approach, called the Load Value Sequence (LVS), involves creating
a log of load values that are loaded into memory during the execution of the
sample. Collecting an LVS can be done with a functional simulator or binary
instrumentation tool, which simply collects all data values loaded from mem-
ory during program execution (excluding those from instruction memory and
speculative memory accesses). When simulating the sample, the load log se-
quence is read concurrently with the simulation to provide correct data values
for non-speculative loads. The result of each load is written to memory so that,
potentially, speculative loads accessing that memory location will find the correct
value. The LVS is stored in a compressed format to minimize required disk space.
Unlike TMI, LVS does not need to store the addresses of load values. However,
programs often contain many loads from the same memory addresses and loads
with value 0, both of which increase the size of LVS without affecting TMI.

In order to further reduce the size of the LVS, we also propose the Reduced
Load Value Sequence (RLVS). For each load from data memory the RLVS con-
tains one bit, indicating whether or not the data needs to be read from the
RLVS. If necessary, the bit is followed by the data value, and the data value is
written to the simulator’s memory image at the load address so that it can be
found by subsequent loads; otherwise, the value is read from the memory image
and not included in the RLVS. Thus the RLVS does not contain load values
when a load is preceded by a load or store for the same address or when the
value would be zero (the initial value for memory in the simulator). This yields
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a significant additional reduction in checkpoint file sizes. An alternate structure
that accomplishes the same task is the first load log presented in [31].

5 Sample Warmup

In this paper we compare five warmup strategies, not performing any warmup,
hit on cold, 1M-instructions of detailed execution fixed warmup, MRRL and
stored architecture state. The descriptions in this section summarize the warmup
techniques in terms of how they are used for uniprocessor architecture simulation.

5.1 No Warmup

The no-warmup strategy assumes an empty cache at the beginning of each sam-
ple, i.e. assumes no warmup. Obviously, this will result in an overestimation of
the number of cache misses, and by consequence an underestimation of overall
performance. However, the bias can be small for large sample sizes. This strategy
is very simple to implement and incurs no runtime overhead.

5.2 Hit on Cold

The hit on cold strategy also assumes an empty cache at the beginning of each
sample but assumes that the first use of each cache block in the sample is always
a hit. The no warmup strategy, on the other hand, assumes a miss for the first
use of a cache block in the sample. Hit on cold works well for programs that
have a high hit rate, but it requires modifying the simulator to check a bit on
every cache miss. If the bit indicates that the cache block has yet to be used the
sample then the address tag is added to the cache but the access is considered
to be a hit.

An extension to this technique is to try to determine the overall program’s
average hit rate or the approximate hit rate for each sample, then use this
probability to label the first access to a cache block as a miss or a hit. We did
not evaluate this approach for this paper.

5.3 Memory Reference Reuse Latency

The Memory Reference Reuse Latency (MRRL) [6[7] approach proposed by
Haskins and Skadron builds on the notion of memory reference reuse latency.
The memory reference reuse latency is defined as the number of dynamic instruc-
tions between two consecutive memory references to the same memory location.
To compute the warmup starting point for a given sample, MRRL first com-
putes the reuse latency distribution over all the instructions from the end of the
previous sample until the end of the current sample. This distribution gives an
indication about the temporal locality behavior of the references.

MRRL subsequently determines wy which corresponds to the N% percentile
over the reuse latency distribution. This is the point at which N% of memory
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references, between the end of the last sample to the end of the current sample,
will be made to addresses last accessed within wy instructions. Warming then
gets started wy instructions prior to the beginning of the sample. The larger
N%, the larger wy, and thus the larger the warmup. In this paper we use
N% = 99.9% as proposed in [6].

Sampled simulation under MRRL then proceeds as follows. The first step is
to fast-forward to or load the checkpoint at the starting point of the warmup
simulation phase. From that point on until the starting point of the sample, func-
tional simulation is performed in conjunction with cache and branch predictor
warmup, i.e. all memory references warm the caches and all branch addresses
warm the branch predictors. When the sample is reached, detailed processor
simulation is started for obtaining performance results. The cost of the MRRL
approach is the wy instructions that need to be simulated under warmup.

5.4 Memory Hierarchy State

The fourth warmup strategy is the Memory Hierarchy State (MHS) approach,
which stores cache state so that caches do not need to be warmed at the start
of simulation. The MHS is collected through cache simulation, i.e. functional
simulation of the memory hierarchy. Design-space exploration may require many
different cache configurations to be simulated. Note that the MHS needs to
be collected only once for each block size and replacement policy, but can be
reused extensively during design space exploration with smaller-sized memory
hierarchies. Our technique is similar to trace-based construction of caches, except
that storing information in a cache-like structure decreases both storage space
and time to create the cache required for simulation. In addition to storing cache
tags, we store status information for each cache line so that dirty cache lines are
correctly marked.

Depending on the cache hierarchies to be simulated, constructing hierarchies
of target caches for simulation from a single source cache created by functional
simulation can be complicated, so we explain the techniques used and the neces-
sary properties of the source cache. If a target cache i has s; sets with w; ways,
then every cache line in it would be contained in a source cache with s’ = ¢;s;
sets and w’ > w; ways, where ¢; is a positive integer. We now describe how
to initialize the content of each set in the target cache from the source cache.
To initialize the contents of the first set in the target cache we need to look at
the cache blocks in ¢; sets of the source cache that map to the first set in the
target cache. This gives us c;w’ blocks to choose from. For a cache with LRU
replacement we need to store a sequence number for the most recent use of each
cache block. We select the most recently used w; cache blocks, as indicated by
the data in our source cache, to put in the target set. The next ¢; sets of the
source cache initialize the second set of the target cache, and so forth. In general,
s’ = LCM;(s;) and w’ = max;(w;) ensure that the large cache contains enough
information to initialize all of the simulated cache configurations. In the common
case where s; is always a power of two, the least common multiple (LCM) is just
the largest such value.
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Inclusive cache hierarchies can be initialized easily as just described, but
exclusive cache hierarchies need something more. For example, assume that the
L2 cache is 4-way associative and has the same number of cache sets as a 2-way
associative L1 cache. Then the 6 most recently accessed blocks mapped to a
single cache set will be stored in the cache hierarchy, 2 in the L1 cache and 4
in the L2 cache. Thus the source cache must be at least 6-way associative. If,
instead, the L2 cache has twice as many sets as the L1 cache then the cache
hierarchy will contain 10 blocks that are mapped to the same L1 cache set, but
at most 6 of these will be mapped to either of the L2 cache sets associated with
the L1 cache set. The source cache still only needs to be 6-way associative.

We handle exclusive cache hierarchies by creating the smallest (presumably
L1) target cache first and locking the blocks in the smaller cache out of the larger
(L2, L3, etc.) caches. Then the sets in the larger cache can be initialized. Also,
the associativity of the source cache used to create our MHS must be at least
the sum of the associativities of the caches within a target cache hierarchy.

Unified target caches can be handled by collecting source cache data as if
the target caches were not unified. For example, if there are target IL1, DL1
and UL2 caches then data can be collected using the same source caches as if
there were IL2 and DL2 caches with the same configuration parameters as the
UL2 cache. Merging the contents of two caches into a unified target cache is
straight-forward. The source caches must have a number of cache sets equal to
the LCM of all the possible numbers of cache sets (both instruction and data)
and an associativity at least as large as that of any of the caches. Alternately,
if all of the target cache hierarchy configurations are unified in the same way
then a single source cache with the properties just described can collect all of
the necessary data.

Comparing MHS versus MRRL, we can say that they are equally
architecture-independent. MHS traces store all addresses needed to create the
largest and most associative cache size of interest. Similarly, MRRL goes back
in execution history far enough to also capture the working set for the largest
cache of interest. The techniques have different tradeoffs, however: MHS requires
additional memory space compared to MRRL, and MRRL just needs to store
where to start the warming whereas MHS stores a source cache. In terms of
simulation speed, MHS substantially outperforms MRRL as MHS does not need
to simulate instructions to warm the cache as done in MRRL—loading the MHS
trace is done very quickly. As simulated cache sizes increase, MHS disk space
requirements increase and MRRL warming times increase.

The techniques discussed in this paper can also be extended to warmup for
TLBs and branch predictors. For 1M-instruction simulation points, we only con-
sider sample architecture warmup for caches. We found that the branch predictor
did not have a significant effect until we used very small 1000-instruction inter-
vals with SMARTS. When simulating the tiny SMARTS simulation intervals we
checkpointed the state of branch predictor prior to each sample. While we can
modify TLB and cache checkpoints to work with smaller TLBs and caches, we
cannot yet do this in general for branch predictors. For experiments requiring
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branch predictor checkpoints we simulate all of the branch predictors to be used
in the design space exploration concurrently and store their state in the sample
checkpoints.

6 Evaluation

We now evaluate Sample Startup for sampled simulation. After discussing our
methodology, we then present a detailed error analysis of the warmup and re-
duced checkpointing techniques. We subsequently evaluate the applicability of
the reduced checkpointing and warmup techniques for both targeted sampling
as done in SimPoint and statistical sampling as done in SMARTS.

6.1 Methodology

We use the MRRL-modified SimpleScalar simulator [6], which supports taking
multiple samples interleaved with fast-forwarding and functional warming. Minor
modifications were made to support (reduced) checkpoints. We simulated SPEC
2000 benchmarks compiled for the Alpha ISA and we used reference inputs for
all of these. The binaries we used in this study and how they were compiled can
be found at http://www.simplescalar.com/. The processor model assumed in
our experiments is summarized in Table [T

6.2 Detailed Error Analysis

We first provide a detailed error analysis of our warmup techniques as well as
the reduced checkpointing techniques. For the error analysis, we consider 50
1M-instruction sampling units randomly chosen from the entire benchmark exe-
cution. We also experimented with a larger number of sampling units, however,
the results were quite similar.

The average CPI erroris the average over all samples of the relative difference
between the CPI through sampled simulation with full warmup, versus the CPI
through sampled simulation with the warmup and reduced checkpoint techniques
proposed in this paper. Our second metric is the 95% confidence interval for
average CPI error. Techniques that are both accurate and precise will have low
average CPI error and small confidence interval widths.

Table 1. Processor simulation model

I Cache 8k 2-way set-assoc., 32 byte blocks, 1 cycle latency

D Cache 16k 4-way set-assoc., 32 byte blocks, 2 cycle latency

L2 Cache 1Meg 4-way set-assoc., 32 byte blocks, 20 cycle latency
Memory 150 cycle round trip access

Branch Pred|hybrid

0-0-0 Issue|up to 8 inst. per cycle, 128 entry re-order buffer

8-integer ALU, 4-load/store units, 2-FP adders, 2-integer
MULT/DIV, 2-FP MULT/DIV

Func Units
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Fig. 2. The 95% confidence interval as a percentage of CPI

Figures [l and 2 show the average CPI error and the 95% confidence interval,
respectively. In both cases they are expressed as a percentage of the correct CPI.
The various bars in these graphs show full SSI checkpointing along with a number
of architectural warmup strategies (no warmup, hit on cold, fixed 1M warmup,
MRRL and MHS), as well as a reduced SSI checkpointing technique, namely
LVS, in conjunction with MHS. We only present data for the LVS reduced SSI
for readability reasons; we obtained similar results for the other reduced SSI
techniques. In terms of error due to warmup, we find that the no-warmup, hit-
on-cold and fixed 1M warmup strategies perform poorly. MRRL and MHS on
the other hand, are shown to perform equally well. The average error is less than
a few percent across the benchmarks.

In terms of error due to the starting image, we see the error added due to the
reduced SSI checkpointing is very small. Comparing the MHS bar (MHS with
full checkpointing) versus the MHS+LVS bar, we observe that the error added
is very small, typically less than 1%. The reason for this additional error is that
under reduced SSI checkpointing, load instructions along mispredicted paths
might potentially fetch wrong data from memory since the reduced checkpointing
techniques only consider on-path memory references. In order to quantify this
we refer to Figures [3l and [ Figure [ shows the percentage of wrong-path load
instructions being issued relative to the total number of issued loads; this figure
also shows the percentage of issued wrong-path loads that fetched incorrect data
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(compared to a fully checkpointed simulation) relative to the total number of
issued loads. This graph shows that the fraction of wrong-path loads that are
fetching uncheckpointed data is very small, 2.05% on average. Figure [4 then
quantifies the difference in percentage CPI error due to these wrong-path loads
fetching uncheckpointed data. We compare the CPI under full checkpoint versus
the CPI under reduced checkpoints. The difference between the error rates is
very small, under 1% of the CPI.

6.3 Targeted Sampling Using SimPoint

We now study the applicability of the reduced warmup and checkpointing tech-
niques for two practical sampling methodologies, namely targeted sampling us-
ing SimPoint, and statistical sampling using SMARTS. For these results we used
SimPoint with an interval size of 1 million with Max K set to 400. Figure [l shows
the number of 1M-instruction simulation points per benchmark. This is also
the number of checkpoints per benchmark since there is one checkpoint needed
per simulation point. The number of checkpoints per benchmark varies from 15
(crafty) up to 369 (art). In this paper, we focus on small, 1M-instruction in-
tervals because SimPoint is most accurate when many (at least 50 to 100) small
(1M instructions or less) intervals are accurately simulated. However, we found
that the reduction in disk space is an important savings even for 10M and 100M
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interval sizes when using a reduced load value trace. Figure[6lshows the accuracy
of SimPoint while assuming perfect sampling startup. The average error is 1.3%;
the maximum error is 4.8% (parser).

Storage Requirements - Figures [l and [§ show the average and total sizes of
the files (in MB) that need to be stored on disk per benchmark for various Sample
Startup approaches: the Full Checkpoint, the Load Value Sequence (LVS), the
Reduced Load Value Sequence (RLVS), the Touched Memory Image (TMI) and
the Memory Hierarchy State (MHS). Clearly, the file sizes for Full Checkpoint
are huge. The average file size per checkpoint is 49.3MB (see Figure [7). The
average total file size per benchmark is 7.4GB (see Figure []). Storing all full
checkpoints for a complete benchmark can take up to 28.8GB (lucas). The
maximum average storage requirements per checkpoint can be large as well, for
example 163.6MB for wupwise. Loading and transferring over a network such
large checkpoints can be costly in terms of simulation time as well.

The SSI techniques, namely LVS, RLVS, TMI and RTMI, result in a check-
point reduction of more than two orders of magnitude, see Figures[d and [§ The
results for RTMI are similar to those for TMI, so they are not shown in the
Figure. Since TMI contains at most one value per address and no zeros, size im-
provements can only come from situations where the first access to an address
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is a write and there is a later read from that address. This is fairly rare for the
benchmarks examined, so the improvements are small.

The average total checkpoint file sizes per benchmark for LVS, RLVS and
TMI are 93.9MB, 57MB and 52.6MB, respectively; the maximum total file sizes
for are 341MB, 224MB and 206MB, respectively, for applu. These huge check-
point file reductions compared to full checkpoints make checkpointing feasible in
terms of storage cost for sampled simulation. Also, the typical single checkpoint
size is significantly reduced to 661KB, 396KB and 365KB for LVS, RLVS and
TMI, respectively. This makes loading the checkpoints highly efficient.

Memory Hierarchy State (MHS) was the only warmup approach discussed
that requires additional storage. Figures [ and ] quantify the additional storage
needed for MHS. The total average storage needed per benchmark is 40MB.
The average storage needed for MHS per checkpoint is 256kB (8 bytes per cache
block). Note that this is additional storage that is needed on top of the storage
needed for the checkpoints. However, it can be loaded efficiently due to its small
size.

Error Analysis - Figure [d evaluates the CPI error rates for various Sample
Startup techniques as compared to the SimPoint method’s estimate using perfect
warmup — this excludes any error introduced by SimPoint. This graph compares
four sample warmup approaches: no warmup, hit-on-cold, fixed 1M warmup,
MRRL and MHS. The no warmup and hit-on-cold strategies result in high error
rates, 16% and 24% on average. For many benchmarks one is dramatically better
than the other, suggesting that an algorithm that intelligently chooses one or
the other might do significantly better. The fixed 1M warmup achieves better
accuracy with an average error of 4%; however the maximum error can be fairly
large, see for example for parser (17%). The error rates obtained from MRRL
and MHS are significantly better. The average error for both approaches is 1%.
As such, we conclude that in terms of accuracy, MRRL and MHS are equally
accurate when used in conjunction with SimPoint.

The error results discussed so far assumed full checkpoints. Considering a
reduced checkpoint technique, namely LVS, in conjunction with MHS increases
the error rates only slightly, from 1% to 1.2%. This is due to the fact that LVS
does not include load values for loads being executed along mispredicted paths.

Total Simulation Time - Figure [0 shows the total simulation time (in
minutes) for the various Sample Startup techniques when simulating all simula-
tion points on a single machine. This includes fast-forwarding, loading (reduced)
checkpoints, loading the Memory Hierarchy State and warming structures by
functional warming or detailed execution, if appropriate.

The SSI techniques considered here are fast-forwarding, checkpointing, and
reduced checkpointing using the LVS—we obtained similar simulation time re-
sults for the other reduced checkpoint techniques RLVS, TMI and RTMI. These
three SSI techniques are considered in combination with the two most accurate
sample warmup techniques, namely MRRL and MHS. These results show that
MRRL in combination with fast-forwarding and full checkpointing are equally
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points, warming and doing detailed simulation

slow. The average total simulation time is more than 14 hours per benchmark.
If we combine MHS with fast-forwarding, the average total simulation time per
benchmark cuts down to 5 hours. This savings over MRRL is achieved by re-
placing warming with fast-forwarding and loading the MHS. Combining MHS
with full checkpointing cuts down the total simulation time even further to
slightly less than one hour. Combining the reduced checkpoint LVS approach
with MHS reduces the average total simulation time per benchmark to 13 min-
utes. We obtained similar simulation time results for the other reduced check-
point techniques.

As such, we conclude that the Sample Startup techniques proposed in this
paper achieve full detailed per-benchmark performance estimates with the same
accuracy as MRRL. This is achieved in the order of minutes per benchmark
which is a 63X simulation time speedup compared to MRRL in conjunction
with fast-forwarding and checkpointing.

6.4 Using MHS and LVS with SMARTS

The SMARTS infrastructure [4] accurately estimates CPI by taking large num-
bers of very small samples and using optimized functional warming while
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fast-forwarding between samples. Typical parameters use approximately 10000
samples, each of which is 1000 instructions long and preceded by 2000 instruc-
tions of detailed processor warmup. Only 30M instructions are executed in detail,
so simulation time is dominated by the cost of functional warming for tens or
hundreds of billions of instructions.

We improved SMARTS’ performance by replacing functional warming with
our MHS and LVS techniques. Due to the very small sample length there was
insufficient time for the TLB and branch predictor to warm before the end of
detailed simulation warmup. Therefore, for SMARTS we enhanced MHS to in-
clude the contents of the TLBs and branch predictor. TLB structures can be
treated just like caches when considering various TLB sizes, but branch pre-
dictors need to be generated for every desired branch predictor configuration.
With these changes we were able to achieve sampling errors comparable to the
error rates presented in section for the 1M-instruction samples. In addition,
the estimated CPI confidence intervals are similar to those obtained through
SMARTS.

Storing the entire memory image in checkpoints for 10000 samples is infea-
sible, so we used LVS. Due to the small number of loads in 3000 instructions,
a compressed LVS only required a single 4 kB disk block per sample. The total
disk space per benchmark for the LVS checkpoint is 40 MB. Disk usage however
is dominated by MHS, with total storage requirements of approximately 730 MB
for each benchmark. By comparison, our SimPoint experiments used under 100
MB on average for full LVS, 50 MB for RLVS and 40 MB for MHS. In terms
of disk space, SimPoint thus performs better than SMARTS. On average, the
total simulation time per benchmark for SMARTS with LVS and MHS is 130
seconds on average. About two-thirds of this time is due to decompressing the
MHS information. Our results assumed 10000 samples, but more samples may
be needed in order to reach a desired level of confidence, which would require
more simulation time.

In contrast to the fact that the amount of disk space required is approximately
8 times larger with SMARTS, SMARTS is faster than SimPoint: 130 seconds for
SMARTS versus 13 minutes for SimPoint. The reason for this is the larger of
number of simulated instructions for SimPoint than for SMARTS.

Concurrently with our work, the creators of SMARTS have released Tur-
boSMARTS [30], which takes a similar approach to the one that we have outlined
here. Their documentation for the new version recommends estimating the num-
ber of samples that should be taken when collecting their version of MHS and
TMI data. The number of samples is dependent upon the program’s variability,
so for floating-point benchmarks this can greatly reduce the number of samples,
but in other cases more samples will be required. As a result, the average disk
usage is 290 MB per benchmark, but varies from 7 MB (swim) to 1021 MB (vpr).
This is still over twice as large than the disk space required for SimPoint using
1 million interval sizes.
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7 Summary

Today’s computer architecture research relies heavily on detailed cycle-by-cycle
simulation. Since simulating the complete execution of an industry standard
benchmark can take weeks to months, several researchers have proposed sam-
pling techniques to speed up this simulation process. Although sampling yields
substantial simulation time speedups, there are two remaining bottlenecks in
these sampling techniques, namely efficiently providing the sample starting im-
age and sample architecture warmup.

This paper proposed reduced checkpointing to obtain the sample starting
image efficiently. This is done by only storing the words of memory that are
to be accessed in the sample that is to be simulated, or by storing a sequence
of load values as they are loaded from memory in the sample. These reduced
checkpoints result in two orders of magnitude less storage than full checkpointing
and faster simulation than both fast-forwarding and full checkpointing. We show
that our reduced checkpointing techniques are applicable on various sampled
simulation methodologies as we evaluate them for SimPoint, random sampling
and SMARTS.

This paper also compared four techniques for providing an accurate hardware
state at the beginning of each sample. We conclude that architecture checkpoint-
ing and MRRL perform equally well in terms of accuracy. However, our archi-
tecture checkpointing implementation based on the Memory Hierarchy State is
substantially faster than MRRL. The end result for sampled simulation is that
we obtain highly accurate per-benchmark performance estimates (only a few per-
cent CPI prediction error) in the order of minutes, whereas previously proposed
techniques required multiple hours.
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Abstract. While cycle-accurate simulation tools have been widely used in mod-
eling high-performance processors, such an approach can be hindered by the in-
creasing complexity of the simulation, especially in modeling chip multi-proce-
ssors with multi-threading such as the network processors (NP). We have ob-
served that for NP cycle level simulation, several days of simulation time covers
only about one second of the real-world network traffic. Existing approaches to
accelerating simulation are through either code analysis or execution sampling.
Unfortunately, they are not applicable in speeding up NP simulations due to the
small code size and the iterative nature of NP applications. We propose to sample
the rraffic input to the NP so that a long packet trace is represented by a much
shorter one with simulation error bounded within +3% and 95% confidence. Our
method resulted one order of magnitude improvement in the NP simulation speed.

1 Introduction

Network processors have emerged as a solution to programmable routers with high pro-
cessing capability. To better understand the effectiveness of the NP architecture, there
have been a number of analytical models to quantify both the architecture and the energy
features of an NP [2l3]]. Compared with those analytical models, a cycle-accurate NP
simulator can faithfully emulate micro-architectural behaviors, which is more appropri-
ate for optimizing designs in order to achieve better processing capability and energy
efficiency. However, cycle-accurate simulation of NPs is extremely time consuming.
For example, one second of IXP 2400 hardware execution (600M cycles) corresponds
to 10 days of simulation time in the Intel SDK 4.0 environment [1]] on a Intel Xeon
3GHz PC with 512 MB memory in our experimen. Similar results are observed even
in a much lightweight simulator that we developed previously [8]]. Apparently, the slow
simulation speed limits its advantages for architectural optimizations and design space
exploration over a large time scale.

There have been a number of techniques proposed to accelerate architectural simu-
lation speed. The prevailing methodologies are: 1) truncated execution — terminating

! This is obtained from running the “OC12_pos_gbeth_2401” included in Intel SDK 4.0 with one
Ethernet and one POS port under uniform arrival rate.

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 68-183] 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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execution at a specified point; 2) using reduced input sets — using a smaller input in-
stead of a large input for shorter execution; 3) SimPoint [4] — a tool that selects and
simulates representative segments of a program (termed simulation points) via the anal-
ysis of the execution frequencies of basic blocks. The intuition behind it is that the
overall behavior of the entire execution can be characterized by certain segments of the
program executing an input. Machine learning techniques are used to divide execution
intervals into clusters, and one or more points from each cluster for simulation. The
final results are weighted summarized from each cluster result. One challenging issue
how to choose the number of clusters K. In [[16], Perelman et al. proposed a Variance
SimPoint algorithm which used statistical analysis to guide the selection of K such that a
K-clustering will meet a given level of confidence and probabilistic error bound. 4) sam-
pling — the simulation intervals are sampled for execution from the entire simulation
duration. Conte et al. [15]] first applied statistical sampling in processor simulations in
which the confidence and the probabilistic error bounds are used to control the accuracy.
Another more rigorous statistical sampling method, SMARTS [3]], assembles many de-
tailed small simulation points with fast-forwarding (i.e. functional simulations) between
them. This approach achieved low error bounds of +3% on average with a high confi-
dence of 99.7%. A recent study [7]] showed that SMARTS and SimPoint are both very
accurate, while truncated execution and using reduced input sets have poor accuracy.

However, methodologies in SimPoint and SMARTS cannot be directly applied in
NP simulations. The major reasons are: 1) different benchmark characteristics. Un-
like SPEC2K benchmarks that have large and complex execution paths, the NP bench-
marks periodically execute the same programs for processing multiple packets. Also, a
single run of the NP program (processing a single packet) is very short, varying from
hundreds to tens of thousands cycles only. With such short code paths, there is no need
for applying SimPoint to find representative execution points, because most of the in-
structions are representative. 2) different architectures and programming models.
For SPEC2K, both SimPoint and SMARTS are applicable for single threaded simula-
tion. However, the NP architecture is typically multi-cored with multi-threading. Each
core may be parallel or pipelined with its neighboring cores. Thus, the overall NP per-
formance not only depends on the individual execution path in each core, but also the
interactions among the cores and threads. 3) different simulation focuses. The stan-
dard input sets for SPEC2K are typically used without adaption. Thus results depend
more on the program itself. In NP simulation, the metrics depend on not only the ap-
plication code, but also the incoming traffic workload, e.g. low vs. high traffic volume,
Ethernet vs. WWW traffic. Different traffic inputs will cause varying execution paths,
and consequently tremendously different architecture states. Therefore, the input traffic
analysis is more important for NP performance estimation than the code analysis.

We propose to conduct the input data analysis for accelerating NP simulations, com-
plementary to the existing simulation techniques. We evaluate the effects of different in-
put parameters to the NP architecture states, and observe that redundant simulation do
exist. We show theoretically as well as confirm experimentally that sampling network
inputs can significantly reduce the input sizes, while still bounding the error. In order
to estimate the variation of the collected results, we used a similar approach as in the
Variance SimPoint [16] algorithm with the difference in that we perform clustering on
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the input. Also, there is no need to consider warmups or fast-forwarding issues during
the sample simulation due to the specialty of NP applications. This is because skipping
packets in the input traces has nearly no affect to the future packet processing due to the
low locality in the packet payloads. With our methodology, we can achieve one order
of magnitude speed up for the NP micro-architecture simulation.

In the next section, we discuss the characteristics of NP simulation inputs and the
correlation between them and performance metrics. In section[3l we study the variations
of NP simulation properties. In section ] the stratified input sampling approach, as well
as simple random sampling and systematic sampling are presented. Section |3 presents
the results of proposed sampling methods. Section [6| concludes the paper.

2 Correlation Between Input and NP Performance Metrics

2.1 NP Programming Model and Benchmark Applications

The programming model for a typical NP follows the receive-process-transmit para-
digm [[1]. The receive task collects the incoming packets from the network interfaces
and reassembles sub-packets when necessary. The process task executes certain ap-
plication functions to the packets such as packet filtering and address translation. The
transmit task segments the packets and instructs the hardware to send them to the correct
network port. The three tasks are mapped to different PEs with queues latching packet
handles between them. There are four benchmarks ported to the original NePSim [8].
We compiled and ported three more cryptographic applications [9] for our experiments,
and the descriptions are listed in table [Il More details about the benchmarks can be
found in [819]].

Table 1. Description of the NP benchmarks

[Benchmarks|Description |

Ipfwdr |IPv4 Ethernet and IP header validation and trie-based routing-table lookup.
Nat Network address translation, retrieve a replacement address and port for packets.
Url Route packets on the bases of their contained URL request.
Md4 Cryptographic algorithm that produce a 128-bit fingerprint, or digital signature.
AES Cryptographic algorithm incorporated into 802.11i
Blowfish |Cryptographic algorithm incorporated into Norton Ultilities
RC4 Cryptographic algorithm incorporated into SSL/TSL, 802.1x

2.2 Characterization of Simulation Inputs

The major traffic parameters that affect the execution paths of packet processing are
packet size, arrival rate, packet source/destination addresses, protocol types. In the
following, we will discuss how much these parameters affect the simulation results.

— Packet size. Larger packet sizes usually cause longer packet processing time. For
header processing applications, only headers will be decapsulated and processed,
so larger packet size does not add much work to the processing stage. However,
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the receive and transmit stages are lengthened since longer time is spent moving
packets between the bus interface and the packet buffer. For payload processing
applications, larger packet sizes translate to more work in payload processing, and
thus they cause longer processing time.

To show the relationship between the packet size and packet processing time, we
run the seven benchmarks in NePSim with increasing packet sizes from 64 to 1088
bytes (i.e. 1 to 17 mpackets, and mpacket is the unit packet processing size in IXP
family NPs), as shown in Figure[[land[2l All other parameters are fixed. The arrival
rate is 1000 packets/second/port with 16 device ports in total. We observe that av-
erage packet latencies increase with the packet sizes in all the seven benchmarks,
and the cryptographic benchmarks aes, blowfish, rc4 show linear increasing trend.
This is because they spend most of the time in processing the packet payload stored
in SDRAM. Thus the number of SDRAM accesses increases linearly with packet
sizes for cryptographic benchmarks.
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— Packet arrival rate. This parameter affects the NP architecture states in several
ways. First, the threads execute different parts of the code under different arrival
rates. At low traffic workload, the threads might be busy polling the packet de-
scriptor queues to see if a new packet is ready. This is the case with functional
pipelining[ 1] where the PEs are interleaved with packet descriptor queues. Un-
der high traffic volumes, the threads work mostly on packet processing. Since the
code segments for packet polling and processing show different computation re-
quirements, the simulation results for low/high traffic arrival rates are different.
Second, under high traffic volumes, the average memory access latency can also
be increased because of higher demands on the memory and the longer queuing
time when the memory is saturated. As a result, the total packet processing time
becomes longer.

Figure [3] shows the relationship between the packet arrival rate and packet la-
tency. Similarly, we only vary the arrival rate from 0.1Mbps, 1Mbps, 10Mbps to
100Mbps per port with 16 ports in total. The packet size is set fixed as 128 bytes,
and the remaining parameters are unchanged. As we can see, the packet latencies
do not change much until the benchmarks approach their maximum throughput.
For ipfwdr and nat, their maximum throughput are approximately 1.3Gbps. There-
fore, we observe longer packet latency when the input traffic is 1.6Gbps. For the
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payload applications, we observe longer packet latency at 160Mbps arrival rate,
because their maximum throughput are around 150Mbps. Figure F] and [3] report
the SDRAM and SRAM average access latencies at different packet arrival rates.
The memory latency here includes the memory queuing time, and it increases sig-
nificantly when the inputs approach the applications’ maximum throughput. The
memory here more or less becomes the performance bottleneck.

ipfwdr nat url md4 aes blowfish red ipfwdr nat url md4 aes blowfish red

Fig. 3. Average packet latencies (128B/pkt)  Fig.4. Average SDRAM access latencies

(128B/pkt)

sl |@1.6Mbps B16Mbps 0160Mbps C1600Mbps

Latency(cycles)

ipfwdr nat url md4 aes blowfish red

Fig. 5. Average SRAM access latencies (128B/pkt)

— Packet source/destination addresses and protocol types. Different values in packet

headers trigger different execution paths. Packet source/destination addresses are
important information for applications that need to perform routing table lookups
such as the IP forwarding benchmark. However, through experiments, we found
the variation in destination addresses only cause at most 2% variation in packet
latencies for ipfwdr. This is because the percentage of the code for address look
up is relatively small. Therefore, the variance in the destination addresses does not
affect the NP performance significantly.

The NP can be programmed to process packets of different protocol types. How-
ever, this does not necessarily cause significant differences in NP architecture states
when packets of one protocol type dominates. Take the ipfwdr as an example, the
code length and complexity for different protocols are usually similar. The execu-
tion paths of processing different IP packets only differ by a small amount in the
packet header decapsulation part, while the IP address lookup and exception check-
ing/handling parts are the same. Therefore, in our input sampling technique, we do
not consider the IP packet distribution from different network protocols.
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2.3 Correlation Between Inputs and NP Performance Metrics

In this section, we demonstrate that the NP architecture states are correlated with the
network traffic inputs. Only if they are correlated, can we say a particular traffic pattern
corresponds to a certain architecture state (e.g. throughput, packet latency). Thus by
identifying representative subsets of traffic, we can skip the simulation of those packets
that produce similar architecture states.

To quantitatively measure the correlation, we divide the simulation time to n win-
dows with window size as 0.01 second (will be explained in section 4). We then calcu-
late the correlation coefficient r [13]], for data pairs: (arrival rate, packet loss), (arrival
rate, packet latency), (arrival rate, PE idle time) and (arrival rate, IPC).

n

(i =X (vi—9) .
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r > 0 means the data pairs are positively correlated, and r < 0 means that data pairs
are negatively correlated. A value of |r| > 0.8 means that the data pairs have strong
linear relation. A value of |r| < 0.3 means that the linear relation is relatively weak. We
plot the values of r for nat given a set of arrival rates (from 0 to 1800Mbps with 128
bytes per packet and Poisson distribution for the packet arrival rate in Figure [6] Other
benchmarks show similar trend as Figure
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Fig. 6. Correlation of arrival rate and NP metrics (Poisson arrival pattern, 128B/pkt)

We can see from Figure [6] that there are three sections where different metrics show
different degrees of correlation with the packet arrival rate. Under low traffic volumes
(<300Mbps), there is no packet loss and thus this metric has no correlation with the
packet arrival rate. The packet latency has weak correlation with the arrival rate, which
means a little variation of arrival rate at light traffic volume does not cause much differ-
ence in the average packet latency. The other two metrics, IPC and the PE idle time are
both strongly correlated with the packet arrival rate. IPC increases and the PE idle time
decreases almost linearly with the increasing packet arrival rates.
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With medium traffic volume (300Mbps <packet arrival rate<<1300Mbps), the corre-
lation stays about the same for all the metrics except for the packet latency. The r value
for data pairs (arrival rate, packet latency) approaches to or exceeds 0.8. This means the
packet latency has relatively strong correlation with the packet arrival rate at medium
traffic volume which is the typical case for an NP.

With high traffic volume (packet arrival rate>>1300Mbps), all the metrics we mea-
sure exhibit different correlations with the packet arrival rate. First of all, the benchmark
nat reaches its maximum throughput at 1300Mbps so some of the incoming packets will
be dropped. At this time, the input traffic already saturates the NP processing capabil-
ity, so all metrics (IPC, packet latency, PE idle time) no longer fluctuate with the input
except for the packet loss. This metric starts to become positively linear to the packet
arrival rate.

From this study, we know that the performance results (IPC, packet latency and PE
idle time) under medium to high traffic volume are linearly correlated to the inputs.
Thus sampling inputs at medium to high traffic volume can effectively help calculate
the corresponding architecture states.

3 Variation of NP Simulation Properties

In this section, we will examine the variation of architecture states, and its relationship
with the variation of traffic input. The study of the architecture states is important be-
cause their variation is used to estimate the required sample sizes to achieve a certain
confidence level. A large variation corresponds to a large sample size.

According to the sampling theory [[13]], the estimate of a property x such as the IPC,
average packet latency etc. can be represented as:

Ktzx X )

N
where X is the mean value of property x in simulation, z is percentile of the standard
normal distribution (z=2.0 for 95% and z=3.0 for 99.7% confidence), n is the sample
size, and Oy is the standard deviation of property x which depends on both simulation
configurations and the input workload. To measure the sampling variation of the esti-
mate relative to the mean of the property x being estimated, it is a standard practice to
use the coefficient of variation V, (Vy = (;—X). Large V, means the sampled values vary
significantly around the mean value X, thus a large sample size is needed. Small V,
means the sampled values are quite homogeneous, thus a small size is enough. Formula
2l can also be written as:
Vi S V,

X:I:z~%-X:X-(1:I:z-%) 3)

To bound the error rate z - % at confidence interval [—e-X, +¢-X] and € is a con-

fidence percentile chosen by users, e.g. 3%, 5%, the sample size n should be changed
proportionally to V2, n > (%)2 A large V, requires a large sample size n to meet a
certain confidence. The coefficient of variation V, (x is a performance metric) is rarely
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available unless we run the full simulation. Often, an estimation of V,, Vx is used. For
example, in SMARTS, V, is estimated from a large initial sample set, as long as the IPC
in later periods do not vary significantly. In NP simulation, a large initial sample set
cannot estimate the true V, accurately because the traffic volume after the initial period
may change significantly. Correspondingly, the value of V, will be different. Next, we
analyze the possibilities and the challenges of estimating the V.

We define Vperformance as MAX ((Vx1 Ve, o+, Vi), where x1, xz ... x,, represent
our target simulation metrics (e.g. packet loss ratio, packet latency etc.). Hence, the
Vys are subsumed in the Ve, formance- Recall from what was discussed in section 2, the
variation of an architecture metric is correlated with the variation of the input traffic, or
the workload of the NP. Let Viyorki0ad b6 MAX(Vurrivai_rates Vpacket size-++)» Which can be
easily obtained by parsing the input traffic. V,o/ki0aq is correlated with Ve, formance and
serve as an estimate to V.

If Vworkload > Vper -formance, WE Call COHS@TVatiVely use Vworkload to replace Vper -formance-

< Vperformance

> . )2 =n. In other words,
taking 71 elements can bound the error rate at a certain confidence level.
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Fig. 7. The variation of the packet arrival rate is Fig. 8. The variation of the packet arrival rate is
significantly larger than variation of NP perfor- close to the variation of packet latency for rc4
mance metrics for url under relatively low traf- under low traffic volume (40Mbps). The Y axis
fic volume (40Mbps). The Y axis is normalized is normalized to the mean value.

to the mean value.

To see if Viyorkioad = Vperformance 18 generally true, we run simulations in NePSim
with different input traces. All the input traces are extracted from real world traces
from NLANR[12]. Each trace contains 50 second network packets (roughly 500K to
2500K packets). For all our targeting NP metrics, The relationship between Vi ki0ad
and Ve formance can be categorized into three groups:

— Group 1: Viyorkioad > Vperformance- Some performance metrics such as IPC and PE
activities (execution, stall, idle, abort) vary less significantly than the traffic volume.
This phenomenon happens because of the special NP architecture and programming
model. When there is a traffic spike, the IPC and PE activities do not change dra-
matically because the internal buffering scheme in NP’s receive-process-transmit
model smooths out them effectively when the traffic volume is not overly high.
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The packet latency in relatively low traffic volume shows less variation than the
traffic input also. Figure [7] plots such an example. In this figure, the traffic volu-
me varies between 0 to 6x of the mean value. However, the corresponding average
packet latency only varies within a small window: [0.5x, 1.5x].

— Group 2: Viyorkioad = Vperformance- FOr cryptographic benchmarks, the variation of
the packet latency is very close to Vyyork10aq- Figure[8lshows the normalized variation
of packet latency with respect to the packet arrival rate for rc4. We can see that the
packet latency changes proportionally to its arrival rate.
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Fig. 9. The variation of the packet arrival rate ~ Fig. 10. The variation of all the metrics for nat
is less than the variation of packet loss for  with inputs that follow the Poisson distribution
ipfwdr under high traffic volume (1000Mbps).

The Y axis is normalized to the mean value.

— Group 3: Viyorkioad < Vperformance- At a high traffic volume, we observe that the
Vperformance might be larger than V,,,.1104q, €specially for packet loss and packet
latency. Figure [9] shows that the packet loss metric has higher variation than input
arrival rate, when the arrival rate approaches 1000Mbps for ipfiwdr. This is because
if the NP is close to saturation, the queuing systems in NP lengthen the service
latency significantly (as shown in Figure 3] to [3), which magnifying the variations
of internal performance metrics.

If all the simulations belong to group 1 and 2, we can safely use V, k1044 to calcu-
late a sample size. However, we did find that some simulation periods belong to group 3.
In Figure[TQ, we plot the Viyor110qq and V; of different metrics for nat with packet arrival
rate varying from O to 1800Mbps. We observe that under low and extremely high traffic
volumes, the coefficient of variance of our targeting metrics tend to be small. These
periods belong to group 1, and a small sample size is enough for a good simulation.
However, with medium to high traffic volume, the variation of the NP performance can
be larger than the variation of the input. Using Viyorki0ad t0 T€place Vyer formance might un-
derestimate the sample size and introduce inaccuracy. Therefore, we cannot completely
replace Vperformance With Viyorkioaa, and we still need to estimate the Vperformance from
an initial simulation. The difference between ours and SMARTS is that we extract the
initial simulation points according to the distribution of the workload. We will illustrate
our method in the next section.
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4 Statistical Input Sampling Technique

Developing an input sampling mechanism for NP simulation requires the evaluation
of the trade-off between the sample size and the simulation accuracy. Our goal is to
find a sample size that accurately describes the entire population of the packets. As we
discussed earlier, Vperformance cannot be known unless a full simulation is conducted.
Here we propose a two-phase sampling process to solve this problem. The idea of this
process is to get an estimation of Vper formances \A/perf(,rmame through an initial simulation.
The input for the initial simulation is sampled from original input trace, according to
Vivorkioad- Recall that Vi,,,41044 18 €asily estimated by parsing the input trace. If the initial
sample size is large enough, Vpe, formance Will be quite close t0 Vyer formance-Thus we can
use Vperforma,,ce to estimate a more accurate sample size. The process of two-phase
sampling mechanism is illustrated in Figure

In the first phase we conduct a pre-survey through an initial simulation. We use
Viworkload to estimate the initial sample size n;. We then feed the initially sampled
packets to the simulator and calculate Vpe,formance as an estimation of Vyer formance. If
Vpe, formance > Viworkioad> WE US€E Vpe, formance O estimate the accurate sample size nj.
We sample the additional n; — ny elements from the input trace and simulate them. If
Vperf(,,munce < Vivorkioad> W€ know enough elements have been simulated, and the addi-
tional sampling is not necessary. The post processing stage will multiplex the sampled
simulation results to get the final results. In the following, we will describe the input
sampling using three methods: simple random, systematic random and stratified ran-
dom samplings, and discuss their trade-off.
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Fig. 11. The two-phase input sampling methodology for NP simulation

4.1 Simple Random and Systematic Random Samplings

Suppose the full input trace has N-second of packets. Each sample contains U-second
of traffic packets. If there are n samples, we get the total sample size asn-U.

The simple random sampling uniformly selects n periods of traffic packets from the
full input trace at random. The systematic random sampling selects the sample periods
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at a fixed sampling interval k such that n = N/k. As explained in section 3, to bound
confidence interval 4-¢ - X, the sample size should satisfy:

z- Vi
€

)? 4)

n>(

4.2 Stratified Random Sampling

Simple random sampling and systematic sampling, each involves taking a sampling
from a population as a whole, neither requires identification of subdomains or sub-
groups before the sample is taken [[10]. In other words, they do not differentiate between
the high traffic volume and low traffic volume. Additionally, they do not exploit the
frequent similar behaviors in network traffic traces, resulting many redundant sample
collecting. This observation motivates us to first partition the traffic inputs into groups
or strata (low, medium, high traffic etc.), and sample separately within each stratum.
The resulting sampling design is the stratified random sampling. The purpose of strat-
ification is to minimize the intra-stratum variance while maximizing the inter-stratum
variance. Thus a small sample size within each stratum can meet the desired confidence.
In addition, the sample sizes taken from strata can be non-uniform, depending on the
variations in the strata.

The process of stratified trace sampling is illustrated in Figure [[21 We first cluster
the traffic trace into K strata based on the packet arrival rate and the packet size using
the K-means algorithm [11]. The K-means algorithm is one of the fastest clustering
algorithms. It clusters the elements according to their distances to the cluster centroid,
and iteratively change the cluster centroid until element membership cease to change.
The ratio between the intra-cluster and inter-cluster coefficient of variations, denoted
by Bev [14], is a useful guide to determining the quality of the clustering process.
The smaller the value of Bcy, the better the clustering. From statistical experience, we
choose the stratum size K from 3 to 15 so that the sample sizes in different strata are
not too small. Within a particular stratum /4, we select a sample of nj, elements from the
Ny, elements in the stratum, and each element is measured with respect to some variable
x (i.e. throughput, packet size).

Stratified Trace Sampling

1. Divide the traffic trace to N periods, measure the throughput and average
packet size of each period.
2. Cluster the N periods using K-means algorithm according to the throughput
and average packet size.
a. Select the number of strata K(3 < K < 15) that produces strata with less
than 90% of minimum By and sample size.
b. Calculate required sample size in each stratum, based on the strata sizes

strata variations and desired confidence interval.
3. Sample the traffic trace in each stratum and calculate weight of each sampled

period, which is proportional to the total number of elements in the stratum.

Fig. 12. Process of stratified trace sampling
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To calculate ny,, we apply the optimal sample allocation method[6] [10]. The intu-
ition behind this method is that the optimal number of sample elements to be taken from
a given stratum is proportional to N, the total number of elements in the stratum, and
to Oy, the standard deviation of x among all elements in the stratum. To ensure that the
central limit theorem [[10] holds, n; should not be too small. In our implementation, we
constrain the minimum sample size for each stratum to be 30.

The stratified trace sampling should generate weights for each sampled element,
because sampled elements selected from larger stratum should be of greater importance.
The weights will be provided to NP simulator, which will scale the simulation result
in the post processing stage. We define weight of a sampled element as % and the
estimated performance metric x can be represented as

N KnhX K ny

ZX, ~ ) 2 = Ny= Y, Y X; - weight; 5)

hlzl h=1li=1

4.3 The Sample Unit Size Selection

The choice of sample unit size U will affect the variation among the periods, and conse-
quently the total sample size. Therefore, we should use U that produces smaller sample
sizes. In addition, the U value should be larger than per packet processing time. Next,
we show an example of how to determine the value of U.

Figure [13] shows the traffic volume of a 12-hour traffic trace. We divide it into 24
half-hour traces and use different sample unit size U = 0.001sec, 0.01sec, 0.1sec, 1sec,
10sec to sample each trace. As we can see from Figure[T3] the coefficients of variation
approximately reduce from 1.8 to 0.25 as U increases. This phenomenon is intuitive
because the network spikes or dips are smoothed out over longer periods. When U >
0.1sec, we observe the required sample sizes increase significantly. This is because
U scales much faster than the reduction of 7 (in proportion to V;2). In this example,
U = 0.1sec is suitable for sampling because it achieves small sample size and it is
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significantly longer than per packet processing time. For comparison purpose, we plot
the required sample size for the 24 traces in Figure [[4l We can see that the required
sample size is correlated with the traffic shape in Figure[13] The network spikes appear
in trace 16 and 6 on the x-axis, so do the sample sizes.

4.4 Comparison of the Three Sampling Methods

Simple random and systematic random sampling are comparatively easy to implement,
and they are useful to sample traces that have low simulation variations. Inputs with low
or extremely high traffic volumes belong to this category. Stratified sampling is effective
to reduce the sample size for traces with medium to high traffic volume. In simple
random sampling case, usually we need a larger sample size to achieve a specified
confidence level because we know little information about the whole population. When
the population is highly non-homogeneous, the stratified sampling usually performs
better than the systematic random sampling and simple random sampling [[10].

S Experiment

In this section, we present the experiment results of input sampling. Since the three sam-
pling methods can all produce accurate results with large sample sizes, we will compare
in two ways: 1) sample sizes for achieving same accuracy 2) for the same sample size,
how much accuracy attainable for the three sampling methods. We run the full simula-
tion for the original traces, and compare the results with simulations of sampled traces
to get the error rates. We used six inputs extracted from three real world NLANR [[12]
traces Leipzig-1, Abilene-1 and Tera-1. Leipzig-1 is an OC-3 trace collected from an edge
access link. Abilene-I is an OC48 trace collected at an Indianapolis core router. Tera-I
is an OC192 10GigE ethernet trace. Each of the six inputs is 50-second long, and costs
2 days for full simulation in NePSim. Two of the input traces are low or medium traf-
fic volume (less than 300Mbps), the other four are high traffic load where packet loss
occurs (higher than 300Mbps). They have different V, 11004, varying from 0.1 to 0.8.
For sample size estimation, we bound the error rate at 3% within 95% confidence. We
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use 0.01 second as sample unit size, because the tested trace is only 50 second long and
U = 0.01 can effectively reduce sample size.

We expect the simulation time in terms of core cycles will be proportional to input
trace length. The speedup attainable is dependent on the sample size, and thus is affected
by the architectural variation and total trace length. An extreme case is that the incoming
packets are uniformly distributed. In that case, one element is enough to estimate the
overall performance, so the speedup would be very large. However, real world traces
are rarely uniform, so the speedup attainable is lower.

Figure [[7] plots the speedups achieved for simulating the six traces over the three
sampling techniques for a common error bound and confidence interval. The system-
atic or simple random samplings can only achieve 1.8x speedup. While using stratified
sampling, the input traces can averagely be reduced by 11 times. We do not observe
higher speedups, because the original traces are short and we constrain the sample size
in each stratum to be at least 30 (due to central limit theory).

Next, we show the results when the same sample size is used across different sam-
pling techniques. Since stratified sampling requires the smallest sample size among
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the three sampling methods, we use this smallest sample size for the other sampling
methods and compare the accuracy. Figure 18] shows the error rate of traffic throughput
processed by an NP. Both systematic and stratified sampling can achieve less than 3%
error. The simple random sampling produces higher error rate, e.g. 7% on average for
url. This shows the given sample size is not enough for simple random sampling. Figure
shows the error rate of average packet latency. We can see that the three sampling
methods are bounded within 3% error for most benchmarks. This is because packet la-
tency has comparatively smaller variance than throughput, thus the given sample size is
enough. For md4, we observe 4% error rate for simulating one trace. We find the pop-
ulation of this trace is rather homogeneous according to its variance. In this case, the
three sampling methods do not differ greatly. In addition, the error rate of md4 is not
bounded by 3%. It is due to the bias of the estimation of Vye,formance in the pre-survey
process for this particular trace.

Figure 20| shows the error rate of simulated packet loss ratio. The simple random
sampling has error rates larger than 5%. In worst case, the error rate even achieves 80%
for a highly non-homogeneous input. For the systematic sampling the average error
rates for nat, url, blowfish, rc4 are larger than 3%. It shows that systematic sampling
requires larger sample size to achieve 3% error rate than stratified sampling. Regarding
the remaining performance metrics, such as PE idle percentage and IPC, all three sam-
pling methods can achieve less than 3% error rate, because these metrics have smaller
variation than packet loss and throughput. In this set of experiments, we observe that
stratified sampling performs better than the other two sampling methods for traces that
have large variations.

6 Conclusion

We developed a statistical input sampling methodology for accelerating the NP simu-
lations.We experimented several sampling techniques and conclude that the stratified
sampling results in the smallest sample size and best accuracy. The speedups we ob-
tained is dependent on the length of the input trace. The longer the trace, the higher
the speedup. The outcome of this study can be used for fast estimating NP activities
and network performance metrics for non-saturated and non-uniform network traffic.
It can also be applied for measurements exploiting dynamic optimizations for better
performance and energy efficiency.
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Abstract. Power efficiency has become a key design trade-off in em-
bedded system designs. For system-on-a-chip embedded systems, an ex-
ternal bus interconnects embedded processor cores, I/O peripherals, a
direct memory access (DMA) controller, and off-chip memory. External
memory access activities are a major source of energy consumption in
embedded systems, and especially in multimedia platforms. In this paper,
we focus on the energy dissipated due to the address, data, and control
activity on the external bus and supporting logic. We build our exter-
nal bus power model on top of a cycle-accurate simulation framework
that quantifies the bus power based on memory bus state transitions.
We select an Analog Devices ADSP-BF533 multimedia system-on-a-chip
embedded system as our target architecture model. Using our power-
aware external bus arbitration schemes, we can reduce overall power by
as much as 18% in video processing applications, and by 12% on aver-
age for the test suites studied. Besides reducing power consumption, we
also obtained an average performance speedup of 24% when using our
power-aware arbitration schemes.

Keywords: Power-aware, external memory, bus arbitration, embedded
systems, media processor.

1 Introduction

Modern embedded systems are becoming increasingly limited by memory per-
formance and system power consumption. The power associated with off-chip
accesses can dominate the overall power budget. The memory power/speed prob-
lem is even more acute for embedded media processors that possess memory in-
tensive access patterns and require streaming serial memory access that tends to
exhibit low temporal locality (i.e., poor data cachablity). Without more effective
bus communication strategies, media processors will continue to be limited by
memory power and memory performance.

One approach to addressing both issues is to consider how best to schedule
off-chip accesses. Due to the intrinsic capacitance of the bus lines, a considerable
amount of power is required at the I/O pins of a system-on-a-chip processor
when data has to be transmitted through the external bus [1I2]. The capaci-
tance associated with the external bus is much higher than the internal node
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© Springer-Verlag Berlin Heidelberg 2005
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capacitance inside a microprocessor. For example, a low-power embedded mi-
croprocessor system like an Analog Devices ADSP-BF533 running at 500 MHz
consumes about 374 mW on average during normal execution. Assuming a 3.65
V voltage supply and a bus frequency of 133 MHz, the average external power
consumed is around 170 mW, which accounts for approximately 30% of the
overall system power dissipation [3].

In modern CMOS circuit design, the power dissipation of the external bus is
directly proportional to the capacitance of the bus and the number of transitions
(1—=0o0r0— 1) on bus lines [45]. In general, the external bus power can be
expressed as:

Pbus = Cbus‘/egxtfku + Beakage (1)

In the above equation, Cy,s denotes the capacitance of each line on the bus,
Vezt is the bus supply voltage, f is the bus frequency, k is the number of bit
toggles per transition on the full width of the bus, and g is the bus utilization
factor. This power equation is an activity-based model. It not only accounts for
the dynamic power dissipated on the bus, but includes the pin power that drives
the signal I/O’s related to external bus communication. Peqkage is the power
dissipated on the bus due to leakage current.

The techniques to minimize the power dissipation in buses have been well ex-
plored in previous research. The main strategies have been to utilize improved bus
encodings to minimize the bus activity. Various mixed-bus encoding techniques
(e.g., Gray codes and redundant codes) were developed to save on bus power.
Gray code addressing is based on the fact that bus values tend to change sequen-
tially and they can be used to switch the least number of signals on the bus.

However, better performance can be obtained by using redundant codes [IJ.
A number of redundant codes have been proposed that add signals on the bus
lines in order to reduce the number of transitions. Bus-invert coding [6]is one
class of the redundant codes. Bus-invert coding adds an INV signal on the bus
to represent the polarity of the address on the bus. The INV signal value is
chosen by considering how best to minimize the hamming distance between the
last address on the bus and the current one. Some codes can be applied to both
the data and address buses, though some are more appropriate for addresses.

In our previous work, we described a bus modeling system that can capture
bus power in the same framework of a cycle-accurate simulator for an embedded
media processor [7]. We discussed an initial design of a power-aware bus arbi-
tration scheme. The main contributions of this paper are a completed design
of our power-aware bus arbitration scheme that also considers using pipelined
SDRAM, and we also consider a broader range of multimedia applications. This
paper is organized as follows. In section 2 we describe the target architecture for
our work, which contains a system-on-a-chip media processor, SDRAM mem-
ory, and an external bus interface unit. We also present our power modeling
methodology. Section 3 describes a number of different bus arbitration algo-
rithms that we consider for power and performance optimizations. Section 4
presents power/performance results of MPEG-2, JPEG, and PGP benchmarks
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for traditional arbitration schemes and our power-aware schemes. Finally, Sec-
tion 5 presents conclusions.

2 System-on-a-Chip Architectures

2.1 Interconnect Subsystem

Modern system-on-a-chip embedded media systems include many components: a
high-speed processor core, hardware accelerators, a rich set of peripherals, direct
memory access (DMA), on-chip cache and off-chip memory. The system archi-
tecture considered in our study includes a single core, several peripherals, and
off-chip SDRAM memory, and is similar to many current embedded platforms.

For multimedia applications, throughput requirements are increasing faster
and faster. Today, for a D1 (720x480) video codec (encoder/decoder) media node,
we need to be able to process 10 million pixels per second. This workload re-
quires a media processor for computation, devices to support high speed media
streaming and data conversion via a parallel peripheral interface (PPI), and a
synchronous serial port (SPORT) for interfacing to high speed telecom interfaces.
The high data throughput requirements associated with this platform make it im-
possible to store all the data in an on-chip memory or cache. Therefore, a typi-
cal multimedia embedded system usually provides a high-speed system-on-a-chip
microprocessor and a very large off-chip memory. The Analog Devices Blackfin
family processors, the Texas Instrument OMAP, and the SigmaDesign EM8400
series are all examples of low-power embedded media chipsets which share many
similarities in system design and bus structure. The system architecture assumed
in this paper is based on these designs and is shown in Figure [

When trying to process streaming data in real-time, the greatest challenge
is to provide enough memory bandwidth in order to sustain the necessary data
rate. To insure sufficient bandwidth, hardware designers usually provide multiple
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buses in the system, each possessing different bus speeds and different protocols.
An external bus is used to interface to the large off-chip memory system and other
asynchronous memory-mapped devices. The external bus has a much longer
physical length than other buses, and thus typically has higher bus capacitance
and power dissipation. The goal of this work is to accurately model this power
dissipation in a complete system power model so we can explore new power-
efficient scheduling algorithms for the external memory bus.

2.2 External Bus Interface Unit

In the system design shown in Figure[T], there are two buses, one internal bus and
one external bus, These two buses are bridged by an external bus interface unit
(EBIU), which provides a glue-less interface to external devices (i.e., SDRAM
memory, flash memory and asynchronous devices).

There are two sub-modules inside the EBIU, a bus arbitrator and a mem-
ory controller. When the units (processor or DMA’s) in the system need to
access external memory, they only need to issue a request to the EBIU buffer
through the internal bus. The EBIU will read the request and handle the off-chip
communication tasks through the external bus. Due to the potential contention
between users on the bus, arbitration for the external bus interface is required.
The bus arbitrator grants requests based on a pre-defined order. Only one access
request can be granted at a time. When a request has been granted, the mem-
ory controller will communicate with the off-chip memory directly based on the
specific memory type and protocol. The EBIU can support SDRAM, SRAM,
ROM, FIFOs, flash memory and ASIC/FPGA designs, while the internal units
do not need to discriminate between different memory types. In this paper,
we use multi-banked SDRAM as an example memory technology and integrate
SDRAM state transitions into our external bus model (our modeling framework
allows us to consider different memory technologies, without changing the base
system-on-a-chip model).

2.3 Bus Power Model

The external bus power includes dynamic power to charge and discharge the
capacitance along the external bus, and the pin power to drive the bus current.
The external bus power is highly dependent on the memory technology chosen.
In past work on bus power modeling, little attention has been paid to the impact
of the chosen memory technology. While we have assumed an SDRAM in our
power model in this work, we can use the same approach with other types of
memory modules. The external bus power associated with each transaction will
be the total number of pins that toggle on the bus. We include in our model
the power consumption due to the commands sent on the control bus, the row
address and column address on the address bus, and the data on data bus. The
corresponding leakage power is also considered in our model.

SDRAM is commonly used in cost-sensitive embedded applications that re-
quire large amounts of memory. SDRAM has a three-dimensional structure
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(a) SDRAM Access in Sequential Command Mode
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Fig. 2. Timing diagram showing two memory accesses for both sequential and pipelined
command SDRAM

model. It is organized in multiple banks. Inside each bank, there are many pages,
which are selected by row address. The memory access is on a command-by-
command basis. An access involves processing a PRECHARGE and an ACTI-
VATE command before a physical READ/WRITE command. At the same time
of an ACTIVATE and READ/WRITE command, the corresponding row and
column addresses are sent on the address bus.

To maximize memory bandwidth, modern SDRAM components allow for
pipelining memory commands [§], which eliminates unnecessary stall cycles and
NOP commands on the bus. While these features increase the memory band-
width, they also reduce the bus command power. Consecutive accesses to differ-
ent rows within one bank have high latency and cannot be pipelined, while con-
secutive accesses to different rows in different banks can be pipelined.
Figure ] is a timing diagram for processing two read operations in sequential
access SDRAM and pipelined access SDRAM.

In our bus model, we assume that the power to drive the control bus and
address bus are the similar. For each read/write request, we first determine
the series of commands needed to complete that request. For each command,
the bus state transitions, the number of pin toggles, and the bus utilization
factor is recorded. Finally, the average bus power dissipated is calculated using
Equation []

3 Bus Arbitration

The bandwidth and latency of external memory system are heavily dependent
on the manner in which accesses interact with the three-dimensional SDRAM
structure. The bus arbitration unit in the EBIU determines the sequencing of
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load/store requests to SDRAM, with the goals of reducing contention and max-
imizing bus performance. The requests from each unit will be queued in the
EBIU’s wait queue buffer. When a request is not immediately granted, the re-
quest enters stall mode. Each request can be represented as a tuple (¢, s,b,1),
where ¢ is the arrival time, s identifies the request (load or store), b is the address
of the block, and [ is the extent of the block. The arbitration algorithm schedules
requests sitting in the wait queue buffer with a particular performance goal in
mind. The algorithm needs to guarantee that bus starvation will not occur.

3.1 Traditional Algorithms

A number of different arbitration algorithms have been used in microprocessor
system bus designs. The simplest algorithm is First Come First Serve (FCFS). In
this algorithm, requests are granted on the bus based on the order of arrival. This
algorithm simply removes contention on the external bus without any optimiza-
tion and pre-knowledge of the system configuration. Because FCFS schedules the
bus naively, the system performs poorly due to instruction and data cache stalls.
The priority of cache accesses and DMA access are equal (though cache accesses
tend to be more performance critical than DMA accesses). An alternative is to
have a Fized Priority scheme where cache accesses are assigned higher priority
than DMA accesses. For different DMA accesses, peripheral DMA accesses will
have higher priority than memory DMA accesses. This differentiation is needed
because if a peripheral device access is held off for a long period of time, it could
cause the peripheral to lose data or time out. The Fixed Priority scheme selects
the request with highest priority in the waiting queue instead of just selecting
the oldest. Using Fixed Priority may provide similar external bus performance
as the FCFS algorithm, but the overall system performance should be better if
the application is dominated by cache accesses. For real-time embedded applica-
tions which are dominated by DMA accesses, cache accesses can be tuned such
that cache misses are infrequent. Cache fetches can be controlled to occur only
at non-critical times using cache prefetching and locking mechanisms. There-
fore, for real-time embedded applications, the FCFS and Fixed Priority schemes
produce very similar external bus behavior.

3.2 Power Aware Algorithms

To achieve efficient external bus performance, FCFS and Fixed Priority are not
sufficient. Power and speed are two major factors of bus performance. In previous
related work, dynamic external bus arbitration and scheduling decisions were
primarily driven by bus performance and memory bandwidth [8J9]. If a power-
efficient arbitration algorithm is aware of the power and cycle costs associated
with each bus request in the queue, each request can be scheduled to achieve
more balanced power /performance. The optimization target can be to minimize
power P, minimize delay D, or more generally to minimize P™D™. This problem
can be formulated as a shortest Hamiltonian path (SHP) on a properly defined
graph. The Hamiltonian path is defined as the path in a directed graph that
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visits each vertex exactly once, without any cycles. The shortest Hamiltonian
path is the Hamiltonian path that has the minimum weight. The problem is NP-
complete, and in practice, heuristic methods are used to solve the problem [I0].

Let Ry denote the most recently serviced request on the external bus. R,
Ry, ... Ry, are the requests in the wait queue. Each request R; consists of four
elements (¢;, s;, b;, l;), representing the arrival time, the access type (load/store),
the starting address, and the access length. The bus power and delay are de-
pendent on the current bus state and the following bus state for each request.
The current bus state is the state of the bus after the previous bus access has
completed. P(i,j) represents the bus power dissipated for request R;, given R;
was the immediate past request. D(¢, ) is the time between when request R; is
issued and when R; is completed, where R; was the immediate past request. The
cost associated with scheduling request R; after request R; can be formulated
as P"(i,5)D™(i,7). We can define a directed graph G = (V, E) whose vertices
are the requests in the wait queue, with vertex 0 representing the last request
completed. The edges of the graph include all pairs (4, j). Each edge is assigned
a weight w(i, j), and is equal to the power delay product of processing request
R; after request R;.

w(z7j) :Pn(Z?])Dm(Z’j)’n’mZO’ ]‘?"' (2)

The problem of optimal bus arbitration is equivalent to the problem of
finding a Hamiltonian path starting from vertex 0 in graph G with a minimum
path traversal weight. Figure [3 describes a case when there are 3 requests are in
the wait queue. One of the Hamiltonian paths is illustrated with a dot line. The
weight of this path is w(0,3) + w(3,1) + w(1,2). For each iteration, a shortest
Hamiltonian path will be computed to produce the minimum weight path. The
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Fig. 3. Hamiltonian Path Graph
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first request after request Ry on that path will be the request selected in next
bus cycle. After the next request is completed, a new graph will be constructed
and a new minimum Hamiltonian path will be found.

Finding the shortest Hamiltonian path has been shown to be NP-complete.
To produce a shortest path, we use heuristics. Whenever the path reaches vertex
R;, the next request Ry with minimum w(i, k) will be chosen. This is a greedy
algorithm, which selects the lowest weight for each step. The bus arbitration
algorithm only selects the second vertex on that path. We avoid searching the
full Hamiltonian path, and so the bus arbitration algorithm can simply select
a request based on finding the minimum w(0, k%) from request Ry. The com-
plexity of this heuristic is O(L). When w(i,j) = P(i,j), arbitration will try
to minimize power. When w(i,j) = D(i,7), then we can minimize delay. To
consider the power efficiency, the power delay product can be used. Selecting
different values for n and m change how we trade off power with delay using
weights w(i, 7).

3.3 Target Architecture

In our experimental study, we used a power model of the Analog Devices Black-
fin family system-on-a-chip processors as our primary system model. We run
code developed for ADSP-BF533 EZ-Kit Lite board using the VisualDSP++
toolset. This board provides a 500 MHz ADSP-BF533 microprocessor, 16 MB of
SDRAM, and a CCIR-656 video I/O interface. Inside the ADSP-BF533 micro-
processor, there are both L1 instruction and data caches. The instruction cache
is 16 KB 4-way set associative. The data cache is 16 KB 2-way set associative.
Both caches use a 32 byte cache line size. The SDRAM module selected is the
Micron MT48LC16M16A2 16 MB SDRAM. The SDRAM interface connects to
128 Mbit SDRAM devices to form one 16 MB of external memory. The SDRAM
is organized in 4 banks, with a 1 KB page size. It also has following characteris-
tics to match the on-chip SDRAM controller specification: 3.3V supply voltage,
133 MHz operating frequency, burst length of 1, column address strobe (CAS)
latency tcas of 3 system clock cycles, trp and trop equal to 2 system clock
cycles, refresh rate programmed at 4095 system clock cycles. We used the Ana-
log Devices Blackfin frio-eas-rev0.1.7 toolkit to integrate this model. The power
model has been validated with physical measurements as described in [II]. To
make sure the arbitration algorithm does not produce long-term starvation, a
time-out mechanism was added for the requests. The timeout values for cache
and memory DMA are 100 and 550 cycles, respectively.

4 Experimental Setup

4.1 Benchmarks

Experiments were run on a set of multimedia workloads. We chose MPEG-2 for
video processing, JPEG for image compression and PGP for cryptography. All
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Table 1. Benchmarks

Name Description

MPEG2-ENC|MPEG-2 Video encoder with 720x480 4:2:0 input frames.
MPEG2-DEC|MPEG-2 Video decoder of 720x480 sequence with 4:2:2 CCIR frame output.
JPEG-ENC |JPEG image encoder for 512x512 image.

JPEG-DEC [JPEG image decoder for 512x512 image.

PGP-ENC Pretty Good Privacy encryption and digital signature of text message.
PGP-DEC Pretty Good Privacy decryption of encrypted message.

three benchmark suites are representative and commonly used applications for
multimedia processing. MPEG-2 is the dominant standard for high-quality dig-
ital video transmission and DVD. We selected real-time MPEG-2 encoder and
decoder source codes that include optimized Blackfin MPEG-2 libraries. The
input datasets used are the cheerleader for encoding (the size is 720x480 and the
format is interlaced video) and tennis for decoding (this image is encoded by
the MPEG-2 reference encoder, the size is also 720x480, and the format is pro-
gressive video). Both inputs are commonly used by the commercial multimedia
community.

JPEG is a standard lossy compression method for full color images. The
JPEG encoder and decoder used also employ optimized Blackfin libraries. The
input image is Lena (the size is 512x512 in a 4:2:2 color space).

PGP stands for Pretty Good Privacy, and provides for encryption and signing
data. The signature we use is a 1024 bit cryptographically-strong one-way hash
function of the message (MD5). To encrypt data, PGP uses a block-cipher IDEA
and RSA for key management and digital signature.

In order to measure the external bus power and be able to assess the impact
of our power-efficient bus arbitration algorithm, we developed the following sim-
ulation framework. First, we modified the Blackfin instruction-level simulator
to include the system bus model and cache activity. From this model, we feed
all accesses generated on the external bus to an EBIU model. The EBIU model
faithfully simulates the external bus behavior, capturing detailed SDRAM state
transitions and allows us to considered different bus arbitration schemes. The
average bus power and performance are computed from the simulation results
produced by our integrated simulator.

4.2 Results

There are eleven different bus arbitration schemes evaluated in our simulation
environment. We considered two traditional schemes: (1) Fixed Priority (FP),
(2) First Come First Serve (FCFS), and 9 different power-aware schemes. For
Fixed Priority, we assign the following priority order (from highest to lowest):
instruction cache, data cache, PPI DMA, SPORT DMA, memory DMA. In the
power-aware schemes, each scheme is represented by the pair of power/delay
coefficients (n, m) of the arbitration algorithm. n and m are the exponents shown
in Equation [2 Different n and m values will favor either power or delay. (1, 0)
is the minimum power scheme, (0, 1) is the minimum delay scheme, and (1, 1),
(1,2), (2, 1), (1, 3), (2, 3), (3, 2), (3, 1) consider a balance between power and



96 K. Ning and D. Kaeli

delay by using different optimization weights. We present experimental results for
both power and delay. The MPEG-2 encoder and decoder simulation results are
shown in Figure 4l JPEG encoder and decoder are shown in Figure [l and PGP
encryptor and decryptor are shown in Figure[@ All the experiments consider both
sequential command mode SDRAM and pipelined command mode SDRAM.

In all applications, the power dissipation for the power-aware arbitration
schemes is much lower when compared to using Fixed Priority or FCFS. The
power-aware schemes also benefit from fewer bus delays. These conclusions are
consistent across all of the applications studied and are also consistent when
using either sequential command SDRAM or pipelined command SDRAM. In
the MPEG-2 case, the power-aware scheme (1, 0) enjoys an 18% power savings
relative to a Fixed Priority scheme for encoder and 17% for decoder. The same
power-aware scheme also achieved a 40% reduction in cycles when compared
to the Fixed Priority scheme on MPEG-2 decoder, and a 10% reduction for
MPEG-2 encoder.

To factor out the impact of sequential versus pipelined command mode from
the power savings, we show in Table [2] the bus power savings and we show
in Table Bl the cycle savings. Inspecting the two tables, we can see that the
power-aware arbitration scheme achieves an average power savings of 12% and
an average speedup of 24% over all 6 applications. There exist some variations
in power savings and speed up achieved. These variations are primarily due to
differences in bus utilization across the different applications. For high traffic
applications, external memory access requests are more bursty, In those cases,
our power-aware schemes provide a larger improvement than in low traffic appli-
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Table 2. External bus power savings of (1, 0) arbitration vs. fixed priority arbitration
in sequential command SDRAM

[Fixed priority power (mW)Arbitration (1, 0) Power (mW)Power savings|
MPEG2-ENC 55.85 45.94 18%
MPEG2-DEC 58.47 48.62 17%
VPEG-ENC 17.64 16.57 6%
JPEG-DEC 13.77 12.99 6%
[PGP-ENC 6.33 5.66 11%
[PGP-DEC 6.81 5.94 13%
|[Average saving; 12%

Table 3. External bus speedup of (1, 0) arbitration vs. fixed priority in sequential
command SDRAM

[Fixed priority delay (SCLK)|Arbitration (1, 0) Delay (SCLK)|[Speedup|
MPEG2-ENC 140.36 126.10 10%
MPEG2-DEC 171.94 101.52 41%
JPEG-ENC 13.30 10.19 23%
JPEG-DEC 51.22 36.04 30%
PGP-ENC 34.87 25.21 28%
PGP-DEC 40.28 35.22 13%
[Average Speedup 24%

Table 4. External bus power savings of (1, 0) arbitration vs. fixed priority arbitration
in pipelined command SDRAM

[Fixed Priority Power (mW)Arbitration (1, 0) Power (mW)Power savings|
MPEG2-ENC 52.51 42.84 18%
IMPEG2-DEC 56.29 44.58 21%
JPEG-ENC 16.97 15.93 6%
JPEG-DEC 12.41 11.68 6%
PGP-ENC 6.05 5.39 11%
PGP-DEC 6.40 5.54 13%
[Average savings| 13%

Table 5. External bus speedup of (1, 0) arbitration vs. fixed priority in pipelined
command SDRAM

[Fixed priority delay (SCLK)|Arbitration (1, 0) Delay (SCLK)[Speedup|
MPEG2-ENC] 136.73 122.79 10%
MPEG2-DEC 128.82 97.57 24%
JPEG-ENC 9.50 7.93 16%
JPEG-DEC 48.02 28.20 41%
PGP-ENC 27.61 24.92 10%
[PGP-DEC 37.34 34.78 %
[Average Gain 18%

cations, in which the requests are less bursty. The greater the number of requests
in the queue, the greater the opportunity that the arbitrator can effect an im-
provement. Similarly, in Tablesd@and [l the pipelined command SDRAM obtains
on average a 13% power savings and a 18% performance speedup.

From inspecting the results shown in Tables PHE, we can see that the choice
of using sequential versus pipelined command modes is not a factor when con-
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Table 6. Power and speed improvements for pipelined vs. sequential command mode
SDRAM

Avg. power [Avg. power [Power reduction] Avg. delay Avg. delay [Speedup of]

in sequentialin pipelined| of pipelined sequential in pipelined (in pipelined|

mode (mW)mode (mW)| commands |mode (SCLK)mode (SCLK) commands
MPEG2-ENC] 47.45 44.40 6% 128.31 124.99 3%
MPEG2-DE 50.13 46.64 7% 113.38 103.38 9%
JPEG-ENC 16.86 16.26 4% 10.68 8.10 24%
JPEG-DEC 13.21 11.89 10% 38.74 31.28 19%
PGP-ENC 5.78 5.50 5% 26.95 25.40 6%
PGP-DEC 6.11 5.70 7% 36.09 35.25 2%
[Avg. speedup 6% 10%

sidering the performance impact of the bus arbitration algorithm. However, the
pipelined command mode does decrease the request delay period by overlapping
bus command stall cycles with other non-collision producing commands. Pipelin-
ing also helps to reduce the bus power by using one command’s PRECHARGE
or ACTIVATE stall cycles to prepare for the next READ/WRITE command
(versus sending NOP commands). Table [fl summarizes the results between the
sequential command mode and pipelined command mode SDRAMs. The results
show that the pipelined command mode SDRAM can produce a 6% power sav-
ings and a 10% speedup.

Comparing the results across the power-efficient schemes, we can see that the
performance differences are small, and that no one scheme provides significant
advantages over the rest. The scheme (1, 0) (i.e., the minimum power approach)
is actually more favorable with regards to design implementation. Scheme (1, 0)
basically needs a Hamming distance (XOR) computation unit and a comparator.
For each iteration, the arbitrator uses the Hamming distance computation unit
to accumulate the power used for each request that is pending in the wait queue,
and uses the comparator to select the minimum. For 0.13um CMOS technology
and a 1.2 V power supply, an XOR transistor takes about 30 fJ to switch the
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Fig. 7. Our power-aware bus arbitration architecture
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transistor state in the slow N and slow P process corner. In our case, the number
of transistors to implement the (1, 0) arbitrator is on the order of 103.

Figure [1 shows the architecture of the (1, 0) power-aware arbitrator. It con-
tains three major components, a single request queue, a single minimum power
comparator, and the memory access command generator. As memory access re-
quests arrive, they allocate storage space while waiting for service in the request
queue. The power estimator computes a request’s power relative to the previous
request. The comparator selects the minimum power request and stores it. When
the currently active request finishes, the minimum power request will be sent to
the bus by the access command generator, which also updates the previous re-
quest register which will be used to perform request selection in the next cycle.
Power estimation is performed serially for each request in the queue. All requests
will share the same power estimator logic. Using such a shared structure will re-
duce the hardware complexity, but may introduce some latency. In future work
we will investigate how to provide for parallel power estimation that balances
latency and power overhead.

5 Conclusions

Memory bandwidth has become a limiting factor in high performance embedded
computing. For future multimedia processing systems, bandwidth and power
are both critical issues that need to be addressed. This paper proposes a set
of new external bus arbitration schemes that balance bus power and delay. Our
experiments are based on modeling a low-end embedded multimedia architecture
while running six multimedia benchmarks. Our results show that significant
power reductions and performance gains can be achieved using power-aware
bus arbitration schemes compared to traditional arbitration schemes. We also
considered the impact of using both sequential and pipelined SDRAM models.
Finally, a hardware implementation of (1, 0) power-aware arbitrator is proposed.
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Abstract. Increasingly tight energy design goals require processor architects to re-
think the organizational structure of microarchitectural resources. In this paper,
we examine a new multilateral cache organization that replaces a conventional
data cache with a set of smaller region caches that significantly reduces energy
consumption with little performance impact. This is achieved by tailoring the
cache resources to the specific reference characteristics of each application.

1 Introduction

Energy conservation continues to grow in importance for everything from high per-
formance supercomputers down to embedded systems. Many of the latter must simul-
taneously deliver both high performance and low energy consumption. In light of
these constraints, architects must rethink system design with respect to general versus
specific structures. Consider memory hierarchies: the current norm is to use very gen-
eral cache structures, splitting memory references only according to instructions ver-
sus data. Nonetheless, different kinds of data are used in different ways (i.e., exhibit-
ing different locality characteristics), and even a given set of data may exhibit
different usage characteristics during different program phases. On-chip caches can
consume over 40% of a chip’s overall power [1]: as an alternative to general caching
designs, further specialization of memory structures to better match usage characteris-
tics of the data they hold can both improve performance and significantly reduce total
energy expended.

One form of such heterogeneous memory structures, region-based caching
[2][3][4], replaces a single unified data cache with multiple caches optimized for
global, stack, and heap references; this approach works well precisely because these
types of references exhibit different locality characteristics. Furthermore, many ap-
plications are dominated by data from a particular region, and thus greater specializa-
tion of region structures should allow both quantitative (in terms of performance and

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 102 2005.
© Springer-Verlag Berlin Heidelberg 2005
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energy) and qualitative (in terms of security and robustness) improvements in system
operation. This approach slightly increases required chip area, but using multiple,
smaller, specialized caches that together constitute a given “level” of a traditional
cache hierarchy and only routing data to a cache that matches those data’s usage char-
acteristics provides many potential benefits: faster access times, lower energy con-
sumption per access, and the ability to turn off structures that are not required for
(parts of) a given application.

Given the promise of this general approach, in this paper we first look at the heap
cache, the region-based memory structure that most data populate for most applica-
tions (in fact, the majority of a unified L1 cache is generally populated by heap data).
Furthermore, the heap has always represented the most difficult region of memory to
manage well in a cache structure. We propose a simple modification to demonstrate
the benefits of further specialization: large and small heap caches. If the application
exhibits a small heap footprint, we save energy by using the smaller structure and turn
off the larger. For applications with larger footprints, we use both structures, but save
energy by keeping highly used “hot” data in the smaller, faster, lower-energy cache.
The compiler determines (either through profiled feedback or heuristics) which data
belong in which cache, and it conveys this information to the architecture via two dif-
ferent malloc () functions that allocate data structures in two disparate regions of
memory. This allows the microarchitecture to determine what data are to be cached
where without the need for additional bits in memory reference instructions and with-
out complex coherence mechanisms.

The architectural approach we describe above addresses one kind of energy con-
sumption—dynamic or switching energy—via smaller caches that reduce the cost of
each data access. The second kind of energy consumption that power-efficient caching
structures must address is static or leakage energy; for this, we add drowsy caching
[51[6][7], an architectural technique exploiting dynamic voltage scaling. Reducing sup-
ply voltage to inactive lines lowers their static power dissipation. When a drowsy line is
accessed, the supply voltage must be returned to its original value before the data may
be accessed. Drowsy caches save less power than many other leakage reduction tech-
niques, but do not suffer the dramatically increased latencies of other methods.

Using the MiBench suite [8], we study application data usage properties and the
design space for split heap caches. The contributions of this paper are:

e We perform a detailed analysis of heap data characteristics to determine the best
heap caching strategy and necessary cache size for each application.

e We show that a significant number of embedded applications do not require a large
heap cache and demonstrate significant energy savings with a minimal perform-
ance loss for those applications by using a smaller cache. We show energy savings
of up to 79% using non-drowsy reduced heap caches and up to 84% using drowsy
reduced heap caches.

e For applications that do have a large heap footprint and require a bigger cache, we
demonstrate that we can still achieve significant energy savings by identifying a
subset of data responsible for the majority of accesses to the heap region and split-
ting the heap cache into two structures, a small cache for hot data and a large cache
for the remaining data. We show energy savings of up to 45% using non-drowsy
split-heap caches and up to 78% using drowsy split heap caches.
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The remainder of this paper is organized as follows. In Section 2, we present related
work on energy-saving techniques in caches, focusing on drowsy and region-based
caching and the combination of the two to reduce both dynamic and static energy.
Section 3 discusses the caching requirements of heap data, focusing on the footprint
size and locality of the heap region. Section 4 describes our experimental setup and
presents our results. Section 5 offers conclusions and directions for future work.

2 Related Work

Since dissipated power per access is proportional to cache size, partitioning tech-
niques reduce power by accessing smaller structures. Cache partitioning schemes may
be vertical or horizontal. Vertical partitioning adds a level between the L1 and the
processor; examples include line buffers [9][10] and filter caches [11]. These struc-
tures provide low-power accesses for data with temporal locality, but typically incur
many misses and therefore increase average observed L1 latency. Horizontal parti-
tioning divides entities such as cache lines into smaller segments, as in cache sub-
banking [9][10]. Memory references are routed to the proper segment, reducing dy-
namic power per data access.

Fig. 1 illustrates a simple example of region on-based caching [3][4], a horizontal
partitioning scheme that replaces a unified data cache with heterogeneous caches op-
timized for global, stack, and heap references. Any non-global, non-stack reference is
directed to a normal L1 cache, but since most non-global, non-stack references are to
heap data, (with a small number of accesses to text and read-only regions), this L1 is
referred to as the heap cache. On a memory reference, only the appropriate region
cache is activated and draws power. Relatively small working sets for stack and
global regions allow their caches to be small, dissipating even less power on hits.
Splitting references among caches eliminates inter-region conflicts, thus each cache
may implement lower associativity, reducing complexity and access time.
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Fig. 1. Memory design for region-based caching (from Lee [4])
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The downside to region-based caching is that increased cache capacity leads to
higher static energy dissipation. Drowsy region-based caching [2] attacks this prob-
lem by implementing drowsy caching 5[5][6][7], a leakage energy reduction tech-
nique, within the region-based caches. In a drowsy cache, inactive lines use a reduced
supply voltage; an access to a drowsy line must wait for the supply voltage to return
to its full value. After a given interval, lines may switch state from active to drowsy;
depending on the policy, lines accessed within the interval may remain active. Geiger
et al [2] show that the combination of drowsy and region-based caching yields more
benefits than either alone because each technique improves the performance of the
other. Drowsy caching all but eliminates the static power increase due to additional
region caches, while the partitioning strategy used in region-based caching allows for
more aggressive drowsy policies. The drowsy interval of each region cache can be
tuned according to the reference characteristics of that region, allowing highly active
regions to be less drowsy than inactive regions.

Geiger et al [2] first discuss the idea of split heap caches. They note that the ideal
drowsy interval for the heap cache is the same as that of the stack cache, a result that
implies at least some of the heap data has locality similar to that of stack data. The au-
thors observe that moving the high-locality data to a separate structure would allow
more aggressive drowsy caching of the low-locality data, further reducing the static
energy consumption of region-based caches. Using a 4KB cache for hot heap data and
maintaining a 32KB cache for low-locality heap data, they show an average energy
reduction of 71.7% over a unified drowsy L1 data cache.

3 Characteristics of Heap Data

In this section, we analyze the characteristics of heap cache accesses in applications
from the MiBench [8] benchmark suite to determine the best heap caching strategy for
each program. We begin by assessing the significance of the heap region within each
target application, looking at its overall size and number of accesses relative to the other
semantic regions. This information is provided in Table 1. The second and third col-
umns of the table show the number of unique block addresses accessed in the heap
cache and the number of accesses to those addresses, respectively. Since our simulations
assume 32-byte cache blocks, 1 KB of data contains 64 unique block addresses. The
fourth and fifth columns show this same data as a percentage of the corresponding val-
ues for all regions (i.e., the fourth column shows the ratio of unique data addresses in
the heap region to all unique data addresses in the application). We can see several cases
that bear out the previous assertions about heap data: they have a large footprint and
low locality. In these applications, the heap cache accesses occupy a much larger per-
centage of the overall footprint than of the total accesses. The most extreme cases are
applications such as FFT.inverse and patricia in which heap accesses account for over
99% of the unique addresses accessed throughout the programs but comprise less than
7% of the total data accesses. This relationship holds in most applications; heap accesses
cover an average of 65.67% of the unique block addresses and account for 29.81% of
the total data accesses. In some cases, we see a correlation between footprint size and
number of accesses—applications with few heap lines and few accesses, like
pgp-encode, and applications with a large percentage of both cache lines and accesses,
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like tiff2rgba. A few outliers buck the trend entirely, containing frequently accessed
heap data with a relatively small footprint; dijkstra is one example.

We see that about half of the applications have a fairly small number of lines in the
heap, with 16 of the 34 applications containing fewer than 1000 unique addresses.
The adpcm application has the smallest footprint, using 69 and 68 unique addresses in
the encode and decode phases, respectively. The typical 32 KB L1 heap cache is
likely far larger than these applications need; if we use a smaller heap cache, we can
dissipate less dynamic power per access with a minimal effect on performance. Since
heap cache accesses still comprise a significant percentage of the overall data ac-
cesses, this change should have a noticeable effect on the dynamic energy consump-
tion of these benchmarks. Shrinking the heap cache will also reduce its static energy
consumption. Previous resizable caches disable unused ways [12][13] or sets [13][14]
in set-associative caches; we can use similar logic to simply disable the entire large
heap cache and route all accesses to the small cache when appropriate. In Section 4,
we show the effects of this modification on energy and performance.

Shrinking the heap cache may reduce the energy consumption of the remaining
benchmarks, but the resulting performance loss may be too great to tolerate for appli-
cations with a large heap footprint. However, we can still gain some benefit by

Table 1. Characteristics of heap cache accesses in MiBench applications

Benchmark # unique Accesses to % total unique % total
addresses heap cache addresses accesses

adpcm.encode 69 39971743 27.60% 39.88%
adpcm.decode 68 39971781 26.98% 39.88%
basicmath 252 49181748 61.17% 4.52%
blowfish.decode 213 39190633 39.01% 10.17%
blowfish.encode 212 39190621 38.90% 10.17%
bitcount 112 12377683 42.75% 6.75%
jpeg.encode 26012 10214537 99.16% 29.35%
CRC32 90 159955061 41.10% 16.69%
dijkstra 347 44917851 19.74% 38.31%
jpeg.decode 1510 7036942 90.20% 62.91%
FFT 16629 15262360 99.16% 8.56%
FFT.inverse 16630 14013100 99.17% 6.29%
ghostscript 59594 56805375 97.97% 15.29%
ispell 13286 28000346 96.45% 6.43%
mad 2123 40545761 82.25% 36.41%
patricia 110010 16900929 99.86% 6.59%
pgp.encode 298 252620 7.44% 1.93%
pgp.decode 738 425414 44.92% 1.50%
quicksort 62770 152206224 66.67% 12.89%
rijndael.decode 229 37374614 30.99% 21.70%
rijndael.encode 236 35791440 40.00% 19.62%
rsynth 143825 104084186 99.23% 21.43%
stringsearch 203 90920 18.17% 6.21%
sha 90 263617 20.93% 0.72%
susan.corners 18479 9614163 97.07% 63.56%
susan.edges 21028 22090676 99.12% 62.28%
susan.smoothing 7507 179696772 97.03% 41.72%
tiff2bw 2259 57427236 92.09% 98.50%
tiffdither 1602 162086279 83.09% 62.82%
tiffmedian 4867 165489090 53.03% 79.82%
tiff2rgba 1191987 81257094 99.99% 98.51%
gsm.encode 302 157036702 68.02% 11.66%
typeset 168075 153470300 97.97% 49.00%
gsm.decode 285 78866326 55.56% 21.50%

AVERAGE 65.67% 29.81%
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identifying a small subset of addresses with good locality and routing their accesses to
a smaller structure. Because we want the majority of references to dissipate less
power, we should choose the most frequently accessed lines. The access count gives
some sense of the degree of temporal locality for a given address.

Table 2. Number of unique addresses required to cover different fractions of accesses to the
heap cache in MiBench applications

# uni % unique addresses needed to cover given
unique
Benchmark addresses percentage of heap cache acc
50% 75% 90% 95% 99%
adpcm.encode 69 1.45% 2.90% 2.90% 2.90% 2.90%
adpcm.decode 68 1.47% 1.47% 1.47% 1.47% 1.47%
basicmath 252 3.97% 25.40% 48.02% 55.56% 61.90%
blowfish.decode 213 0.94% 1.41% 2.35% 26.76% 55.87%
blowfish.encode 212 0.94% 1.42% 2.36% 26.89% 56.13%
bitcount 112 0.89% 1.79% 2.68% 3.57% 3.57%
jpeg.encode 26012 0.10% 0.65% 2.91% 38.19% 87.28%
CRC32 90 2.22% 3.33% 4.44% 4.44% 4.44%
dijkstra 347 0.29% 18.16% 39.19% 49.57% 63.11%
jpeg.decode 1510 4.77% 12.32% 31.85% 44.11% 59.47%
FFT 16629 0.05% 0.14% 4.82% 40.67% 85.33%
FFT.inverse 16630 0.05% 0.14% 13.02% 44.00% 86.51%
ghostscript 59594 0.01% 0.04% 0.56% 6.64% 57.49%
ispell 13286 0.09% 0.23% 0.46% 0.68% 1.29%
mad 2123 1.32% 2.64% 9.70% 14.88% 24.54%
patricia 110010 0.02% 0.06% 0.32% 36.64% 86.03%
pgp.encode 298 0.67% 1.01% 3.69% 6.71% 26.85%
pgp.decode 738 0.27% 0.41% 1.08% 2.30% 29.67%
quicksort 62770 0.02% 0.04% 0.15% 22.08% 49.13%
rijndael.decode 229 1.31% 2.18% 6.55% 31.44% 57.21%
rijndael.encode 236 1.27% 2.97% 7.63% 32.63% 56.78%
rsynth 143825 0.00% 0.00% 0.01% 1.28% 77.33%
stringsearch 203 17.24% 42.86% 59.61% 65.52% 72.91%
sha 90 1.11% 2.22% 3.33% 3.33% 8.89%
susan.corners 18479 0.03% 3.02% 11.04% 14.87% 32.66%
susan.edges 21028 0.02% 4.92% 15.13% 20.22% 30.42%
susan.smoothing 7507 0.01% 0.09% 13.72% 30.25% 44.11%
tiff2bw 2259 10.27% 15.41% 24.26% 29.39% 37.05%
tiffdither 1602 9.43% 19.60% 25.72% 29.59% 40.76%
tiffmedian 4867 4.03% 10.89% 16.72% 20.81% 47.83%
tiff2rgba 1191987 0.04% 0.11% 57.39% 78.69% 95.73%
gsm.encode 302 2.32% 3.97% 5.96% 7.62% 10.60%
typeset 168075 5.55% 15.41% 25.53% 33.02% 60.12%
gsm.decode 285 0.70% 1.40% 4.21% 5.96% 30.53%
AVERAGE (all apps) 2.14% 5.84% 13.20% 24.49% 45.47%
AVERAGE (>1k unique addrs) 1.99% 4.76% 14.07% 28.11% 55.73%

Usually, a small number of blocks are responsible for the majority of the heap ac-
cesses, as shown in Table 2. The table gives the number of lines needed to cover dif-
ferent percentages—50%, 75%, 90%, 95%, and 99%—of the total accesses to the
heap cache. We can see that, on average, just 2.14% of the cache lines cover 50% of
the accesses. Although the rate of coverage decreases somewhat as you add more
blocks—in other words, the first N blocks account for more accesses than the next N
blocks—we still only need 5.84% to cover 75% of the accesses, 13.2% to cover
90% of the accesses, 24.49% to cover 95% of the accesses, and 45.47% to cover
99% of the accesses. The percentages do not tell the whole story, as the footprint
sizesare wildly disparate for these applications. However, the table also shows that in
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applications with large footprints (defined as footprints of 1000 unique addresses or
more), the percentage of addresses is lower for the first two coverage points (50% and
75%). This statistic implies that we can identify a relatively small subset of frequently
accessed lines for all applications, regardless of overall footprint size.

Since a small number of addresses account for a significant portion of the heap
cache accesses, we can route these frequently accessed data to a smaller structure to
reduce the energy consumption of the L1 data cache. Our goal is to maximize the
low-power accesses without a large performance penalty, so we need to judiciously
choose which data to place in the hot heap cache. To estimate performance impact,
we use the Cheetah cache simulator [15] to find a lower bound on the miss rate for a
given number of input data lines. We simulate fully-associative 2 KB, 4 KB, and 8
KB caches with optimal replacement [16] and route the N most frequently accessed
lines to the cache, varying N by powers of 2. We use optimal replacement to minimize
conflict misses and give a sense of when the cache is filled to capacity; the actual
miss rate for our direct-mapped hot heap cache will be higher.

Tables 3, 4, and 5 show the results of these simulations for 2 KB, 4 KB, and 8 KB
caches, respectively. We present only a subset of the applications, omitting programs
with small heap footprints and a worst-case miss rate less than 1% because they will
perform well at any cache size. These tables show a couple of clear trends. The first is
that the miss rate rises precipitously for small values of N, but levels off around N =
512 or 1024 in most cases. This result reflects the fact that the majority of accesses
are concentrated at a small number of addresses. The second is that the miss rates re-
main tolerable for all applications for N values up to 256, regardless of cache size. In
order to gain the maximum benefit from split heap caching, we would like to route as
many accesses as possible to a small cache. These simulations indicate that varying
the cache size will not have a dramatic effect on performance, so we choose the

Table 3. Miss rates for a fully-associative 2 KB cache using optimal replacement for different
numbers of input addresses. Applications shown either have a large heap footprint or a worst-
case miss rate above 1%.

Miss rate for given N value

Benchmark 128 256 512 1024 2048 2096 8192
jpeg.encode 0.2% 0.8% 1.8% 2.5% 2.5% 2.5% 2.5%
dijkstra 4.2% 8.0% 8.0% 8.0% 8.0% 8.0% 8.0%
ipeg.decode 0.4% 0.9% 1.7% 2.8% 2.8% 2.8% 2.8%
FFT 0.1% 0.1% 0.2% 0.3% 0.4% 0.8% 1.4%
FFT.inverse 0.1% 0.1% 0.2% 0.3% 0.5% 0.8% 1.5%
ghostscript 0.0% 0.2% 0.3% 0.5% 0.6% 0.6% 0.8%
ispell 0.2% 0.4% 0.4% 0.4% 0.4% 0.4% 0.4%
mad 0.7% 1.6% 2.4% 2.4% 2.4% 2.4% 2.4%
patricia 0.7% 1.3% 1.8% 1.9% 2.0% 2.0% 2.1%
quicksort 0.0% 0.0% 0.1% 0.1% 0.1% 0.2% 0.2%
rsynth 0.0% 0.0% 0.0% 0.0% 0.1% 0.1% 0.1%
stringsearch 1.8% 2.0% 2.0% 2.0% 2.0% 2.0% 2.0%
susan.corners 0.0% 0.0% 0.0% 0.0% 0.1% 0.1% 0.2%
susan.edges 0.0% 0.0% 0.0% 0.0% 0.1% 0.1% 0.2%
susan.smoothing 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
tiffobw 2.5% 3.8% 47% 5.7% 5.7% 5.7% 5.7%
tiffdither 0.4% 0.8% 1.3% 1.6% 1.6% 1.6% 1.6%
tiffmedian 0.5% 1.2% 2.0% 3.4% 3.5% 3.4% 3.4%
titf2rgba 2.5% 3.8% 4.6% 6.1% 7.1% 7.1% 7.1%
typeset 1.4% 2.6% 2.7% 3.0% 3.4% 4.0% 5.0%
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Table 4. Miss rates for a fully-associative 4 KB cache using optimal replacement for different
numbers of input addresses. Applications are the same set shown in Table 3.

Benchmark Miss rate for given N value
128 256 512 1024 2048 4096 8192
jpeg.encode 0.0% 0.3% 0.9% 1.4% 1.5% 1.5% 1.5%
dijkstra 0.0% 2.7% 2.7% 2.7% 2.7% 2.7% 2.7%
jpeg.decode 0.0% 0.3% 0.7% 1.4% 1.5% 1.5% 1.5%
FFT 0.0% 0.0% 0.1% 0.1% 0.3% 0.6% 1.3%
FFT.inverse 0.0% 0.0% 0.1% 0.2% 0.4% 0.7% 1.4%
ghostscript 0.0% 0.0% 0.0% 0.1% 0.2% 0.3% 0.4%
ispell 0.0% 0.1% 0.1% 0.1% 0.1% 0.1% 0.1%
mad 0.0% 0.8% 1.6% 1.6% 1.6% 1.6% 1.6%
patricia 0.0% 0.3% 0.5% 0.6% 0.6% 0.6% 0.7%
quicksort 0.0% 0.0% 0.0% 0.1% 0.1% 0.1% 0.2%
rsynth 0.0% 0.0% 0.0% 0.0% 0.0% 0.1% 0.1%
stringsearch 0.2% 0.5% 0.5% 0.5% 0.5% 0.5% 0.5%
susan.corners 0.0% 0.0% 0.0% 0.0% 0.0% 0.1% 0.1%
susan.edges 0.0% 0.0% 0.0% 0.0% 0.0% 0.1% 0.1%
susan.smoothing 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
tiff2bw 0.0% 2.5% 3.9% 5.0% 5.0% 5.0% 5.0%
tiffdither 0.0% 0.5% 1.1% 1.3% 1.3% 1.3% 1.3%
tiffmedian 0.0% 0.8% 1.3% 2.9% 3.0% 3.0% 3.0%
tiff2rgba 0.0% 2.5% 3.1% 4.6% 5.8% 5.8% 5.8%
typeset 0.0% 0.1% 0.2% 0.5% 0.9% 1.4% 2.3%

Table 5. Miss rates for a fully-associative 8 KB cache using optimal replacement for different
numbers of input addresses. Applications shown are the same set shown in Table 3.

Miss rate for given N value

Benchmark 128 256 512 1024 2048 4096 8192
jpeg.encode 0.0% 0.0% 0.2% 0.6% 0.6% 0.7% 0.7%
dijkstra 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
jpeg.decode 0.0% 0.0% 0.2% 0.7% 0.7% 0.7% 0.7%
FFT 0.0% 0.0% 0.0% 0.1% 0.3% 0.6% 1.2%
FFT.inverse 0.0% 0.0% 0.0% 0.1% 0.3% 0.7% 1.4%
ghostscript 0.0% 0.0% 0.0% 0.0% 0.1% 0.1% 0.2%
ispell 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
mad 0.0% 0.0% 0.8% 0.9% 0.9% 0.9% 0.9%
patricia 0.0% 0.0% 0.1% 0.2% 0.3% 0.3% 0.3%
quicksort 0.0% 0.0% 0.0% 0.0% 0.1% 0.1% 0.1%
rsynth 0.0% 0.0% 0.0% 0.0% 0.0% 0.1% 0.1%
stringsearch 0.2% 0.2% 0.2% 0.2% 0.2% 0.2% 0.2%
susan.corners 0.0% 0.0% 0.0% 0.0% 0.0% 0.1% 0.1%
susan.edges 0.0% 0.0% 0.0% 0.0% 0.0% 0.1% 0.1%
susan.smoothing 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
tiff2bw 0.0% 0.0% 2.4% 3.6% 3.7% 3.7% 3.7%
tiffdither 0.0% 0.0% 0.6% 0.8% 0.8% 0.8% 0.8%
tiffmedian 0.0% 0.0% 0.2% 1.9% 2.0% 2.0% 2.0%
tiff2rgba 0.0% 0.0% 0.5% 1.7% 3.2% 3.3% 3.3%
typeset 0.0% 0.0% 0.0% 0.0% 0.2% 0.6% 1.3%

smallest cache size studied—2 KB—and route the 256 most accessed lines to that
cache when splitting the heap. This approach should give us a significant energy re-
duction without compromising performance.

This approach for determining what data is routed to the small cache does require
some refinement. In practice, the compiler would use a profiling run of the application
to determine the appropriate caching strategy, applying a well-defined heuristic to the
profiling data. We use a simple heuristic in this work to show the potential effective-
ness of our caching strategies; a more refined method would likely yield better results.



110 M.J. Geiger, S.A. McKee, and G.S. Tyson

4 Experiments

The previous section motivates the need for two separate heap caches, one large and one
small, to accommodate the needs of all applications. As shown in Table 1, many appli-
cations have small heap footprints and therefore do not require a large heap cache; in
these cases, we can disable the large cache and place all heap data in the smaller struc-
ture. This approach will reduce dynamic energy by routing accesses to a smaller struc-
ture and reduce static energy by decreasing the active cache area. Applications with
large heap footprints are more likely to require both caches to maintain performance.
We showed in Table 2 that most heap references access a small subset of the data; by
keeping this hot data in the smaller structure, we can save dynamic energy. In all cases,
we can further lower static energy consumption by making the caches drowsy.

Our simulations use a modified version of the SimpleScalar ARM target [17]. We
use Wattch [18] for dynamic power modeling and Zhang et al.’s HotLeakage [19] for
static power modeling. HotLeakage contains a detailed drowsy cache model, which
was used in [20] to compare state-preserving and non-state-preserving techniques for
leakage control. HotLeakage tracks the number of lines in both active and drowsy
modes and calculates leakage power appropriately. It also models the power of the
additional hardware required to support drowsy caching. All simulations use an in-
order processor model similar to the Intel StrongARM SA-110 [1].

Table 6 shows simulation results for region-based caches using three different heap
cache configurations: a large (32KB) unified heap cache, a small (2KB) unified heap
cache, and a split heap cache using both the large and small caches. We present normal-
ized energy and performance numbers, using a single 32KB direct-mapped L1 data
cache as the baseline. Because all region-based caches are direct-mapped to minimize
energy consumption, we use a direct-mapped baseline to ensure a fair comparison. The
shaded cells indicate the best heap caching method for each application. To choose the
most effective configuration, we calculate the energy-delay product ratio [21] for each
configuration, using the cache organization that yields the lowest value.

As expected, using the small heap cache and disabling the large offers the best en-
ergy savings across the board. Most applications consume over 70% less energy in
this case; the only exceptions are the susan.corners and susan.edges applications,
which suffer the worst performance losses of any applications under this configura-
tion. 18 of the 34 applications in the MiBench suite experience performance losses of
less than 1%, including ghostscript, mad, patricia, rsynth, and susan.smoothing—all
applications with large heap footprints. This result suggests that heap data in theseap-
plications have good locality characteristics and are frequently accessed while present
in the cache. Another application, quicksort, suffers significant performance losses for
all configurations due to an increased number of stack misses, and therefore still
benefits most from using the small heap cache. In all of these cases, we gain substan-
tial energy savings with virtually no performance loss, reducing overall energy con-
sumption by up to 79%. Several applications actually experience small speedups, as
indicated by the negative values for performance loss. These speedups result from re-
duced conflict between regions.

For those applications that suffer substantial performance losses with the small
cache alone, the split heap cache offers a higher-performance alternative that still
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Table 6. Energy and performance results for various non-drowsy heap caching configurations:
a large unified heap cache, a small unified heap cache, and a split heap cache employing both
large and small caches. The baseline is a 32KB direct-mapped unified L1 data cache. Shaded
cells indicate the most effective heap caching method for each application.

Split heap cache
32KB heap cache 2KB heap cache (2KB hot/32KB cold)
Benchmark Normalized | Execution | Normalized Execution Normalized | Execution
total time total time total time
energy increase energy increase energy increase
adpcm.encode 0.92 0.40% 0.25 0.40% 0.80 0.40%
adpcm.decode 0.89 0.26% 0.25 0.26% 0.75 0.26%
basicmath 0.64 0.90% 0.25 1.08% 0.64 1.08%
blowfish.decode 0.62 0.39% 0.24 0.40% 0.58 0.40%
blowfish.encode 0.62 0.40% 0.24 0.41% 0.58 0.41%
bitcount 0.75 0.00% 0.26 0.00% 0.75 0.00%
jpeg.encode 0.77 -0.13% 0.25 4.89% 0.70 3.66%
CRC32 0.65 -0.38% 0.24 -0.38% 0.57 -0.38%
dijkstra 0.78 0.58% 0.24 6.84% 0.62 6.84%
jpeg.decode 0.88 -0.12% 0.23 11.70% 0.65 9.99%
FFT 0.72 7.32% 0.29 32.26% 0.71 7.64%
FFT.inverse 0.69 511% 0.28 22.45% 0.69 5.33%
ghostscript 0.65 -0.21% 0.24 0.11% 0.60 -0.11%
ispell 0.62 -0.03% 0.25 2.83% 0.61 0.36%
mad 0.77 -0.26% 0.23 0.28% 0.61 0.10%
patricia 0.68 0.20% 0.25 0.63% 0.68 0.57%
pgp.encode 0.63 0.04% 0.25 0.04% 0.64 0.04%
pgp.decode 0.62 0.00% 0.25 0.02% 0.64 0.00%
quicksort 0.93 22.47% 0.29 21.42% 0.92 22.62%
rijndael.decode 0.66 0.94% 0.24 1.29% 0.55 1.29%
rijndael.encode 0.64 0.49% 0.24 0.84% 0.55 0.84%
rsynth 0.66 0.73% 0.24 0.97% 0.56 0.92%
stringsearch 0.68 -0.09% 0.25 0.03% 0.68 0.04%
sha 0.66 0.09% 0.26 0.09% 0.69 0.09%
susan.corners 0.90 -2.21% 0.50 250.85% 0.73 -2.14%
susan.edges 0.90 -0.98% 0.35 115.70% 0.76 -0.89%
susan.smoothing 0.78 -0.04% 0.23 0.67% 0.63 0.00%
tiff2bw 1.09 -0.04% 0.21 2.11% 0.83 0.86%
tiffdither 0.93 -0.19% 0.24 7.19% 0.75 1.51%
tiffmedian 1.00 2.88% 0.22 4.54% 0.79 3.17%
tiff2rgba 1.08 -0.60% 0.24 32.04% 0.89 -0.33%
gsm.encode 0.62 0.00% 0.24 0.03% 0.58 0.03%
typeset 0.80 -0.16% 0.23 4.78% 0.75 0.56%
gsm.decode 0.76 0.01% 0.25 0.04% 0.68 0.04%

saves some energy. The most dramatic improvements can be seen in susan.corners
and susan.edges. With the large heap cache disabled, these two applications see their
runtime more than double; with a split heap cache, they experience small speedups.
Other applications, such as FFT and tiff2rgba, run over 30% slower with the small
cache alone and appear to be candidates for a split heap cache. However, the energy
required to keep the large cache active overwhelms the performance benefit of split-
ting the heap, leading to a higher energy-delay product.

Table 7 shows simulation results for drowsy heap caching configurations. In all
cases, we use the ideal drowsy intervals derived in [2]—for the unified heap caches,
512 cycles; for the split heap cache, 512 cycles for the hot heap cache and 1 cycle for
the cold heap cache. The stack and global caches use 512 and 256 cycle windows, re-
spectively. Note that drowsy caching alone offers a 35% energy reduction over a non-
drowsy unified cache for this set of benchmarks [2].
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Table 7. Energy and performance results for various drowsy heap caching configurations: a
large unified heap cache, a small unified heap cache, and a split heap cache employing both
large and small caches. The baseline is a 32KB direct-mapped unified L1 data cache with a 512
cycle drowsy interval. Shaded cells indicate the most effective heap caching method for each
application.

32KB heap cache 2KB heap cache (2§g|':123;g'€§f:: d)
Benchmark Normalized | Execution | Normalized Execution Normalized | Execution
total time total time total time

energy increase energy increase energy increase
adpcm.encode 0.58 0.79% 0.21 0.79% 0.26 0.45%
adpcm.decode 0.57 0.65% 0.21 0.65% 0.25 0.48%
basicmath 0.29 1.01% 0.23 1.20% 0.26 1.11%
blowfish.decode 0.33 0.44% 0.23 0.45% 0.24 0.20%
blowfish.encode 0.33 0.47% 0.23 0.48% 0.24 0.23%
bitcount 0.33 0.00% 0.23 0.00% 0.27 -0.04%
jpeg.encode 0.48 -0.04% 0.21 4.83% 0.29 3.59%
CRC32 0.38 -0.36% 0.22 -0.36% 0.24 -0.73%
dijkstra 0.55 0.82% 0.21 6.91% 0.24 5.99%
jpeg.decode 0.73 -0.10% 0.19 11.70% 0.31 9.76%
FFT 0.33 7.27% 0.23 31.99% 0.27 7.35%
FFT.inverse 0.31 5.08% 0.23 22.28% 0.27 5.11%
ghostscript 0.37 -0.11% 0.22 0.22% 0.26 -0.40%
ispell 0.31 0.01% 0.23 2.84% 0.25 0.19%
mad 0.53 -0.11% 0.21 0.47% 0.26 0.09%
patricia 0.32 0.23% 0.23 0.78% 0.27 0.62%
pgp.encode 0.27 0.04% 0.23 0.04% 0.26 0.00%
pgp.decode 0.27 0.00% 0.23 0.02% 0.26 -0.03%
quicksort 0.39 22.43% 0.23 21.38% 0.29 22.48%
rijndael.decode 0.42 1.52% 0.22 1.99% 0.24 1.81%
rijndael.encode 0.40 0.98% 0.22 1.50% 0.24 1.29%
rsynth 0.41 0.87% 0.22 1.13% 0.25 0.65%
stringsearch 0.31 0.10% 0.23 0.22% 0.26 0.20%
sha 0.27 0.14% 0.23 0.14% 0.26 0.14%
susan.corners 0.73 -2.21% 0.22 250.32% 0.45 -1.96%
susan.edges 0.73 -0.98% 0.20 115.61% 0.48 -0.67%
susan.smoothing 0.57 -0.04% 0.20 0.76% 0.33 -0.39%
tiff2bw 1.00 -0.05% 0.16 2.78% 0.55 1.15%
tiffdither 0.73 0.11% 0.19 7.44% 0.39 2.43%
tiffmedian 0.86 2.91% 0.17 4.99% 0.50 3.36%
tiff2rgba 1.00 -0.60% 0.16 32.04% 0.68 0.05%
gsm.encode 0.34 0.01% 0.22 0.05% 0.24 -0.14%
typeset 0.62 -0.12% 0.20 4.99% 0.52 2.16%
gsm.decode 0.43 0.01% 0.22 0.05% 0.25 -0.17%

Although all caches benefit from the static power reduction offered by drowsy
caching, this technique has the most profound effect on the split heap caches. Drowsy
caching all but eliminates the leakage energy of the large heap cache, as it contains
rarely accessed data with low locality and is therefore usually inactive. Since the
small cache experiences fewer conflicts in the split heap scheme than by itself, its
lines are also less active and therefore more conducive to drowsy caching. Both tech-
niques are very effective at reducing the energy consumption of these benchmarks.

Drowsy split heap caches save up to 76% of the total energy, while the small
caches alone save between 77% and 84%. Because drowsy caching has a minimal
performance cost, the runtime numbers are similar to those shown in the previous ta-
ble. The small cache alone and the split heap cache produce comparable energy-delay
values for several applications; ispell is one example. In these cases, performance-
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conscious users can employ a split heap cache, while users desiring lower energy con-
sumption can choose the small unified heap cache.

Shrinking the large heap cache further alleviates its effect on energy consumption.
The data remaining in that cache is infrequently accessed and can therefore tolerate an
increased number of conflicts. Table 8 shows simulation results for two different split
heap configurations—one using a 32KB cache for cold heap data, the other using an
8KB cache—as well as the 2KB unified heap cache. All caches are drowsy. The uni-
fied cache is still most efficient for the majority of applications, but shrinking the cold
heap cache narrows the gap between unified and split heap configurations. Applica-
tions such as jpeg.decode and tiff2rgba, which contain a non-trivial number of ac-
cesses to the cold heap cache, see the greatest benefit from this modification, with
tiff2rgba consuming 37% less energy with the smaller cold heap cache. Overall, these
applications save between 69% and 78% of the total energy.

Table 8. Energy and performance results for different drowsy heap caching configurations: a
small heap cache alone, and split heap caches using 32KB and 8KB caches for low-locality heap
data. The baseline is a 32KB direct-mapped unified L1 data cache with a 512 cycle drowsy inter-
val. Shaded cells indicate the most effective heap caching method for each application.

Split heap cache Split heap cache
2KB heap cache (2KB hot/32KB cold) (2KB hot/8KB cold)
Benchmark Normalized Execution Normalized | Execution | Normalized | Execution
total time total time total time
energy increase energy increase energy increase
adpcm.encode 0.21 0.79% 0.26 0.45% 0.22 0.45%
adpcm.decode 0.21 0.65% 0.25 0.48% 0.22 0.48%
basicmath 0.23 1.20% 0.26 1.11% 0.24 1.11%
blowfish.decode 0.23 0.45% 0.24 0.20% 0.23 0.20%
blowfish.encode 0.23 0.48% 0.24 0.23% 0.23 0.23%
bitcount 0.23 0.00% 0.27 -0.04% 0.24 -0.04%
jpeg.encode 0.21 4.83% 0.29 3.59% 0.24 3.63%
CRC32 0.22 -0.36% 0.24 -0.73% 0.22 -0.73%
dijkstra 0.21 6.91% 0.24 5.99% 0.22 5.99%
jpeg.decode 0.19 11.70% 0.31 9.76% 0.22 9.99%
FFT 0.23 31.99% 0.27 7.35% 0.25 11.79%
FFT.inverse 0.23 22.28% 0.27 511% 0.24 8.20%
ghostscript 0.22 0.22% 0.26 -0.40% 0.24 -0.35%
ispell 0.23 2.84% 0.25 0.19% 0.24 0.68%
mad 0.21 0.47% 0.26 0.09% 0.22 0.10%
patricia 0.23 0.78% 0.27 0.62% 0.24 0.63%
pgp.encode 0.23 0.04% 0.26 0.00% 0.24 0.00%
pgp.decode 0.23 0.02% 0.26 -0.03% 0.24 -0.03%
quicksort 0.23 21.38% 0.29 22.48% 0.25 21.73%
rijndael.decode 0.22 1.99% 0.24 1.81% 0.22 1.81%
rijndael.encode 0.22 1.50% 0.24 1.29% 0.23 1.29%
rsynth 0.22 1.13% 0.25 0.65% 0.22 0.64%
stringsearch 0.23 0.22% 0.26 0.20% 0.24 0.19%
sha 0.23 0.14% 0.26 0.14% 0.24 0.14%
susan.corners 0.22 250.32% 0.45 -1.96% 0.27 48.34%
susan.edges 0.20 115.61% 0.48 -0.67% 0.27 22.48%
susan.smoothing 0.20 0.76% 0.33 -0.39% 0.24 -0.38%
tiff2bw 0.16 2.78% 0.55 1.15% 0.27 1.92%
tiffdither 0.19 7.44% 0.39 2.43% 0.25 2.57%
tiffmedian 0.17 4.99% 0.50 3.36% 0.26 4.01%
tiff2rgba 0.16 32.04% 0.68 0.05% 0.31 3.61%
gsm.encode 0.22 0.05% 0.24 -0.14% 0.23 -0.14%
typeset 0.20 4.99% 0.52 2.16% 0.29 3.30%
gsm.decode 0.22 0.05% 0.25 -0.17% 0.23 -0.17%
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5 Conclusions

In this paper, we have evaluated a new multilateral cache organization designed to tai-
lor cache resources to the individual reference characteristics of an application. We
examined the characteristics of heap data for a broad suite of embedded applications,
showing that the heap data cache footprint vary widely. To ensure that all applications
perform well, we maintain two heap caches: a small, low-energy cache for frequently
accessed heap data, and a larger structure for low-locality data. In the majority of em-
bedded applications we studied, the heap footprint is small and the data possesses
good locality characteristics. We can save energy in these applications by disabling
the larger cache and routing data to the smaller cache, thus reducing both dynamic en-
ergy per access and static energy. This modification incurs a minimal performance
penalty while reducing energy consumption by up to 79%. Those applications that do
have a large heap footprint can use both heap caches, routing a frequently-accessed
subset of the data to the smaller structure. Because a small number of addresses ac-
count for the majority of heap accesses, we can still reduce energy with both heap
caches active—using up to 45% less energy—while maintaining high performance
across all applications. When we implement drowsy caching on top of our split heap
caching scheme, we can achieve even greater savings. With drowsy heap caches, dis-
abling the larger structure allows for energy reductions between 77% and 84%, while
activating both heap caches at once allows us to save up to 78% of the total energy.

In the future, we plan to further explore a few different aspects of this problem. We
believe there is room for improvement in the heuristic used to determine which data
belongs in which cache; we intend to refine that process. Also, the studies we ran us-
ing Cheetah suggest we can significantly lower the heap cache miss rate by reducing
conflicts within it. We plan to investigate data placement methods as a means of en-
suring fewer conflicts and better performance.
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Abstract. A streaming floating-point sparse-matrix compression which forms a
key element of an accelerator for finite-element and other linear algebra appli-
cations is described. The proposed architecture seeks to accelerate the key per-
formance-limiting Sparse Matrix-Vector Multiplication (SMVM) operation at
the heart of finite-element applications through a combination of a dedicated
datapath optimized for these applications with a streaming data-compression
and decompression unit which increases the effective memory bandwidth seen
by the datapath. The proposed format uses variable length entries which con-
tain an opcode and optionally an address and/or non-zero entry. System simula-
tions performed using a cycle-accurate C++ architectural model and a database
of over 400 large symmetric and unsymmetric matrices containing up to 20M
non-zero elements (and a total of 226M non-zeroes) demonstrate that a 20% av-
erage effective memory bandwidth performance improvement can be achieved
using the proposed architecture compared with published work, for a modest
increase in hardware resources.

1 Introduction

Many scientific and engineering problems require the solution of linear systems of
equations of the form A * x = y, where A is the coefficient matrix of the system and

x is a vector of unknowns and y is a vector of scalar known values. In practice A is
large and sparse for real-world problems. A range of iterative methods is used de-
pending on the nature of the problem to be solved and multiple solvers are normally
included in commercial and public domain applications based on these methods.

Most implementations of iterative methods [1] and the linear algebraic operations
on which they are based have to date been software implementations commonly im-
plemented in the form of FORTRAN, C or C++ mathematical libraries which make
use of the IEEE-754 [2] compliant floating point units (FPUs) included as part of high
performance computing systems, microprocessors and workstations. Examples of
such libraries include BLAS, ATLAS, MTL/ITL [3] and SPARSITY. All mathemati-
cal libraries in common use make use of data-structures to store sparse matrices effi-
ciently and thus can be regarded as a form of compression.

The focus of this paper is on scientific and engineering applications primarily be-
cause a large body of test data is available for such problems [4][5][6]. However,
linear algebra is emerging as enabling functionality in a range of applications such as

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 116 -[129, 2005.
© Springer-Verlag Berlin Heidelberg 2005
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spam-filtering [7] and face-recognition [8] which are embedded into infrastructural
products today and may well find their way into more deeply embedded and even
mobile devices in the future.

2 Related Work

Published works relevant to this work can be subdivided into four categories:

Limitations of Existing Architectures
Sparse Matrix Compression

Trivial Arithmetic

Special Purpose Computers (SPCs)

2.1 Limitations of Existing Architectures

The trend in processor micro-architectures has changed in the past 2-3 years, due to
the difficulties in scaling deep sub-micron technologies, and currently all of the lead-
ing microprocessor manufacturers are moving away from technology scaling as the
sole means of increasing performance, and towards new parallel architectures as a
means of sustaining performance increases. In any case extensive work in the area of
iterative solvers [9] for a range of applications on modern microprocessors has dem-
onstrated that such architectures deliver less than 10% and often less than 1% of the
quoted peak performance on such applications. The reason for this is the poor value
reuse in the SMVM operation, where in practice for large real-world problems only
the vectors containing the initial guess and result benefit from caching with the result
that the processor spends most of its time waiting for 96-bit or 128-bit sparse-matrix
entries (depending on storage format) to be fetched from external SDRAM over a 32-
bit bus.

In fact the widening gap [10] between available memory bandwidth and processor
performance seems to be relatively immune to process scaling and DRAM architec-
tures have not evolved at a rate which keeps pace with CPU performance owing to in
part to the commodity status of the DRAM business. In order to improve the effec-
tive memory bandwidth seen by any processor in a given process-technology interfac-
ing to a common memory technology it was decided to investigate what, if anything,
could be done to transparently implement streaming sparse-matrix compression on the
way from memory to the processor and vice versa. In the case of the SMVM (Sparse-
Matrix Vector Multiplication) in the context of an iterative solver the compression
can be performed once and decompression may occur multiple times as most iterative
methods take time to converge (require multiple SMVM operations) to solve non-
trivial systems of equations.

2.2 Sparse Matrix Compression

A good overview of sparse-matrix storage methods employed in software libraries is
given in [11]. These schemes typically consist of storing only the non-zero matrix
entries along with the coordinates of those entries. In order to access the contents of
the sparse matrix entry the row/column address reference must first be fetched and
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this reference is then used to read the data value from a dense array of data values.
All of the schemes in common use are variants of either row (compressed Row Stor-
age CRS) or column major (Compressed Column Storage CCS) storage and assume
that the data-structure needs to be fully random access. In CRS format each value is
stored in a list structure together with its column index, and an additional structure
containing pointers to the start of rows is also maintained. In this type of structure
any column within a given row can be accessed efficiently allowing rapid traversal of
the matrix on a row-wise basis. The same principle holds for CCS except that the
matrix is traversed on a column-wise basis. All of these schemes operate at a word-
level which is easy to map to a processor datapath and allows full random access.

In terms of recent work relevant to the topic of sparse-matrix compression a
scheme outlined by Koster in [12] and called Incremental CCS (ICCS), makes use of
relative rather than absolute row/column references is 30% faster than CCS (fewer
instructions in critical loop). A number of other schemes have been proposed in [13]
which make use of other arithmetic coding techniques such as run-length encoding in
order to achieve additional compression. A similar technique has been applied to the
lossless compression of single-precision floating-point meshes in computer graphics
application as outlined by Isenburg in [14]. However, to date, no such scheme ap-
pears to have been implemented in hardware although work by Isenburg et al. contin-
ues on the implementation of a streaming version of their compression scheme aimed
at reducing memory requirements and increasing compression speed.

2.3 Trivial Arithmetic

According to Richardson in [15] a significant number of trivial computations are
performed during the execution of processor benchmarks and other numerically inten-
sive applications. By trivial computations Richardson intended those that can be
simplified or where the result is zero, one, or equal to one of the input operands. It
was shown that for certain programs studied, up to 67% of operations were trivial and
fast detection and evaluation of these trivial operations using dedicated hardware in
the pipeline yielded significant speedup. However, to date, work on the exploitation
of trivial operands appears to be focused on dynamically occurring trivial operands in
the pipeline rather than static trivial operands occurring in the input data and no pub-
lished work appears to detail the exploitation of trivial operands in sparse-matrix
compression. Furthermore as the detection of and bypass of dynamically occurring
trivial operands introduces problems of its own (ex. Pipeline bubbles due to the dif-
ference in FPU latency between trivial and non-trivial paths) such features have, to
date, not appeared in commercial architectures.

2.4 Special Purpose Computers (SPC)

In the case of special purpose computer architectures such as White Dwarf [16], and
SPAR [17] and more recently ILLIAD [18] customised sparse-matrix formats have
been defined to which the architectures have been tuned in order to provide an overall
increase in performance compared with software libraries running on general purpose
processors (GPPs). SPC architectures have failed to become established in the face of
the huge strides made in the design and manufacture of general purpose processors
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from the mid-1980s with the introduction of RISC architectures and advanced process
technologies.

3 Analysis of Sparse Matrix Data and Addresses

Relatively little has been published in the area of benchmarks for SMVM hardware
architectures with the exception of [19]. In this work an effort was undertaken to
construct a more extensive superset of the D-SAB database including very large prob-
lems. In order to evaluate potential compression and decompression strategies a data-
base of over 400 symmetric and unsymmetric sparse coordinate matrices drawn from
the Matrix-Market [5] and University of Florida (UF) matrix-collection [4] was pro-
filed in order to determine the relative Row/Column offsets between matrix entries,
and the number of trivial (compressible) non-zero matrix entries. And for the purpose
of this work the definition of a trivial operand was expanded to include the following
cases:

e trivial (4+/-1) sparse-matrix entries
e +/-1e2" sparse-matrix entries
e normalised sparse-matrix mantissae containing trailing zeroes

Initially the potential for non-zero data compression was evaluated for the complete
matrix. It was found that out of the over 400 sparse matrices simulated, 129 show
potential for compression of over 5% by compressing non-zero data values alone. An
un-weighted average compression of 7.9% can be achieved for full matrix set as
shown in Table 1.

Table 1. Data-only Compression

+/-1% | exp % | 5-bit %| 10-bit % | 21-bit % | 52-bit % | compr % | triv %

min 0.0% 0.0%| 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
typ 5.1% 2.0%| 0.0% 0.0% 5.5% 85.2% 7.9%| 12.6%
max | 86.0%| 92.2%| 0.0% 0.0%| 100.0%| 100.0% 66.7%| 100.0%

It was also found that in the current matrix set none of the non-zero data values
which contain a mantissa (ie not powers of 2) had less than 11-bits. Having estab-
lished that the potential for compression based on the non-zero entries alone it was
decided that the potential for compressing row and column addresses be assessed
separately. Again by profiling the complete matrix database it was found that the
average offset between successive columns in the set was at least 1 and a maximum of
4 which would allow column address displacements to be significantly reduced from
the 32-bits required by conventional schemes.

As might be expected the variation in row-address displacements proved to be
much larger than that in column addresses. In the complete set of over 400 matrices it
was found that the maximum address range required for row addresses could be rep-
resented by 19-bits. In fact with the exception of but a few of the 100 worst-case
matrices it can be seen that a row address range of 15 bits would allow all addresses
to be represented as absolute addresses. Surprisingly no particular correlation was
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found between row- address displacement and matrix size. In summary it was found
that 19-bit relative addressing covers 100% of non-zero row entries in a column for
entire matrix set, whilel4-bit relative addressing would cover 60% (worst-case) of
non-zero entries for entire set. This represents 30% saving in address mem-
ory/bandwidth. In terms of column Addressing the worst case offset between succes-
sive columns is 4 requiring 2-bits, but the memory saving is modest because there are
only N columns.

Finally the same collection was profiled to assess the potential for combined
data/address compression. It was found that there is a large additional gain in terms
of the percentage compression achievable by compressing row and column addresses
in addition to non-zero data. Furthermore the potential for address compression is
common to all matrices from the 400+ matrix set and not just the 25-30% which have
potential for lossless data-compression.

4 Proposed Architecture

As shown in 16, compact formats such as CCS and RCS introduce three distinct types
of overhead in accessing stored sparse-matrix data.

e High memory bandwidth
e Indirect accesses
e Short vector lengths

The SPAR format is a loose derivative of the CMNS format which introduces zero
entries into the array of non-zero entries, which denote the end of each column. It is
also augmented by the addition of a next-column entry to the address structure. The
resultant SPAR data-structures are shown in Fig.1.

-T
]i”'T[kll k3 0.0ky, ksy 0.0 ks ks ks3 0.0k, 0.0k ks kss]
R [132253135445235]

Fig. 1. SPAR Data-Structure

The matrix-vector multiplication routine which operates on the SPAR data-
structures is given below:

for (index=1; index <N_+N-1; index++) {

if (K,[index]==0.0) column=R[index];

else v[R[index]] = v[R[index]] +K [index]*pl[column];
}

For this reason it was decided to base the proposed storage format and compression
scheme as well as the data-path on the SPAR architecture. The main difference be-
tween the proposed format and SPAR is that SPAR uses fixed-length 96-bit entries
whereas the proposed format used variable length entries which contain an opcode
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and optionally an address and/or non-zero entry. In terms of the streaming compres-
sion the objective was to improve over the SPAR scheme in terms of the storage and
memory requirements, and more importantly in terms of the sustained performance
which is limited in part by memory bandwidth in accessing the sparse-matrix data.
The name given to the modified SPAR architecture is FIAMMA or Finite Iterative
Arithmetic Matrix Mathematics Accelerator. The requirements for the design of the
compression scheme were as follows:

e Maximise compression while minimising overhead (coding efficiency)

e Minimise encoder complexity, and maximise speed

e Minimise decoder complexity, and maximise speed

e Minimise re-ordering (numerical matching to software/hardware reference)

e Simple to implement in both hardware and software

¢ Single-pass algorithm suitable for streaming operation (minimal storage)

In order to be able to incorporate control information to implement the compression
scheme along with the sparse matrix data it was decided that 5-bits from the 32-bit
address-word defined in SPAR be used as an opcode to control the decompression of
the compressed data. The 5-bit opcode format chosen is shown in Table 2.

Table 2. FIAMMA Opcode Format

5-bit opcode
Opcode | M| AL | ML Matrix-Entry
VAM 0 | x| x] x| x |addr/sign+exp+mantissa
TRU 1 | x| x| 0] 0 |addritrivial +/-1
TRE 1 | x| x] 0 1 |addrftrivial sign+exp
CLU 1 [ x| x] 1] 0 |end-of-column marker
RES 1 [ x| x] 1] 1 |reserved opcodes

As can be seen four opcodes and 4 reserved opcodes are encoded into 5-bits. The
Address-Length (AL) and Mantissa Length (ML) fields within the 5-bit opcode tell the
decoder the length of the encoded address and data so they can be efficiently decoded to
reconstruct the uncompressed 27-bit address and 64-bit double-precision non-zero ma-
trix entries without incurring any loss in numerical precision. The Address Length (AL)
encoding is shown in Table 3 and allows the 2 bits to encode for 4 discrete lengths of
address which can be chosen by the encoder in such a manner as to maximise address
compression while ensuring no address information is lost. Along similar lines the
Mantissa-Length (ML) 2-bit field encodes the 4 lengths shown in Table 4.

Table 3. Address-Length (AL) Encoding

AL [Length
00 27
01 19
10 11
11 3
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Table 4. Mantissa-Length (ML) Encoding

ML [Length
00 13
01 26
10 39
11 52

The important feature of this encoding scheme is that the maximum length of an
encoded address/data packet is 96-bits, and this combined with the length of the ex-
ternal memory subsystem word of 96-bits allows the design of the decoder to be
simplified in that it can be guaranteed to be able to extract a single address/data pair
as long as it has two 96-bit encoded words within it’s internal memory. It will be
shown later that while these numbers can be fixed there is an advantage to tuning
them to a particular data-set in order to maximise the compression achieved. Also the
96-bit format allows backwards compatibility with the SPAR storage format allowing
random access to matrix data stored in SPAR format using the same hardware and
appropriate control logic.

Following extensive experimentation attempting to combine shortened mantissae
and addresses within the limits of a 96-bit word it was decided that in order to maxi-
mise the potential for compression, compressed words should be allowed to straddle
the boundary between 2 contiguous 96-bit words stored in external memory. This
refinement complicates the compression and decompression logic but allows for
much higher compression to be achieved. Importantly as the address/non-zero pairs
are compressed and inserted in the data-structure in the same order as they arrive the
compression scheme does not have the disadvantage of reordering non-zero entries
which can lead to different results compared to software reference platforms owing to
the accumulated effects of rounding in the IEEE-754 compliant FPU. This feature is
very desirable in that it simplifies comparisons with reference software implementa-
tions, in that the rounding behaviour is identical to a software SMVM operation.

Finally, in the SPAR architecture the lack of support for symmetric matrix storage
means that memory storage and memory bandwidth requirements are doubled com-
pared to a symmetric storage scheme and the floating-point performance of a SPAR
system without support for symmetric storage will be roughly half that of a an archi-
tecture which does have native support for sparse matrices. Essentially an architec-
ture which stores symmetric matrices non-zero entries only once achieves almost 50%
data/address compression. As can be seen in Table 2 in the case of +/-1 values with
short row-address displacements the compression achieved can be very high where
one such compressed entry occupies 9/96 of the memory required in the SPAR
scheme. The additional benefit of compression is that more matrix-data can be
fetched in a single cycle from external memory than would be the case in an uncom-
pressed system. In the case of trivial +/-1s this could approach 10.67 (96/9) times the
effective memory bandwidth of an unmodified SPAR architecture, assuming matrix
compression and decompression does not become the system bottleneck. Similarly
column updates which require 96-bits in a SPAR system require 9-bits in a FIAMMA
system as the CLU opcode rather than the detection of a 64-bit 0.0 value denotes the
end of a matrix-column.



Streaming Sparse Matrix Compression/Decompression 123

As the proposed scheme does not alter the order of non-zero elements in the A-
matrix and their associated row indices the compression has no degenerative effect on
the performance of SPAR and the increase in matrix effective memory bandwidth
translates directly into increased effective FPU utilisation.

4.1 Data Compression Implementation

Matrix compression is performed in a streaming manner on the matrix data as it is
downloaded to the accelerator in a single pass rather than requiring large amounts of
buffer memory allowing for a low cost implementation with minimal local storage
and complexity. Where as in principle the compression can be implemented in soft-
ware, in practice this may become a performance bottle-neck given the reliance of the
compression scheme on the manipulation of 96-bit integers which are ill-suited to a
microprocessor with a 32-bit data-path and result in rather slow software compres-
sion. The matrix compression logic consists of the following distinct parts:

Delta-Address Calculation

Address Compression

Data Masking

Compressed Entry Insertion (Write)
e Compressed Entry Retrieval (Read)

In current SMVM units whether implemented in hardware or software addresses are
stored as absolute addresses; this is wasteful in terms of storage when based on the
storage requirements of a large database of sparse matrices. The savings from such a
scheme are significant and are easily implemented in hardware, both in terms of con-
version from absolute to relative addresses and vice versa. The Delta-Address Com-
pression logic keeps a record of the row and column base addresses as row or column
input addresses are written to the block. These base addresses are then subtracted
from the input address to produce an output delta-address under the control of the
col_end input so the correct delta-value is produced in each case. Subtracting ad-
dresses in this manner ensures that the minimum memory possible is used to store
address information corresponding to row or column entries as only those bits which
change between successive entries need be stored rather than the complete address.
The first stage in the compression of the address/non-zero sparse-matrix entries is to
compress the address portion of the entry. The scheme employed is to determine the
length of the delta-address computed previously so that the address portion of the
compressed entry can be left-shifted to remove leading zeroes. Given the trade-off
between encoding overhead and compression efficiency following extensive simula-
tion it was decided that rather than allowing any 0-26-bit shift of the delta-address the
shifts would be limited to one of four possible shifts. This both limits the hardware
complexity of the encoder but also results in a higher compression factor being
achieved overall for the matrix database used to benchmark the architecture. Before a
shift to remove redundant leading bits in the delta-address can be performed the
length of the quantised shift required must first be computed as shown below
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addr_bits = log_2(a_ij.addr);

if (addr_bits>19) addr_comp = 3;

else if (addr_bits>11) addr_comp = 2;

else if (addr_bits> 3) addr_comp = 1;

else addr_comp = 0;

g _addr_bits = al_len[addr_comp];

v_addr = (a_ij.addr & ((l<<g_ addr_bits)-1));

In line 1 leading-one detection is performed and rounded up to the next highest power
of 2 to allow for the trailing bits in the address (achieved by adding an offset of 1 to
the position of the leading one). An efficient leading-one detector is described in
[20]. The addr_bits signal generated by the LOD is then compared using 3 magnitude
comparators to identify the shift range required to remove leading ones, and finally
the outputs of the comparators are combined as shown in Table 5 to produce a 2-bit
code.

Table 5. Delta-Address Encoder Truth-Table

addr_comp
addr>19 | addr>11| addr>3| [1] [0]
1 0 0 1 1
0 1 0 1 0
0 0 1 0 1
0 0 0 0 0

One key advantage of the address-range quantisation scheme is that the shifter con-
sists of 4 multiplexers implementing 3 simple hardwired shifts rather than a complex
bit-programmable shifter with many more multiplexers which would be required if
any shift in the range 0-26 bits were used in the compression scheme. Once an ad-
dress/data entry has been compressed into a shortened format must be inserted into
the FIAMMA data-structure in memory. The FIAMMA data-structure is a linear
array of 96-bit memory entries and in order to achieve maximum compression each
entry must be shifted so it is stored in a bit-aligned manner leaving no unused space
between it and the previous compressed entry stored in the FIAMMA array. There
are three cases which can occur in inserting a compressed address/non-zero word into
a 96-bit word within the FIAMMA data-structure in memory:

e The compressed entry when inserted leaves space for a following entry
within the current 96-bit FIAMMA entry

e The compressed entry when inserted fills all of the available bits within the
current 96-bit word

e The available bits in the current FFAMMA 96-bit memory word are not suffi-
cient to hold the compressed entry and part of the compressed entry will have
to straddle into the next 96-bit FIAMMA memory location
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One point worth noting is that the compressed entry insertion mechanism is independent
of the actual compression method utilised and hence other compression schemes such as
those detailed in [13] could in principle be implemented using the unmodified
FIAMMA data-storage structure as long as the compressed address/data entries fit
within the 96-bit maximum length restriction for compressed FIAMMA entries.

4.2 Data Decompression Implementation

As in the case of the data-compression path, decompression is performed in a stream-
ing manner on the compressed packets as they are read in 96-bit sections from exter-
nal memory. Performing decompression in a streaming fashion allows decompression
to be performed in a single pass without having to first read data into a large buffer
memory. The complete data and control path for data decompression is shown in
Fig. 2. As can be seen the decompression path consists of control logic which ad-
vances the memory read pointer (entry_ptr) and issues read commands to cause the
next 96-bit word to be read from external memory into the packet-windowing logic.
This is followed by address and data alignment shifters, the address shifter cor-
rectly extracts the delta-address and the data alignment shifter correctly aligns the
sign, exponent and mantissa for subsequent data masking and selection under
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Fig. 2. FIAMMA Decompression Path
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the control of the opcode decoder. In order to ensure that the opcode can be properly
decoded in all cases a 192-bit window must be maintained which straddles the boundary
between the present 96-bit packet being decoded and the next packet so the opcode can
always be decoded even if it straddles the 96-bit boundary. The windowing mechanism
is crucial to the proper functioning of the decompression logic as the opcode contains all
of the information required to correctly extract the address and data from the com-
pressed packet. The pseudocode for the packet-windowing logic is shown below:

available = (96 - bit_ptr);

if (available<96) u_c = (entries[entry_ ptr]l<<(96-
available)) | (entries[entry_ptr+l]l>>available);

else u_c = entries[entry ptr];

The decompression logic works by moving a 96-bit window over the compressed data
in the fiamma data-structure as the maximum opcode/addr/data packet length is al-
ways 96-bits in the compressed format so the next 96 bits is always guaranteed to
contain a compressed fiamma packet. The design consists of a comparator which
detects if the codeword straddles two 96-bit compressed words in memory. In the
event a straddle is detected a new data word is read from memory from the location
pointed to by entry_ptr+land the data-window is advanced, otherwise the current
data-window around entry_ptr is maintained in the two 96-bit registers. The contents
of the two 96-bit registers are then concatenated into a single 192-bit word which is
shifted by bit positions to the left in order that the opcode resides in the upper 5 bits of
the extracted 96-bit field so the decompression process can begin. In order for de-
compression to proceed correctly it must adjust the entry_ptr pointer which points to
the current 96-bit compressed word being operated on, and the bit_ptr pointer to the
beginning of the next opcode within that word. In order to correctly adjust these
pointers the length of the compressed word starting at location bit_ptr in the current
compressed entry must be determined using the opcode field pointer to by bit_ptr. A
simple look-up table is used to generate the len value used in the decompression con-
trol logic. The len value is then used to update the bit_ptr and entry_ptr values as
shown below:

available = (96 - bit_ptr);
full = len + bit_ptr;
if (full > 96) {
entry_ptr++;
bit_ptr = (len - available);
}
else if (full == 96) {
entry_ptr++;
bit_ptr = 0;
}

else bit_ptr += len;
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The address-field is decompressed by decoding the AL sub-field of the opcode which
always resides in the upper 5 bits of u_c[95:0], the parallel shifter having performed a
normalization shift to achieve this objective. Once the delta-address information has
been correctly aligned it must converted back to an absolute address by adding the
appropriate column or base address. A similar 96-bit shifter is used to correctly align
the compressed data and this together with data selection and masking logic allows
the original uncompressed non-zero data entries to be reconstructed in a lossless man-
ner. The estimated hardware cost of the streaming decompression logic is detailed in
Table 6 and comes to a total of around 4k gate equivalents assuming the 14 logic
levels between alignment shifter, data masking logic and data selection logic can
operate at the required clock-rate without pipelining. Assuming that the 192-bit
shifter is the critical path, each level of pipelining if required will introduce approxi-
mately 123 (96+27) pipeline flip-flops to add to the base 232 flip-flops.

Table 6. Decompressor Gate-count

Sub-Block FA |[Mux |Gates |FFs
control logic 100 16 712 40
packet windowing 16| 672] 2176] 192
addr alignment shifter 81 243

data alignment shifter 192 576

Data Masking Logic 74
Opcode Decoder 10

Data Selection Logic 128

Total 3791| 232

To put this in context, synthesis from SystemC RTL of the double-precision float-
ing-point multiplier reported in [21] comes in at approximately 75k gates, so the over-
head of the streaming decompression-logic comes to about 5% of that of an IEEE754
compliant double-precision multiplier. As can be seen from the table the dominant
block in terms of both logic-levels (critical path) and gate-count is the 192-bit shifter.
The implementation cost of the streaming compressor is of the same order as the
Decompressor and as previously can also be implemented in software in the host.

5 Results and Conclusions

In order to validate the proposed architecture a cycle-accurate C++ model was con-
structed. Previous related work on the design of floating-point adders and multipliers in
SystemC RTL detailed in [21] shows that no penalty is incurred in terms of hardware
efficiency by implementing designs in SystemC compared to Verilog or VHDL. The
model allows matrices to be stored in either unmodified SPAR format or FIAMMA
format and to be compared to a reference MTL SMVM (Sparse Matrix-Vector Multipli-
cation) implementation for the complete matrix set. The design is implemented as a set
of C++ classes which allow Matrix-Market files to be read and report files to be gener-
ated which can be read by a spreadsheet package. The model also includes a range of
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cache models allowing the architecture to be tuned for maximum performance by vary-
ing cache parameters such as line length and number of double precision entries per
line. System simulations using a C++ architectural model using a database of over 400
large symmetric matrices demonstrate that an average 20% increase in effective mem-
ory bandwidth can be achieved for sparse-matrices stored in the proposed format when
compared to the reference SPAR format. The same figure compares the ideal scheme
with that actually implemented in the C++ model. Importantly the improvement in
performance comes at a moderate incremental cost in terms of hardware which consists
primarily of adders, shifters and decoding logic as well as a few registers to store base
addresses used in the relative addressing scheme.

In order to improve the compression achieved by the implementation the distribu-
tion of delta-address lengths seen by statistical analysis of the matrix database showed
many of the address displacements were very short, for instance column address dis-
placements were on the order of a bit or two and the fact that even locally within rows
data tends to be clustered. For this reason two alternate address-length range encod-
ings corresponding to the opcode AL field were modeled as shown in Table 7.

Table 7. Opcode Address-Length (AL) Encoding

Coding Scheme | 11|10 | 01| 00
AL _enc_1 27| 24| 16| 8
AL _enc_2 27119 11]| 3

Simulation showed that the AL_enc_2 encoding scheme increased the average
compression achieved across the entire matrix database by approximately 3%. The
reason for this improvement in terms of average compression is the number of 3-bit
displacements in the matrix database is quite high, and quantizing them to 8-bit dis-
placements using the AL_enc_1 scheme is wasteful in terms of storage. The main
difference between the proposed format and SPAR is that SPAR uses fixed-length 96-
bit entries whereas the proposed format used variable length entries which contain an
opcode and optionally an address and/or non-zero entry. Overall the scheme works
by exploiting the fact that access to the matrix data-structure does not have to be ran-
dom access and this fact is exploited in order to compress matrix data in the same
order it will be accessed by the sparse matrix-vector multiplier thus leading to a sig-
nificant decrease in storage requirements and memory bandwidth.

Work on exponents has shown that there is potential to transform over 89% of the
exponents of non-zeroes from an 11-bit range to a 5 bit range by adding a constant off-
set as the bulk of the 226M non-zeroes in the 400+ matrices occur in a relatively narrow
range although the scheme implemented here does not include exponent compression.
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Abstract. Automatic memory management has been prevalent on
memory / computation constraint systems. Previous research has shown
strong interest in small memory footprint, garbage collection (GC) pause
time and energy consumption, while performance was left out of the spot-
light. This fact inspired us to design memory management techniques de-
livering high performance, while still keeping space consumption and re-
sponse time under control. XAMM is an attempt to answer such a quest.
Driven by the design decisions above, XAMM implements a variety of
novel techniques, including object model, heap management, allocation
and GC mechanisms. XAMM also adopts techniques that can not only
exploit the underlying system’s capabilities, but can also assist the opti-
mizations by other runtime components (e.g. code generator). This paper
describes these techniques in details and reports our experiences in the
implementation. We conclude that XAMM demonstrates the feasibility
to achieve high performance without breaking memory constraints. We
support our claims with evaluation results, for a spectrum of real-world
programs and synthetic benchmarks. For example, the heap placement
optimization can boost the system-wide performance by as much as 10%;
the lazy and selective location bits management can reduce the execution
time by as much as 14%, while reducing GC pause time on average by
as much as 25%. The sum of these techniques improves the system-wide
performance by as much as 56%.

1 Introduction

Java is increasingly prevalent on memory / computation constraint systems.
Accordingly there appears strong interest in deploying automatic memory man-
agement on these systems. The design philosophy for these systems differs from
that of desktops or servers. For example, desktop or server runtimes may trade-
off memory for performance. Nevertheless the top challenging task here is to
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design a system that always fits into a given space quota while, if possible, still
having acceptable response time and performance. Researchers have extensively
investigated in the aspects of memory footprint and GC pause time. Performance
is usually not their No.1 consideration.

This paper presents XAMM, a high-performance memory management sys-
tem optimized for platforms with Intel XScale”™ technology. We will describe
design decisions and implementation trade-offs that balance performance, mem-
ory usage and response time. Our test-bed platform positions at the high-end
spectrum of mobile devices, as such we may not consider the space limit ex-
tremely like [I5]; meanwhile XAMM is not targeted for real-time systems (e.g.
[7]), or rather it aims at applications that allow a worst-case response time of tens
of micro-seconds for a heap with tens of MBs. Our research focus is to boost the
performance as aggressive as possible, while still keeping memory consumption
and response time controlled.

The contributions of this paper are in describing the following distinguishing
aspects:

1. XAMM integrates a set of innovative but general techniques into one frame-
work, and shows the feasibility to excel in all the following design spaces
without compromising each other: high performance, small and predictable
memory usage, short average pause time, and simplicity of implementation.

2. XAMM adapts common memory management practices to exploit platform-
dependent features. For example, it modifies the classic mark-scan algorithm
to apply prefetching techniques.

3. XAMM leverages the knowledge of memory management to assist efficient
code generation. It expands the role of memory management to enable
system-wide optimizations.

The remainder of the paper is organized as follows. Section [2] presents the
high-level design of XAMM. Section [B] describes several innovative techniques
in XAMM. Section M discusses experimental results in support of our designs.
Section [ briefly describes related work, and Section [6] concludes the paper by
summarizing our findings.

2 XAMM Overview

XAMM is integrated with XORP, a clean-room runtime system designed specif-
ically for high performance and small memory footprint. XORP has full-fledged
support for two J2ME configurations, namely CLDC and CDC. Figure[l presents
the module view of XORP. Boxes with darker shadows are platform dependent;
the light-shadowed parts are configuration dependent and software-switchable;
and the rest parts are shared by all platforms and configurations. XORP VM
acts as the hub that connects different components. The execution engine em-
ploys an adaptive compilation scheme that has threaded interpreter and a JIT
run in parallel. Platform Abstract Layer conceals OS and architecture specifics
(e.g. threading and signaling) and exposes common interfaces to VM. Machine
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Fig. 1. XORP: the module view

Model instructs JIT and XAMM perform aggressive platform-related optimiza-
tions. XAMM consists of three modules, heap management, allocation and GC,
and Section [2 has a high-level overview of these modules.

2.1 Heap Management

As shown in Figure [[I XAMM is largely platform independent, but it is still
configurable by Machine Model and configurations. The VM-XAMM interface
defines a compact object model, and the one-word header design (explained
later) reduces space budget per object without sacrificing performance visibly.
The heap management employs an intelligent heap placement strategy, which
enables better code generation, and a hierarchical heap layout to meet allocation
requirements flexibly. The heap is composed of chunks, the allocation unit that
XAMM obtains from underlying system’s memory manager. Chunks are made
up of blocks, the place where XAMM allocates objects. Several contiguous blocks
may constitute a macro-block to accommodate large objects. When the heap is
too fragmented to afford contiguous blocks, our discrete array design can still
allocate large arrays into discrete blocks, while still accessing them efficiently.

2.2 Allocation

Segregated lists based allocation is widely used (e.g. [11][6]), for the sake of fast
allocation and low fragmentation. We adopt a different scheme, block sequential
allocation and sliding compaction, to achieve the same goal. Allocation within a
block is sequential, and it can be as fast as simply bumping a free pointer (when
the block is free of fragmentation). Sliding compaction removes fragmentation,
and preserves locality by keeping objects’ natural allocation order, which results
in better memory behavior. Such a system, if deliberately designed, can out-
perform segregated lists based allocation significantly. A block may be affiliated
with a specific thread between GC cycles. The affiliation enables lock-free allo-
cation, which is a significant performance win in native threading environments.
The affiliation must be broken and reconstructed for each GC, to guarantee fair
distribution of blocks among threads.
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The total runtime memory footprint consists of four parts: managed heap
space, global and static data area, unmanaged heap space (e.g. space allocated
by malloc), and unmanaged runtime stack. Since the excessive use of the last two
may jeopardize the predictability of the runtime footprint, XAMM adopts uni-
fied memory management, called UMM for short, to allocate language object
and vast majority of VM data structures in the managed heap. Only a few
performance-sensitive temporary data and very short-lived small VM objects
still inhabit in the unmanaged space. UMM not only collocates VM and lan-
guage objects, but also arranges language objects and JI'T ed code side by side.
The collocation yields better cache behavior and opens up more optimization
opportunities (e.g. heap placement). UMM automatically reclaims unreachable
VM objects, which alleviates the complexity of managing space and debugging
memory issues. XAMM is smart enough to identify garbage from seemingly rea-
sonable memory usages. For instance, VM maintains a global pool for interned
strings. Those strings could be always treated as live by a naive reachability anal-
ysis starting from the pool. So are loaded classes and compiled code. XAMM
employs a weak-reference based unloading mechanism to reclaim them Safelyﬁ.
In addition, UMM can execute tailored policies for different allocation requests,
to name a few: allocate immortal objects in permanent blocks to save scaveng-
ing cost, or aggregate hot JIT’ed code to improve the efficiency of I-Cache /
ITLB.

2.3 Garbage Collection

Adopting UMM comes with challenges as well. Many VM routines may trigger
GC and it’s cumbersome to spread managed pointers all over the VM code. We
employ conservative GC[I3] to avoid switching GC safe and unsafe states back
and forth, and avoid maintaining handles to managed pointers. Conservative
GC also eliminates the complexity to create a fully-cooperative environment,
for example, the JIT compiler doesn’t necessarily provide support for precise
stack frame enumeration. In this regard, we compromise GC’s conservatism for
the simplicity of the VM implementation. But XAMM GC, or the so-called
Enhanced Conservative GC (ECG), is sophisticatedly designed to be less con-
servative than conventional implementations. It’s conservative only for stack
scanning, while the heap traversal is accurate. At the beginning of a GC cycle, a
stack scanning routine walks through every slot of call stack — indiscriminately
for Java stack and native stack — and identifies slots that happen to contain
legitimate reference values. Later in this paper, we will present several mecha-
nisms, including lazy and selective location bits management and selective stack
clearing, to screen out spurious pointers on the stack so as to reduce falsely
retained dead objects.

! The term “language object”, contrasted to “VM object”, refers to an object allocated
by Java programs.

2 For class unloading, we ensure no side effects take place by tracking static variables,
static initializers and native methods[14].
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XAMM deploys a mark-sweep [19] GC with incremental compaction. Each
block has a dedicated bitmap to serve as mark bits. Since the mark-scan routine
generally accounts for the largest portion of total GC pause time, we revised
the conventional process by enabling prefetching. Sweeping is another time-
consuming process. GC must walk over mark bits to demarcate new free seg-
ments. These free segments must be cleared before they are ready to allocate.
The lazy sweeping scheme delays the clearing operation until the segment is
about to be allocated. In other words, the clearing overhead is spread over the
object allocation phase. The object allocation routine pays penalty to check a
swept flag for each allocation request, but GC pause time is effectively reduced.
Lazy sweeping is not new, but we ameliorate it by performing the clearing task
at block allocation phase. As aforementioned, all blocks are detached from their
affiliated threads at the end of a GC cycle; after GC resumes the world, XAMM
re-assigns blocks to threads on demand. When assigning a block to a new thread,
all the free segments in the block are cleared at once. This design leads to con-
siderable performance benefit for allocation-intensive applications.

The compaction algorithm is an optimized variant of break-table based
compaction[I§]. As a form of sliding compaction, it is inherently cache friendly.
And it’s more than a conventional sliding compaction. Firstly, its incremental
property aims to compact only a small part of the heap to make the compaction
time bounded. At the beginning of each GC cycle, XAMM selects compacting
chunk candidates, based on some history and runtime heuristics, to make each
compaction most profitable. Secondly, we use free heap space to accommodate
the break table to avoid extra memory overhead, and layout table entries con-
tiguously so as to eliminate the rolling and sorting time. Last but not the least,
conventional break-table implementations (e.g. [16]) apply to a contiguous heap
space, but our algorithm practices a block-by-block scheme. And moving ob-
jects is not restrained by block or chunk boundaries: live data can be compacted
across chunks, which frees up more contiguous space.

3 Innovative Designs

3.1 Design of Compact Object Model

Modern object-oriented programming languages usually impose some space over-
head on each language object, namely an object header, to support various run-
time features. Object model is the representation of the header storage. The size
and structure of the object header, which is transparent to users, are crucial
to system-wide performance. State-of-the-art VM implementations demonstrate
a great diversity of designs, varying from two words (e.g. ORP[2] and Jikes
RVM[I]) to three words (e.g. IBM JDK 1.3.1[4]). A typical two-word header
design may look like:

struct obj_info {
class_info* ci;
uint32 state;

%
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Where c1ass_info pointer pointer assists virtual method dispatching and run-
time type test; state may be encoded to facilitate GC, synchronization, and
instance identification (e.g. hash code). This design imposes high space pressure
for systems with a small heap. Our experiment shows object headers may oc-
cupy about 9%~36% of total allocated space, and even more for applications
with large population of small objects. From this perspective, one-word header
can alleviate the space pressure. But on the other hand, one-word header may
lose some performance advantages that a full-fledged header provides, because
it’s hard to squeeze all necessary information into one word.

Bacon et al.[8] proposed that objects are born with one-word header, but
switch to two-word header when they are involved in hashcode or lock opera-
tions. Monty[3] (the predecessor of CLDC-HI) also advocates a one-word design:
the header contains a pointer to a so-called “near object”, which in turn stores
class_info. The near object may be redirected or inflated when lock or hashcode
is requested. This design pays one more pointer chasing for each virtual method
invocation. What’s more, small systems may not afford the complexity to main-
tain two header layouts. A uniform one-word model may be more desirable for
them. Indexed object model[§] can fit into the uniform design: Store an index
into a class_info array instead of class_info pointer itself, and thus leave more
bits for runtime state. This model leads to slower virtual method dispatching.
The number of bits allocated for the index puts limit on the scale of applications,
i.e. how many classes can be loaded.

Our compact object model has a different design philosophy: We encode
the header word in such a way that it delivers best performance for the most
common cases, and pays penalties only for infrequent cases. In practice, we obey
the following principles: (1) Allow fast method dispatching; (2) Approximate the
performance of thin lock[9]; (3) Generate effective hashcode for most small-scaled
applications; (4) Provide extensibility if we request more bits for new usages.

The object model is based on a bit-stealing technique[§]. Basically the header
word stores the class_info pointer. We also steal some bits from the word to en-
code more information. The address of class_info can be properly aligned to a
power of 2 so that some least significant bits (LSBs) of the word are available
for other usages. Compared with conventional bit-stealing techniques, our object
model is more aggressive: we explicitly align class_info to a large value; conse-
quently the header word can offer more tailing bits for information encoding.

Figure 2] depicts the layout of the object header:

— class_info: class_info is allocated on the boundary of 2. During virtual
method dispatching, the class_info pointer can be obtained by clearing N
LSBs of this object’s header. It is nearly as efficient as two-word design
since bit-clearing operations are very cheap for most modern architectures.

— Reserved bits: These bits are reserved for future usage. We can acquire more
bits by aligning class_info to a larger value.

— Hashcode bits: We assign 3-4 bits as seeds for hashcode generation.

— Lock bits: 2 bits are dedicated for lock implementation.

— Reflection bits: We allocate one or more bits for fast reflection support, e.g.
whether the object is a VM or language object, whether it is an array, etc.
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Fig. 2. Compact object model for language object

We design a lightweight lock by using two bits in the header. The rationale
is that locks are most frequently performed by thread #1 (main thread) without
recursive locking and contention, which we call an easy lock. For the two lock
bits: Lock bit 1 is a flag indicating whether the object has been locked; lock
bit 2 indicates whether the object is locked in a easy manner. The two bits set
to 00 represents a free lock; 10 indicates the object is locked by an easy lock;
when the lock is set to 11, the object can be either locked by thread n (n > 2),
recursively locked by thread #1, or under contention. We say heavy locks are
involved in these scenarios. The two-bit lock performs almost as well as thin-
lock for most applications we studied, while thin-lock implementations typically
require at least one word.

We use three or four bits as a hashcode seed. For typical containers on small
systems, our hashcode generator can keep collisions under a reasonable thresh-
old. Our workload favors this design: One reason is that besides the hashcode
seed, the hash algorithm also takes class_info into consideration to reduce col-
lision for heterogeneous containers (a container can have elements of various
types); for many homogeneous containers, the elements may override the de-
fault hashcode generator by their own hashCode() implementation. For instance,
a java.lang.String object generates a hashcode based on its characters.

Aligning class_info to 2"V comes with fragmentation. Given that class_info
typically attributes less than 1% of total object population, the overhead of
fragmentation is negligible.

3.2 Heap Placement

Intel XScale”™™ core implements the ARM ISA. Due to the RISC nature of the
ISA, there’re certain constraints on expressing immediate values. For instance,
B (branch) and BL (branch with link) require that the distance between current
PC and the target must be smaller than 32M; Mov requires the immediate source
operand to be an 8-bit value with 4-bit rotation. These constraints become a
burden for optimized compilers. XAMM takes advantage of the hosting environ-
ment’s memory map, or virtual address space layout, to perform a best-effort
heap placement strategy that leads to optimal code sequences.
A typical OS has the memory map as shown in Figure

— Code region, or the text segment, stays at the lower end of the address space.
— Static data region, namely the data segment for initialized data and the bss
segment for uninitialized data, are adjacent to the code region.



XAMM: A High-Performance Automatic Memory Management System 137

O0xFFFFFFFF
Kernel memory

Stack

CR1

1 ',': Managed
/ Heap o ,‘.‘.

A

brk A
1 CR3

CR2 Data (databss segment) ,'

Code (text segment)

0x00000000

Fig. 3. The memory map after intelligent heap placement

— At the high end of the space, OS reserves a space dedicated for kernel use.
— The above three spaces are the “static” parts of the address space, and the
in-between space, occupied by the stack and heap, is “dynamic”.

Memory management libraries select some region(s) in the dynamic space
for heap allocation. The location of the heap region depends on various design
choices or runtime situations; typically, the heap inhabits at some addresses
that are far away from the static data region. For ARM Linux, the distance
between a dynamic heap and the static data region can be more than 1G bytes.
Our strategy, however, is to push the heap as close to the static data region as
possible so that the relative offsets are small to fit into the immediate values. In
Figure [3 the label “brk” indicates the line of the boundary. To obtain a heap
around this line safely, we can either move the line upward (e.g. via sbrk) and
put the heap below the line, or reserve a space (e.g. via mmap) above the line. We
call this technique heap placement.

XORP’s JIT compiler adopts several techniques that magnifies the ISA’s
capability to express immediate values. The essence of these techniques is to deal
with cross references, for example, cross references within the heap, or between
the heap and unmanaged areas.

Figure [3 illustrates such cross references with directed edges:

1. CR1 represents cross references within the heap, e.g. a JIT’ed code calls
another JIT ed code; a JIT ed code loads an object address; an object’s field
points to another object.

2. CR2 are the references from heap to static data, such as: heap objects may
refer to static data, and a JIT’ed code loads an address in the static area.

3. CR3 refers to those references from dynamic code to static code. A typical
example is that JIT’ed methods invoke VM helper routines.

One code generation rule is to generate direct branches from JIT’ed code to
VM code (CR3). Consider an illustrative example: Suppose the code address for
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the VM routine checkcast is Ox1cbce8, and the address for a JIT ed code can be as
high as 0x40000000 without lowering the heap. The distance between the JIT ed
code and checkcast goes far beyond the limit of 32M, and the JIT compiler may
have to emit the code as followd3:

63 checkcast #25 <Class SomeClass>

401cf274 mov rl12, Oxc8

401cf278 orr r12, r12, Oxcb00

401cf27c orr r12, r12, 0x10000 % checkcast=0x1lcbc8
401cf280 blx r12

Our heap placement strategy dramatically shortens the distance between call
sites and targets. Resultingly the JIT compiler can emit the code as simple as:

63 checkcast #25 <Class SomeClass>
4cd3ac bl 0xlcbc8 % checkcast=0x1cbc8

The instruction sequence is shorter. What’s more, direct calls (BL in this case)
are superior to indirect calls (BLX in the code above), because the latter is sub-
ject to serious micro-architectural penalties, such as branch mis-predication and
pipeline flushing. Since JIT’ed code frequently calls back on VM helper routines
to complete runtime operations (for example, allocation and type checking), we
have substantial performance gain from this technique.

Another low hanging fruit is to construct object addresses (CR1) efficiently.
JIT’ed code frequently refers to addresses of pinned objects, for instance, a
known class or method handle. Conventional compilers tend to use a literal pool
to load and store these addresses, which leads to more load stalls on the critical
path. With a lowered heap, these values are usually small and regular. So the
JIT compiler can construct them on the fly with lightweight instructions. For
example, the code for loading a method handle (0x5{f864) can be as simple as:

4cd3ac mov r0, 0x5f800
4cd3b0 add r0, r0, 0x64 %handle=0x5f864

3.3 Discrete Array Allocation

Allocation of large objects is a problem for systems with limited memory. Chen
et al.[I5] try to compress objects when compacting the heap still can’t free
up enough space; the compressed objects will be decompressed upon accesses.
Upon decompressing the objects, it still requires a contiguous full-sized space.
This design potentially incurs a considerable performance cost.

Other research has addressed this problem by treating arrays specially. Bacon
et al.[6] transform all arrays into arraylets. An arraylet manages multiple discrete
parts but gives the illusion that all array elements reside in a virtual contiguous
space. The runtime overhead of arraylets is not as high as [I5], but is still high.

We tackle the issue with a novel design of discrete arrays (our term for
arraylets). Our design delivers performance as good as systems that support

3 The JIT compiler may alternatively generate literal pool access instructions.
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contiguous arrays only. It differs from [7] in that discrete arrays are allocated
only when the heap is under pressure, and discrete parts are not necessarily with
equivalent size. Figuredlillustrates our design of discrete array layout. It consists
of a major part (the first part) and several tailing parts. We employ a greedy
allocation strategy to allocate the major part as large as possible. Consequently
most array accesses may occur in the major part. Then we allocate the rest of
the requested space into many small free segments. The size of these segments
is fixed so that the index of an array element, if falling into tailing parts, can
be translated into the actual address within bounded time. This layout design,
combined with a new array access code sequence, guarantees that the majority
of accesses to a discrete array are nearly as fast as those to a contiguous array.
To support discrete arrays, the array layout is revised as follows:

struct array_type {
obj_info header;
uint32 length; /* count of array elements */
uint32 partl_len; /* a new field */

+

Compared with conventional array layouts, this design adds a new field
parti_len. The field has different usages for contiguous and discrete arrays. For
contiguous arrays, parti_len equals to the value of 1ength; when it comes to dis-
crete arrays, parti_len implies the count of array elements located in the major
part. We argue that the additional space introduced by the new field (one word
per array) is trivial, given that average array size tends to be large empirically.

We allocate contiguous arrays the same way as conventional systems, ex-
cept that the parti_len needs to be set as the value of length. XAMM always
prefers contiguous arrays to discrete arrays. If allocation of a contiguous array
fails, XAMM resorts to allocating discrete arrays. Allocation of discrete arrays
requires two steps: (1) Best-effort allocation for the major part and (2) subse-
quent allocations for equally-sized tailing parts. The user level view of a discrete
array is the same as contiguous arrays, i.e. its visible part starts from the lo-
cation depicted by the arrow discrete array ref in Figure @l Pointers area, the
shadowed slots at the opposite side of discrete array ref, stores pointers to tailing
parts. We use these pointers to calculate addresses for elements that reside in
the tailing parts.

poinley\s area

Kl |
SIE =] Al g HEAP
ElEEIE R |E
major part
tailing part1 tailing part2 tailing part3

discrete array ref address (TPA1)  address (TPA2) address (TPA3)

Fig. 4. A typical layout of discrete array
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[7] adopts a uniform code sequence to access contiguous and discrete arrays:
Query discrete parts information, map the index to its corresponding address,
and finally load element from the specific address. We generate the code differ-
ently to make the common case path as fast as possible:

if (index >= array_ref—>partl_len) {
if (index >= array_ref—>length)
throw_out_of_bound_exception();
addr = discrete_array_map_index_to_addr(array_ref, index);
} else
addr = array_ref + sizeof(array_type) + index * sizeof (int);
7 R = [addr]

DO WN

For contiguous arrays, parti_-len equals to length. Accordingly the execution
goes through the path 1-6-7, which results in comparable performance as con-
ventional systems. For discrete arrays, array accesses are very probable to take
place in the major part. In this case the execution path is still 1-6-7. But if
index falls into the tailing parts, a slower path 2-4-7 is executed. The routine
discrete_array map_index_to_addr translates the index into an address, the com-
plexity of which is determined by the structure of pointers area.

Reference arrays are not eligible for discrete array allocation, since we do
not want to complicate the process of scanning reference arrays, which could be
harmful for GC pause time. This design is acceptable because allocation of large
reference arrays happens rarely.

Finally, we allow different survival strategies for a discrete array when its
lifetime spans multiple GC cycles:

— A discrete array may survive a GC without changing its layout.

— A discrete array may regress to a contiguous array or another discrete array
with its major part enlarged, based on the space availability after GC.

— A discrete array may regress to another discrete array with the major part
enlarged or shrunken to a new size, if the size allows that more accesses hit
into the major part.

3.4 Location Bits Management

Location bits, 1ocbits, is a bit vector with the size proportional to the heap size.
Each bit in the space is mapped to a unique heap address where a legal object
may reside (we allocate location bits for all 4-aligned addresses). Conventionally
locbits is used in both allocation phase and GC cycles: Once an object is suc-
cessfully allocated, its corresponding location bit is setd. Computing the root set
of live references, called root set enumeration, depends on locbits to screen out
valid object addresses from spurious references on the stack. When GC ends,
those bits associated with dead objects are unset. The complexity of clearing
dead bits is O(heap_size). It is usually time consuming.

Location bits imposes extra space overhead[d]. We let 1ocbits and mark bits
share the same space. The live periods of the two spaces do not overlap. This fact

4 That’s why the locbits is referred as allocation-bits in [4].
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implies that one space, M/abits, is physically sufficient if we carefully maintain
its semantics during phase transitions. We define the phased behavior as follows:

1. Assume M/abits is initially cleared at the runtime bootstrapping phase.

2. During allocation phases, M/Abits acts as locbits.

3. GC cycle begins with the root set enumeration; the enumeration subsystem
consults M/Abits, as locbits in fact, for pointer identification.

4. When the root set enumeration is over, the role of M/abits is switched to
mark bits (all unmarked initially). In the following mark-sweep phase, the
bits associated with living objects are marked.

5. After the mark-sweep phase, M/abits can be multiplexed for other purposes,
for example, as the break table indexer to improve compaction performance.

6. As GC finishes, M/abits is cleared again and those locbits for all retained
objects are re-generated.

Though M/abits solves the space issue, the management of locbits consti-
tutes a considerable runtime overhead: We may continuously pay the cost of
setting location bit during allocation, which generally results in more memory
accesses and computation cycles. M/abits has to be cleared over and over dur-
ing phase transitions. What’s more, the re-generation of 1ocbits is hazardous in
terms of GC pause time. XAMM addresses this issue using a lazy and selective
approach — the essence of which is to set location bits on demand and only dur-
ing the root set enumeration. The motivation behind is that 1ocpits is only used
in the root set enumeration, and usually we only need to query a very limited
subset of it, thanks to relatively small number of spurious pointers. Therefore
we can defer the setting of 1ocbits till the enumeration phase, and generate only
a small portion of the total location bits on demand.

The phased behavior of the new design does not change too much, except for
Step 2, 3 and 6. We remove Step 2 so that the allocation time cost is completely
dissolved. Step 6 is also eliminated, which effectively reduces the GC pause time.
Step 3 becomes more complicated after planting in the lazy and selective location
bits generation. The selective property of the algorithm relies, to a great extent,
on our hierarchical heap organization, or the “divide and conquer” principle.
Block is a self-sustained computation unit for most GC tasks. For a spurious
pointer, its enclosing block is located first and we generate location bits only for
objects resident in this block. With a proper division policy (block size vs. heap
size), the overall complexity can be scaled down by order of magnitudes.

3.5 Selective Stack Clearing

Conservative GC must provide a mechanism to screen out spurious pointers.
Prior arts, e.g. Boehm-Weiser Conservative GC[I3], maintain segregated free
lists, where pointer identification is relatively simple. As aforementioned, we
don’t adopt segregated lists based allocation. Instead we develop a new mecha-
nism, namely location bits, to facilitate the screening process. In addition, our
GC also uses alignment and type information to exclude specious pointers. For
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instance, if a value happens to fall inside a char array but doesn’t align with 2 (the
size of a char element), we can deny it from being a legitimate pointer. To reduce
the probability of mis-identification, we adopted the black-listing technique[IT]
to guarantee that certain stack slots, once treated as not roots, won’t be mis-
takenly brought back into consideration by later allocations. Unfortunately this
technique is not effective enough to avoid another type of false retaining: Some-
times the references to dead objects on the stack may continue to live through
long cycles before they’re overwritten.

We tackled this issue by injecting code that can proactively clear the stack
at runtime. The code injection occurs on the fly. That is, XAMM decides where
and when to do the code injection. If the heap is not under high pressure, no
clearing code will be injected. But when XAMM runs out of space, the JIT
compiler recompiles a certain portion of code to enable stack clearing code.

The ideal place for code injection should not sit in performance critical re-
gions, but should make the clearing operation as effective as possible. We inject
the code into the prologue or epilogue of methods or runtime stubs. To minimize
its overhead, the injection heuristics are very carefully designed, to name a few:

— Non-native methods: Don’t inject the code, that is, we simply assume they
are performance sensitive.

— Immediately-Returned native methods: Inject the code into the epilogue of
native method stubs, thus dead references can be removed immediately. The
overhead is amortized by the long sequence of Java-to-native stub code.

— Long-running native methods: For example, Object.wait() Or Thread.sleep(),
we inject the code into the prologue and/or the epilogue of native method
stubs, since these native methods don’t return for a long period.

— Runtime stubs: Inject the code into both prologues and epilogues for some
runtime stubs, e.g. GC invocation stub, since GC may grow the stack signif-
icantly and leave many object references on the stack.

The injected instructions dynamically check some conditions to determine
whether to clear the stack. The condition we use for now is very simple: whether
the current stack is shallow enough (the distance between the stack pointer and
the bottom of the stack is smaller than some threshold). First, the check is very
lightweight. The implementation for the check is just one instruction operating
on registers, and the success rate for the check (i.e. clear the stack) is relatively
small. So even though the clearing operation is costly, the average overhead
from the code is quite small. Second, our experiments indicate the check is also
effective in removing dead references. The rationale is that when the stack is
shallow, it is likely that the program enters into a transitional state: a previous
task just finishes, and a new one is about to start; If clearing the stack at this
moment, the program thereafter is not affected by floating garbage. We now
describe some scenarios that explain why this hypothesis is sound for cases.

— Consider a while loop in the main or Thread.run() method. For each iteration
it deals with a heavy task that grows the stack intensively. At the end of
each iteration, the stack goes back to its initial depth. At this moment, there
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might be many dead references on the stack and it is a good time to clear
them. A good example here is treeadd in the 01den benchmark suite.

— Imagine a system with several worker threads scheduled in an uneven man-
ner. The worker threads wait on a queue after they finish some work on large
objects. The references to these objects are left on the thread’s stack for a
long while until the thread is notified again. Our approach clears these ref-
erences when the Object.wait() method traps into its native implementation.
One of the EEMBC benchmarks, parallel, presents such a scenario.

Surprisingly the simple scheme can reduce the false retaining effectively with-

out lowering performance. Our experimental results indicate that our approach
can approximate the mostly accurate stack scanning approach in [10], but our
design is much simpler in terms of VM and JIT compilers.

3.6 Prefetching

Prefetching is an efficient mechanism to hide memory latency. XAMM prefetches
data intelligently according to the underlying system’s prefetching parameters
(e.g. cache line size, ideal prefetching distance). We classify memory behaviors
into two categories:

=
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— Deterministic memory accesses: In most cases it behaves as sequential strid-
ing. Typical activities in this category include sequential allocation, object
scanning, and heap walking. Since the memory accesses are highly pre-
dictable, we can insert prefetching properly based on prefetching distance.

— Non-deterministic memory accesses: An exemplary activity is mark and
scan. Mark stack, objects, mark bits, and object scanning information scatter
throughout the heap. Albeit the typical mark-scan process exhibits irregu-
lar memory access patterns, its behavior can still be adapted to leverage
prefetching technique —after scan(object) pushes items onto the mark stack,
we know that the top of stack object is exactly the next candidate for mark-
ing and scanning, which could be the candidate for prefetching (as shown in
the following code).

while (!mark_stack.empty()) {
object = mark_stack.pop();
/* mark(object); */
if (marked(object))
continue;
scan(object);
top_of_stack = mark_stack.peek();
prefetch(top_of_stack);
mark(object);

We motion mark(object) from Line 3 to 9. Generally the execution of
mark (object) can cover the prefetching distance. Therefore when it comes
to the next iteration, the data for that object are probably ready in the
cache. However, the deferment of mark operation may require a large mark
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stack to some extent, because objects in a circular data structure may be
pushed onto the stack repeatedly. But it never turns out to be an issue in
our experiments.

For the areas where prefetching cannot help, we resort to conventional cache-
friendly designs: Allocate performance sensitive VM data structures aligned to
cache line size, and aggregate temporally correlated fields to the same cache line.

4 Experimental Results

We run experiments on Intel XScale” (PXA255) development boards (CPU /
Bus / Memory frequency: 333 / 166 / 84MHz; DCache: 32KB; ICache: 32KB;
main memory: 64M; OS: ARM-Linux). XAMM is integrated into XORP run-
time system. The configuration under test specifies a unified heap with oMBH.
As shown in Table 1, we selected six typical J2ME programs from EEMBC
GrinderBench™ benchmark suite and one well-accepted GC benchmark from
Boehm. We will also present the data for a so-called “EEMBC” program, which
runs the six individual EEMBC tasks serially as one application. Among these
programs, Chess, Kxml and GCBench are sensitive to allocation performance;
Kxml and GCBench are GC intensive.

Table 1. Benchmark Descriptions

[Name HDescription |C0mments

Chess Chess game allocation intensive

Crypto ||Cryptographic package

IKxml IXML parser allocation and GC intensive

IParallel |Multithreaded computationllarge array allocations
PNG IPNG decoder

IRegExp |Regular expression package
GCBench|[Build trees from Hans Boehm, allocation and GC intensive|

First, we show the space and performance impacts from the compact header
design. Figure Bla) shows the percentage of the object header size to the total
allocated size. The two-word header attributes a significant portion of space
consumption (9%~36%). Our compact header design reduces the overhead to
5%~23%, which is a 4%~13% saving of total allocated space. The space saving is
not so distinct for Crypto and PNG because they allocate a lot of large objects.
To translate the space saving into performance gain, we come up a two-word
design with exactly the same layout as the compact one. The compact design can
reduce GC occurrences significantly (13% for EEMBC and 55% for GCBench).
Figure Bl(b) shows the performance benefit from reduced memory usage. Two
GC sensitive benchmarks, Kxml and GCBench, are improved by 4% and 45%

> We adapted some parameters for GCBench to fit it into a smaller heap.
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respectively, largely thanks to the reduced GC pause time. Since GC sweeps the
cache, the runtime behavior between GC cycles is also improved.

As an essential feature of the compact header, we claim that 2-bit lock has
comparable performance as the typical thin-lock implementations[9]. To rule
out the performance impact of the space discrepancy, we implement both lock
mechanisms on a two-word header design. As depicted in Figure [6, 2-bit lock
introduces on average less than 2.5% of performance degradation for EEMBC
programs. 2-bit lock does not behave well if the program experiences many re-
cursive locks. For recursive locks, 2-bit lock incurs the overhead of lock inflation,
while thin lock does not. Thus Crypto has a 7% slowdown. Though Parallel indi-
cates that 2-bit lock performs well compared to thin-lock, we need more studies
by evaluating it in versatile multi-threaded environments.

Figure [[ shows the performance improvement when lowering the heap. For
most programs we have performance benefits ranging from 2.5% to 7%. Sur-
prisingly Kxml can be improved by 12%. The reason is that Kxml opens up
many opportunities for the JIT compiler to generate good code. For instance,
Kxml has large numbers of invocations from JIT’ed to VM helper routines, such
as allocation, locking and type checking. Our experiments found that the opti-
mized version reduces dynamic indirect calls by 300%. Kxml also frequently loads
constant strings whose addresses can be expressed with very short instruction
sequences if heap placement is enabled.

Lazy and selective location bits management improves the allocation perfor-
mance and reduce the GC pause time. As shown in Figure B the raw perfor-
mance improvement varies from 2% to 14% for all programs. We further break
down the improvement into two categories: faster allocation and smaller pause
time. For allocation intensive benchmarks such as Chess, Kxml and GCBench,
4%~7% performance gain is obtained when we do not need to set location bits
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per allocation request. The GC pause time is also significantly reduced because
we don’t have to walk the heap to recover the location bits for live objects.
This mechanism offers a good payback for Kxml and GCBench: we gain about
7% better performance from the reduced GC pause time. This approach is very
beneficial when the average pause time, rather than raw performance, is highly
preferred. Our experiments show that it can reduce the average pause time
by 4%~25%.

Prefetching effectively reduces load penalty when memory accesses are pre-
dictable. Figure[9 depicts the performance improvement from prefetching. Kxml
and GCBench are the two benchmarks that benefit most from prefetching: the to-
tal execution time is reduced by 11% and 18% respectively. Again, we break down
the reduced execution time into two categories: GC pause time and non-GC time
(mainly from cache-friendly allocation). Though non-GC time may attribute to
a major portion of the total reduced execution time for most benchmarks, GC
pause time is usually more crucial for real-world applications. We observed that
our prefetching mechanism can curtail GC pause time by 3.6%~22%, which
could lead to significantly better user experience. We studied the performance
gain with PMU (Performance Monitoring Unit) data, and found that it mainly
comes from reduced cache misses.

It’s highly debatable whether to deploy a conservative GC on memory con-
straint devices. At the bright side, conservative GC simplifies VM and JIT design;
but the dark side is that it leads to floating garbage. In extreme cases, the conser-
vatism may impair the system’s availability when exposed to Denial-Of-Service
(DoS) attacks. We developed some innovative mechanisms (e.g. selective stack
clearing) to minimize the negative impacts from conservative GC. To quantify
the effectiveness of these mechanisms, we implemented a mostly accurate GC
(we call it MAG, which is similar to [I0]) and compared its results with our
ECG. The mostly accurate GC minimizes the conservatism by scanning the
stack with a mostly accurate fashion, combining accurate JIT enumeration and
conservative native stack scanning. The cost is that the JIT compiler must be
cooperative in bookkeeping exact GC information at GC points. But the gain is
that the simplicity in VM design is still there. Table 2 presents the comparison
between MAG and ECG. The two methods cause the same number of GC (the
second column). We measured the average amount of retained objects and the
average size of retained memory, and for both sets of data, we calculated the
percentage of less retained data with ECG (negative numbers indicate that ECG
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Table 2. Mostly Accurate GC (MAG) vs. Enhanced Conservative GC (ECG)

Avg. Retained Obj. Count Avg. Retained Memory
Program [#GC [[ MVG|ECGJECG vs. MVG || MVG | ECG [ECG vs. MVG
EEMBC | 215 || 2037|2177 6.45% 124889(126411 1.20%
Chess 34 756 | 729 -3.67% 30286 | 29310 -3.33%
Crypto 24 406 | 408 0.53% 52742 | 51517 -2.38%
Kxml 55 || 3485|3456 -0.82% 137933(136837 -0.80%
Parallel 9 466 | 460 -1.28% 129762|128546 -0.95%
PNG 30 743 | 742 -0.07% 87037 | 87021 -0.02%
RegExp 2 644 | 647 0.46% 19556 | 19600 0.22%
GCBench| 12 || 8858 |8855 1.71% 427762|427778 0.00%

Table 3. Overall Performance Improvement

|Pr0gram || Baseline | Optimized | Improved |
EEMBC [|87791 80738 8.4%

Chess 19331 17759 8.9%

Crypto |[|14432 13389 7.8%

Kxml 14586 11650 25.2%

Parallel {13253 13104 1.1%

PNG 11065 10263 7.8%

RegExp [|16422 15391 6.7%
GCBench||1889ms 1212ms 55.9%

is better). From the table, we concluded that ECG achieves comparable accu-
racy as MAG. ECG doesn’t perform well for EEMBC in terms of the number of
retained objects. This is reasonable since EEMBC is a collection of applications
with different behaviors, which defeats our relatively simple heuristics. Accord-
ing to [10], the falsely retained space can be reduced by 99.7% maximally; in
other words, MAG is nearly as accurate as a real accurate GC. We believe that
XAMM can perform equally well with ECG on small memory systems.

The sum of all the above techniques has a comprehensive impact on the
system-wide behavior. Table 3 presents the performance improvement over a
baseline version which deliberately turns off all the optimizations. For most
EEMBC programs except Parallel, our optimizations can reduce the execution
time by 7% to 25%. And because GCBench spends most of its time in allocation
and GC, the improvement amounts to 55.9%.

5 Related Work

Memory management on memory/computation constraint devices has been an
interesting research area in recent years. Memory footprint, pause time and
performance are the hottest topics in this area. MC? (Memory-Constrained
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Copying)[20], developed by Narendran et al., is a representative research con-
sidering these design spaces all together. It is a copying generational GC that
can meet soft real-time requirements on memory-constrained systems. Bacon
et al.[6] also discussed how to deliver real-time response with controlled space
consumption. Energy research from the view point of GC[I6] has also emerged
recently.

How conservative GC deals with these aspects is another interesting research
area. Endo et al.[I7] described several approaches to reduce pause time of con-
servative GC while keeping the execution overhead low. Boehm[I2] discussed
some ways of prefetching to reduce cache misses in his classical conservative
GC. Barabash et al.[I0] tried a different approach, mostly accurate stack scan-
ning, to minimize conservatism by combining cooperative JIT enumeration and
uncooperative native stack scanning. We implemented a similar approach to
compare its effectiveness with our selective stack clearing.

Designing a compact object layout is one approach to reduce memory expen-
diture. Bacon et al.[8] pioneered one-word object model design by handling hash-
code and lock state specially. State-of-the-art one-word header designs, such as
indexed object model[8] and Monty 3], have to compromise on some good proper-
ties that full-fledged header provides, and may increase maintenance complexity.

Among those challenges originated from small memory budget, large object
allocation is always difficult. Section 3.3 compared our discrete array design with
object compression[15] and arraylets[6].

Ali et al.[5] proposed Mississippi Delta technique, which is another example
that assists JIT code generation (prefetch injection) with GC’s knowledge.

6 Conclusions

This paper presents a set of techniques to build an automatic memory manage-
ment system, with balanced considerations of performance, memory consump-
tion and response time. Among the techniques, most are general enough to use
in systems other than XORP. We can also easily apply the platform-specific op-
timizations to more general environments. Also, some techniques open up the
possibility of using memory management to instruct other components’ opti-
mizations, which effectively expands XAMM’s role. The selective stack clearing
can effectively remove falsely retained garbage for simple programs, but not
for ones with versatile behaviors. In the future, we will try a more proactive
and precise approach. That is, JIT compilers will generate fine-grained clear-
ing instructions immediately after references become dead, based on a learning
model from XAMM. Our experimental results also demonstrate the feasibility
to achieve high performance without losing memory efficiency. We will continue
investigating innovative technologies on XAMM especially in the following as-
pects: controlled response time, energy consumption, new GC algorithms and
implementations, and XAMM'’s interactions with other components.
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Abstract. This paper presents a new security architecture for protect-
ing software confidentiality and integrity. Different from the previous
process-centric systems designed for the same purpose, the new archi-
tecture ties cryptographic properties and security attributes to memory
instead of each individual user process. The advantages of such a memory
centric design are many folds. First, it provides a better security model
and access control on software privacy that supports both selective and
mixed tamper resistant protection on software components from hetero-
geneous sources. Second, the new model supports and facilities tamper
resistant secure information sharing in an open software system where
both data and code components could be shared by different user pro-
cesses. Third, the proposed security model and secure processor design
allow software components protected with different security policies to
inter-operate within the same memory space efficiently. Our new archi-
tectural support requires small silicon resources and its performance im-
pact is minimal based on our experimental results using commercial MS
Windows workloads and cycle based out-of-order processor simulation.

1 Introduction

Recently, there is a growing interest in creating tamper-resistant /copy protection
systems that combine the strengths of security hardware and secure operating
systems to fight against both software attacks and physical tampering of soft-
ware [2BJ6I7ITIIT2IT3]. Such systems aim at solving various issues in the security
domain such as digital rights protection, virus/worm detection, intrusion pre-
vention, digital privacy, etc. For maximum protection, a tamper-resistant/copy
protection system should provide protection against both software and hardware
based tampering including duplication (copy protection), alteration (integrity
and authentication), and reverse engineering (confidentiality).

Many the aforementioned copy protection systems achieve protection by en-
crypting the instructions and data of a user process with a single master key.
Although such closed systems do provide security for software execution, they
are less attractive for real world commercial implementations because of the gap
between a closed tamper-resistant/copy protection system and real world ap-
plications that are mostly multi-domained where a user process often consists
of components coming from heterogeneous program sources with distinctive se-
curity requirements. For instance, almost all the commercial applications use
statically linked libraries and/or dynamically linked libraries (DLL). It is quite

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 153-I68] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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natural that these library vendors would prefer a separate copy protection of
their own intellectual properties decoupled from the user applications. Further-
more, it is also common for different autonomous software domains to share and
exchange confidential information at both the inter- and intra- process levels.
The nature of de-centralized development of software components by different
vendors makes it difficult to enforce a process centric protection scheme.

Traditional capability-based protection systems such as Hydra [I] and
CAP [4] although provide access control on information, they were not designed
for tamper resistance to prevent software duplication, alternation, and reverse
engineering. Specifically, they do not address how access control interacts with
other tamper resistant protection mechanisms such as hardware based memory
encryption and integrity verification.

In this paper, we present a framework called MEmory-centric Security Archi-
tecture or MESA to provide protection on software integrity and confidentiality
using a new set of architectural and OS features. It enables secure information
sharing and exchange in a heterogeneous multi-domain software system. The
major contributions of our work are summarized as follows:

e We presented and evaluated a unique memory-centric security model for
tamper resistant secure software execution. It distinguishes from the exist-
ing systems by providing better support for inter-operation and information
sharing among software components in an open heterogeneous multi-domain
software system.

e We introduced architecture innovations that allow efficient implementation
of the proposed security model. The proposed secure processor design incor-
porates and integrates fine-grained access control of software components,
rigorous anti-reverse engineering, and tamper resistance.

e We discussed novel system mechanisms to allow heterogeneous program com-
ponents to have their own tamper resistant protection requirements and still
to be able to inter-operate and exchange information securely.

The rest of the paper is organized as follows. Section ] introduces MESA which
is extended in Section [ that details each MESA component. Evaluation and
results are in Section [l Discussion of related work is presented in Section B and
finally Section [ concludes.

2 Memory-Centric Security Architecture

In this section, we overview our Memory-centric Security Architecture (MESA).
Using novel architectural features, MESA enables high performance secure in-
formation sharing and exchange for a multi-security domain software system.
Figure shows MESA and its operating environment.

Now we present MESA from system perspective. One critical concept of
MESA is the memory capsule. A memory capsule is a virtual memory segment
with a set of security attributes associated with it. It is an information container
that may hold either data or code or both. It can be shared by multiple processes.



Memory-Centric Security Architecture 155

L1&L2
Access Control
[

ore | Compute

Seq. Numbdr
e et j Cache

 ATTACK §ecure | | Security
| Kernel Attribute

(©0s) Table

}

MAC tree
Authentication

S ! %
» System Shared Notth rinciple 0
ATTACK -~ Memory Bridge —
TN (Physical RAM) Do
I Principle 1
i (ATACK < —» .
= - Secure Secure \T
e===] I Attributes Memory Capsules Princinle M
—_— riciple
(a) Memory-centric Security Model (b) Principles and Security Memory

Capsules

Fig. 1. Memory-centric Security Architecture (MESA)

For example, a DLL is simply a code memory capsule. A set of security attributes
are defined for each memory capsule besides its location and size. These secu-
rity attributes include security protection level, one or more symmetric memory
encryption keys, memory authentication signature, accesses control information,
etc. For each process, the secure OS kernel maintains a list of memory capsules
and their attributes as process context. During software distribution, software
vendors encrypt the security attributes associated with a memory capsule using
the target secure processor’s public key. The secure processor authenticates and
extracts the security attributes using the corresponding private key. A secure
processor never stores security attributes in the exposed physical RAM without
encryption protection.

Another important concept is principle. A principle is an execution context
smaller than a process. It is defined as the execution of secure code memory
capsules having the same security property within a user process. Principles are
associated with memory capsules. They can be considered owners of memory
capsules. Based on the associated principles and security protection levels, ac-
cess control of memory capsules can be carried out. An active principle is a
currently executing principle. When an active principle accesses some memory
capsule, the access will be checked. If the active principle is allowed to access
the memory capsule, the access will be granted, otherwise, security exception of
access violation will be raised. Note that the principle in MESA is different from
the principle defined in capability system such as [I] and [4].

MESA allows different keys been used to protect separate memory capsules
and enforces access control during program execution. However, the scenarios
of fine-grained dynamic information sharing frequently happens during program
execution. For example, 1) An application calls OS services such as fwrite, fread
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and passes pointers to data buffer owned by the application; 2) An application
calls OS and system services to get a pointer to data structures owned by the
OS or system libraries; 3) A principle calls a routine of another principle and
the caller requires the callee to either operate or modify some data content in a
data memory capsule it owns.

2.1 Secure Capsule Management

Most functionality of the secure capsule management is achieved by a secure OS
kernel. Among the major services provided by the secure kernel are, process and
principle creation, principle authentication, principle access control.

First, during a process creation, the secure OS kernel will create a list of
memory capsules associated with the process. The secure kernel creates applica-
tion process from the binary images provided by software vendors. Each binary
image may contain one or more protected code and data sections, each one
with its own security attributes. Security attributes of binary images for the
application, middleware, and system shared libraries are set independently by
their corresponding vendors. The secure kernel creates a secure memory capsule
context based on the binary images. Each memory capsule represents an instan-
tiation of either a code module or data module and is uniquely identified with a
randomly generated ID. For DLLs, a different capsule is created with a different
ID when it is linked to a different process. However note that the code itself is
not duplicated. It is simply mapped to the new process’s memory space with a
different capsule entry in the capsule context table.

Execution of a process can be represented as a sequence of executing prin-
ciples. Heap and stack are two types of dynamic memory that a principle may
access. Privacy of information stored in the heap and stack is optionally pro-
tected by allocating private heap and stack memory capsule to each principle.
Another choice is to have one memory capsule to include both protected code
image and memory space allocated as private heap and stack. When execution
switches to a different principle, the processor’s stack pointer is re-loaded so
that it will point to the next principle’s private stack. Details of private stack
are presented in the subsection of intra-process sharing.

With the concept of private heap, it comes the issue of memory management
of private heaps associated with each principle. Does each principle require its
own heap allocator? The answer is no. Heap management can be implemented
in a protected shared system library. The key idea is that with hardware sup-
ported protection on memory integrity and confidentiality, the heap manager can
manage usage of each principle’s private heap but cannot tamper its content.

To provide a secure sharing environment, support for authenticating prin-
ciples is necessary. MESA supports three ways of principle authentication. The
first approach is to authenticate a code memory capsule and its principle through
a chain of certification. A code memory capsule could be signed and certificated
by a trusted source. If the certification could be verified by the secure kernel,
the created principle would become a trusted principle because it is certified by
a trusted source. Another approach is to authenticate a principle using a public
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key supplied by software vendors. This provides a way of private authentication.
The third way is to certify principle using secure processor’s public key. For ex-
ample, application vendors can specify that the linked shared libraries must be
certified by the system vendors such as Microsoft and the middle-ware image
must be certified by the known middle-ware vendors. Failure of authenticating
a code image will abort the corresponding process creation.

2.2 Intra Process Sharing

There are many scenarios that pointers need to be shared by multiple principles.
One principle calls a routine of another principle and passes pointers to data
belonging to a confidential data memory capsule. In this scenario, information
security will be violated if the callee’s function attempts to exploit the caller’s
memory capsule more than what is allowed. For instance, the caller may pass
a memory pointer, mp and length len, to the callee and restricts the callee to
access only the memory block mp[0, len-1]. However, the callee can spoil this
privilege and try to access to the memory at mp/-1]. This must be prevented.
Passing by value may solve the problem but it is less desired because of its cost on
performance and compatibility with many popular programming models. MESA
facilitates information sharing using explicit declaration of shared subspace of
memory capsules. The owner principle of a memory capsule is allowed to add
more principles to share data referenced by a pointer that points to its mem-
ory capsule. However, the modification is made on a single pointer basis. The
principle can call sec_add_sharing_ptr(addr, size, principle_p) intrinsic to declare

Intrinsic Parameters Explanation

sec_malloc(s,id) s: size; id: principle id | allocate memory from a principle’s private heap

sec_free(p) p: memory pointer free memory to its owner’s private heap

switch the active stack pointer to another
principle’s private stack. Addr points to a

sec_swap_stack
(addr)

addr: address

location of the target principle. Save <active
stack pointer, active principle id> to the stack
context table

sec_get_id
(name)

name: capsule name

get id of a principle (secure kernel service)

sec_push_stack_ptr()

read the current executing principle’s stack
pointer from the stack context table and push it
into its private stack

sec_save_ret_addr
(addr)

addr: address

assign addr to a return address register (RAR)

sec_return()

assign RAR to PC and execute

sec_add_sharing_ptr
(p, s, id, rw)

p: pointer; s: size; id:
principle id ; rw:
access right

allow target principle (id) to access memory
region [p, p+s) with access right rw, return a
security pointer that can be passed as function
parameter (secure kernel service)

sec_remove_ptr

()

p: security pointer

remove access right granted to security pointer
P

sec_save_security_ptr
(reg, addr)

reg: register holding
security pointer ;
addr: address

save security pointer to memory

sec_load_security_ptr
(reg, addr)

reg: register holding
security pointer ;
addr:_address

load security pointer from memory

Fig. 2. MESA Security Intrinsics
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// CALLER SIDE

push ebp //save stack frame pointer
sec_swap_stack addr_of_my_middle_foo

// stack pointer switched to the callee’s stack
// caller’s esp saved to the context table
push 0x10; // input parameter

call my_middle_foo

//push return PC to the callee’s stack

pop ebp //get stack frame pointer back

// application: my_app

// middleware: my_middle as DLL
void* p;

unsigned int my-id, middle_id;
security void* sp;

int ret;

// CALLEE SIDE
sec_push_stack_ptr
ebp = esp //ebp stack frame pointer

my-_id = sec_get_id("my_app”);
p = sec_malloc(0x20, my_id);

middle.id = sec_get_id(”my_-middle”);

sp = sec_add_sharing_ptr(p, 0x20,
middle.id, RD|WR);

ret = my_middle_foo(sp, 0x10);

sec_remove_ptr(sp);

rl = [ebp + 4] //return address
sec_save_ret_addr rl //save caller’s return
esp = [ebp]

sec_swap-_stack rl

// restore stack pointer to the caller’s stack
// callee’s esp saved to the context table
sec_return //return to the caller

//return to the caller by loading return PC

séc_free(p) ;

() Printer Sharing (b) Securely Maintain Correct Stack Be-

havior

Fig. 3. Cross Principle Function Call

that principle_p is allowed to access the data in the range [addr, addr+size|. The
declaration is recorded in a pointer table. Dynamic access to the memory cap-
sule is checked against both the memory capsule context and the pointer table.
After the pointer is consumed, it is removed from the pointer table by another
intrinsic sec_remove_ptr(addr). This mechanism allows passing pointers of either
private heap or private stack during a cross-principle call.

Aside from the above two intrinsics, MESA also proposes other necessary in-
trinsics for managing and sharing secure memory capsules as listed in Figure 2l
Note that these security intrinsics are programming primitives not new instruc-
tions. Although a hardware implementation of MESA can implement them as
CISC instructions, yet it is not required.

Figure illustrates how to securely share data during a function call us-
ing MESA’s security intrinsics. There are two principles. One is “my_app” and
the other is a middleware library called “my_middle”. “my_app” allocates a 32-
byte memory block from its own private heap by calling sec_malloc(0x20, my_id).
Then it declares a sharing pointer p using intrinsic sec_add_sharing_ptr that grants
principle “my_middle” read/write access to the memory block pointed by p. The
intrinsic call returns a security pointer, sp. After declaring the security pointer,
principle “my_app” calls my_middle_foo() of principle “my_middle”, passes the se-
curity pointer and another input argument. Inside my_middle_foo(), codes of prin-
ciple “my_middle” can access the private memory block defined by the passed se-
curity pointer sp. After the function returns control back to principle “my_app”,
“my_app” uses intrinsic sec_remove_ptr to remove the security pointer thus re-
voking “my_middle”’s access to its private memory block. In addition to passing
shared memory pointers, during the cross-principle call, program stack has to
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Stack Context

Module Stack Pointer

Caller 0x12485670 200000

Callee Oxabc21339 800000
Callee’s stack

Caller's stack
800000
Input,0x10

200000 EBP Return Addr

ESP=800000 K= [ EBP |
Local Vars

Snapshot of Both Caller and Callee’s Stacks After
Execution Switches to the Callee

Fig. 4. Snapshot of Stacks After a Cross-Principle Call

securely switch from the caller’s private stack to the callee’s private stack using
stack-related security intrinsics.

To show how private stacks are protected during cross-principle call, we show
what happens at assembly level when “my_app” calls my_middle_foo() and the
exit code of my_middle_foo() in Figure The assembly code uses x86 instruc-
tions and MESA intrinsics. In the example, the caller switches stack pointer to
the callee’s private stack using sec_swap_stack intrinsic. Input addr is either a
function entry address or return address if the intrinsic is used to switch stack
pointer from the callee’s private stack to the caller’s. MESA maintains a table of
stack pointer context for all the running principles. When sec_swap_stack(addr)
is executed, it will save the current active stack pointer as a <principle, stack
pointer> pair and set the active stack pointer to the target principle’s. Then
it pushes values to the callee’s stack memory capsule. When the callee’s stack
capsule requires information to be encrypted, the pushed stack values will be
encrypted using the callee’s key. Since the caller and the callee use different
stacks, to maintain compatibility with the way how stack is used for local and
input data, the callee uses sec_push_stack_ptr intrinsic at the function entry point
to push its stack pointer from the context table into its private stack. Figure [
shows both the caller and the callee’s stacks after the discussed cross-principle
call. When execution switches back from “my_middle” to “my_app”, the callee
copies the returned value to the caller’s stack capsule. Since the return PC ad-
dress is saved in the callee’s private stack (happens during execution of function
call instruction after stack swap), the callee has to read the return address and
put it into a temporary register using sec_save_ret_addr. Then the callee switches
the stack pointer to the caller’s. Finally, the callee executes sec_return intrinsic
that assigns the returned address stored in the temporary register to the current
program counter. In the case where a large amount of data need to be returned,
the caller could reserve the space for the returned value on its stack by declaring
a security pointer pointing to its stack and passes it to the callee.

Note that MESA protects against tampering on the target principle’s stack by
only allowing one principle to push values to other principle’s stack. A principle
can not modify another principle’s stack pointer context because only the owner
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principle can save the active stack pointer as its stack pointer context according
to the definition of sec_swap_stack. Explicitly assigning values to the active stack
pointer owned by a different principle is prohibited.

2.3 Inter Process Sharing - Shared Memory

MESA supports tamper-resistant shared memory through access control by the
secure kernel. In MESA, each memory capsule can be owned by one or more
principles as shown in Figure Access rights (read/write) to a secure mem-
ory capsule could be granted to other principles. For secure sharing, the owner
principle specifies the access right to be granted only to certain principles that
are authenticated. Using this basic secure kernel service, secure inter-process
communication such as secure shared memory and secure pipe can be imple-
mented. For example, assume that P1 and P2 are two user principles belonging
to different processes that want to share memory in a secure manner. Principle
P1 can create a memory capsule and set a sharing criteria by providing a public
authentication key. When principle P2 tries to share the memory created by P1,
it will provide its credential, signed certificate by the corresponding private key
to the secure kernel. The secure kernel then verifies that P2 can be trusted and
maps the capsule to the memory space of P2’s owning process.

3 Architectural Support for MESA

In this section, we discuss the architectural support for MESA. Inside a typical
secure processor, we assumed a few security features at the micro-architectural
level that incorporate encryption schemes as well as integrity protection based on
prior art in [2[7J6]. In addition, we introduce new micro-architecture components
for the MESA including a Security Attribute Table (SAT), an Access Control
Mechanism (ACM), and a Security Pointer Buffer (SPB). Other new system
features are also proposed to cope with MESA in order to manage the security
architecture asset.

3.1 Security Attribute Table

Secure memory capsule management is the heart of MESA. Most of the func-
tionality for secure memory capsule management is implemented in the secure
OS kernel that keeps track of a list of secure memory capsules used by a user
process. Security attributes of frequently accessed secure memory capsules are
cached on-chip in a structure called Security Attribute Table (SAT). Figure
shows the structure of a SAT attached to a TLB. Each entry stores a set of secu-
rity attributes associated with a secure memory capsule. The crypto-key of each
SAT entry is used to decrypt or encrypt information stored in the memory cap-
sule. The secure kernel uses intrinsic sec_SATId(addr) to load security attributes
from the memory capsule context stored in memory to SAT. The crypto-keys in
the memory capsule context are encrypted using the secure processor’s public
key. The secure processor will decrypt the keys when loading them into the SAT.
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TLB (iTLB or dTLB)

TLB Entry SAT index

TLB Entry SAT index

TLB Entry SAT index

TLB Entry SAT index

Security Attribute Table
VId Bit | Encryption Key | Authentication Signature D Control Bits
VId Bit yption Key i Signature ID | Control Bits
VId Bit | Encryption Key | Authentication Signature D Control Bits
[ Use Encryption Bit | Use At ion Bit_|

Fig. 5. Security Attribute Table (SAT) and TLB

A secure memory capsule could be bound to one or many memory pages of
a user process. When the entire user virtual memory space is bound to only
one secure memory capsule, the model is equivalent to a process-centric security
model. As Figure[Blshows, each TLB entry has an index to SAT for retrieving the
security attributes of its corresponding memory page. During context switches,
the secure kernel authenticates the process’s memory capsule context first, then
loads security attributes into SAT. SAT is accessed for each external memory
access. For a memory access missing in the cache, data in the external memory
will be brought into the cache, decrypted using the encryption key in the SAT
and its integrity verified against the root memory authentication signature, also
stored in the SAT using hash tree [7]. On-chip caches maintain only plaintext.
SAT is also accessed when data is evicted from the on-chip caches. The evicted
data will be encrypted using keys stored in the SAT and a new memory capsule
root signature will be computed to replace the old root signature.

If the required security attributes could not be found in the SAT, a SAT
fault is triggered and the secure kernel will take over. First, the secure kernel
flushes the cache, then load the required security attributes into the SAT. The
SAT indexes stored in the TLB are also updated accordingly.

3.2 Access Control Mechanism

Efficient hardware-based access control plays a key role for protecting memory
capsules from being accessed by un-trusted software components. It is impor-
tant to point out that having software components or memory capsules encrypted
does not imply that they can be trusted. Adversaries can encrypt a malicious
library and have the OS to load it into an application’s virtual space. The en-
crypted malicious library despite encrypted can illegally access confidential data.

Access management is achieved by associating principles with memory cap-
sules they can access. The information is stored in a table. Based on the security
requirements, the secure processor checks the table for every load/store opera-
tion and the operation is allowed to be completed only if it does not violate any
access restraint. To speed up memory operations, frequently accessed entries of
the rule table can be cached inside the processor by an Access Lookup Cache
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(ALC). Entries of ALC are matched based on the current executing principle’s
ID and the target memory capsule’s ID. To avoid using a CAM for ALC imple-
mentation, executing principle’s ID and the target memory capsule’s ID can be
XORed as the ALC index shown in Figure [6l For a memory operation and ID
tuple <running principle ID, memory capsule ID, rd, wr>, if a matching ALC
entry can not be found, an ALC miss exception will be triggered and program
execution will trap into the secure kernel. The secure kernel will check the com-
plete access control table to see whether a matching entry can be found there.
If an entry is found, it will be loaded into the ALC. Failure to find an entry in
both the ALC and the complete access control table implies the detection of an
illegal memory operation. Upon detection of such an operation, the secure kernel
will switch to a special handling routine where proper action will be taken either
terminating the process or nullifying the memory operation.

To minimize performance impact of ALC lookup on cache access, ALC check-
ing can be conducted in parallel with storing information into the cache, thus
incurs almost no performance loss since stores are typically not on the critical
path. As shown in Figure [@], there is one pass bit in each cache line indicating
whether the stored data yet passes access control security checking. When data
is written to a cache line, the bit will be clear. When ALC lookup returns a hit,
the bit will be set. To guarantees that a secure memory capsule is not updated
by instructions whose principles do not have write access right, cache lines with
the checked bit clear are inhibited from being written back to the memory. Fur-
thermore, read access to a cache line with the check bit set is stalled until the
bit is set. The performance impact of the above mechanism on cache access is
minimal because as our profiling study indicates the interval between the same
dirty line access is often long enough to hide the latency of ALC lookup.
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Principle ID Register

TLB (iTLB or dTLB) Physical Register File

TLB Entry SAT index Register Entry_| Vid Bit | SPC index
LB Enry SATindex Memory Unit Register Entry | Vid Bit | SPC index
Register Entry | VId Bit | SPC index
Security Attribute Table e N
VIdBit | Encryption Key | Authentication Signature | 1D | Control Bits D Rogister o |sPBiner
Vid Bit | Encryption Key | Authentication Signature ID | Control Bits da
Secure Pointer Buffer

Data Path Vid Bit Low Addr High Addr ID | Rd[wr[cCntn
VidBit | Low Addr High Addr 0| Rd | Wr [Cntl

XOR —

p-{Vid][ID1 [ID2 VIdBit | Low Addr High Addr D | Rd | Wr [Cntl
Tag Path Access Lookup
Cache
Cache Line | Pass Bit

‘ Address Check ‘
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Access Cache Result
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Fig. 6. Information Access Control Mech- Fig. 7. Security Pointer Buffer
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3.3 Security Pointer Buffer

MESA requires tracking shared pointers in a security pointer table. To improve
performance, values of the pointer table are cached in an on-chip Security Pointer
Buffer (SPB) shown in Figure [[l Each entry records the low and high address
of the shared memory region and the principle ID that is granted temporary
access right. A new programming data type, security pointer is required. The
difference between a security pointer and a regular pointer is that aside from the
address value, security pointer also maintains other information for identifying
the declared pointer such as an index to the SPB, see Figure [1l If a memory
address held by a register is added to the SPB, the involved register will be
tagged with the index of the added entry in the SPB and a security pointer valid
bit is set. When the register value is assigned to another register, the index is
also passed. When a null value is assigned to the register, the valid bit is cleared.
When address stored in a security pointer is used to access memory and its valid
bit is set, the associated index is used to retrieve the corresponding entry in the
SPB. The memory address is compared against the memory range stored in the
SPB, and ID of the running principle is also compared with the ID stored in
the corresponding SPB entry. If the memory address is within the range, the
principle IDs are identical, and the type of access (read/write) also matches,
the memory reference based on the security pointer is accepted. Otherwise, a
security pointer exception will be raised.

Security pointer exception is raised only when memory access is issued using
a valid security pointer and there is a mismatch in the SPB. The exception is
handled by the secure kernel. There are two possible reasons for a SPB access
failure. First, the entry may be evicted from the SPB to the security pointer
table and replaced by some other security pointer definition. In this case, a valid
entry for that security pointer can be found in the security pointer table stored
in the external memory. If the access is found to be consistent with some se-
curity pointer declaration, it should be allowed to continue as usual. Second,
the security pointer declaration is reclaimed and no longer exists in both the
SPB and the security pointer table. This represents an illegal memory reference.
Execution will switch to a secure kernel handler on illegal memory reference
and proper action will be taken. Two new instructions, sec_save_security_ptr and
sec_load_security_ptr are proposed to support save/load security pointers in phys-
ical registers to/from the external memory. SPB and security pointer definition
table are part of the protected process context. They are securely preserved
during process context switch.

3.4 Integrity Protection Under MESA

The existing integrity protection schemes for security architectures are based on
an m-ary hash/MACtree [7]. Under the memory-centric model in which infor-
mation within a process space is usually encrypted by multiple encryption keys,
the existing authentication methods cannot be directly applied. Toward this,
we generalize the integrity protection tree structure. We first protect individual
memory capsules with their own hash/MAC (message authentication code) tree,
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and then, a hierarchical hash/MAC tree is constructed over these capsule-based
hash/MAC trees. To speed up integrity verification, frequently accessed nodes
of the hash/MAC trees are cached on-chip. When a new cache line is fetched,
the secure processor verifies its integrity by inserting it into the MAC/hash tree.
Starting from the bottom of the tree, recursively, a new MAC or hash value is
computed and compared with the internal MAC/hash tree node. The MAC/hash
tree is always updated whenever a dirty cache line is evicted from the secure pro-
cessor. The secure processor can automatically determine the memory locations
of MAC/hash tree nodes and fetch them automatically during integrity check
if they are needed. Root of the MAC /hash tree is preserved securely when a
process is swapped out of the processor pipeline.

4 Performance Evaluation

4.1 Simulation Framework

We used TAXI [9] as our simulation environment. TAXI includes two compo-
nents, a functional open-source Pentium emulator called Bochs capable of per-
forming full system simulation, and a cycle-based out-of-order x86 processor
simulator. Bochs models the entire platform including Ethernet device, VGA
monitor, and sound card to support the execution of a complete OS and its
applications. We used Windows NT 4.0 SP6 as our target. Both Bochs and
the simulator were modified for MESA. Proposed enhancement such as SAT,
ALC, and SPB were modeled. We measure the performance under two encryp-
tion schemes, XOM/Aegis-like scheme and our improved scheme called M-Tree.
The XOM/Aegis scheme uses block cipher (triple-DES and AES) for software
encryption. In our evaluation, we selected AES as one encryption scheme. The
other scheme is based on stream cipher which can be faster than block ciphers
as the crypto-key stream can be pre-computed or securely speculated [5].

Since we have no access to the Windows source codes, simplification was taken
to facilitate performance evaluation. Software handling of the MESA architec-
ture was implemented as independent interrupt service routines. These routines
maintain the SAT, ALC, and SPB using additional information on memory cap-
sules provided by the application. Executing process is recognized by matching
CR3 register (pointing to a unique physical address of process’s page table) with
process context.

To model the usage of MESA | we assume that the application software and
the system software are separately protected. The system software includes
all the system DLLs mapped to the application space including kernel32.dll,
wsock32.dll, gdi32.dll, ddraw.dll, user32.dll, etc. The middleware libraries, if
used, are also separately protected. Note that all the system libraries mentioned
above are linked to the user space by the OS and they are invoked through
normal DLL call. To track the data exchanged among the application, middle-
ware DLLs, and system DLLs, dummy wrapper DLLs are implemented for the
DLLs that interface with the application. These dummy DLLs are API hijackers.
They can keep track of the pointers exchanged between an application and the



Memory-Centric Security Architecture 165

Table 1. Processor model parameters

[ Parameters [ Values I Parameters [ Values |
Fetch/Decode width 8 Issue/Commit width 8
L1 I-Cache DM, 8KB, 32B line L1 D-Cache DM, 8KB, 32B line
L2 Cache 4way, Unified, 32B line, 512KB L1/L2 Latency 1 cycle / 8 cycles
MAC tree cache size 32KB RM cache size 8KB
I-TLB 4-way, 256 entries D-TLB 4-way, 256 entries
SHA256 latency 80ns / 80ns ALC latency 1 cycle
SPB size 64, random replacement SPB latency 1 cycle

system and update the security pointer table and the SPB accordingly. Usage
of dynamic memory space such as heap and stack are traced and tagged. The
assumption is that each protected code space uses its own separate encryption
key to guarantee privacy of its stack and dynamically allocated memory space.
Application images are modified using PE Explorer tool so that they will link
with the wrapper DLL functions.

Table [l lists the architectural parameters experimented. A default latency of
80ns for both SHA-256 and AES were used for the cryptographic engines in the
simulation assuming that both units are custom designed. Seven NT applications
were experimented: IE6.0, Acrobat Reader 5.0, Windows Media Player 2, Visual
Studio 6.0, Winzip 8.0, MS Word, and Povray 3. The run of IE includes fetching
webpages from yahoo.com using Bochs’s simulated Ethernet driver. The run of
Visual Studio includes compilation of Apache source code. Winzip run consists
of decompressing package of Apache 2.0. Our run of Media Player includes play
of a short AVI file of Olympics figure-skating. The input to Acrobat Reader is
an Intel IA64 system programming document. The run includes search for all
the appearance of the keyword ”virtual memory”. The run of MS Word consists
of loading an IEEE paper template, type a short paragraph, cut/paste, and
grammar checking. The run of Povray renders the default image.

4.2 Performance Evaluation

We first evaluate the performance of access control, and security pointer table.
We use a 32-entry SAT for storing keys and security attributes. This is large

like Mtree —— XOM-like

Miree ——= XQM-like c= ’
MESA-Mtree s MESA-XON-like s Mtree_app === XOM-like_app memmm

Fig.8. Normalized IPC Results with Fig.9. Normalized IPC Results for Selec-
MESA Support tive Protection
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enough to hold all the protected memory capsules in our study. The number of
entries in the security pointer buffer is 64. We evaluated three scenarios, baseline
where security protection is turned off, M-Tree protection on the whole virtual
space with one memory capsule, and protection using MESA.

Performance results for all the applications are shown in Figure 8 in which
the IPC results were normalized to that of the baseline. On average, the M-Tree
lost 5% performance. When MESA is used, it further slows down by another
1%. Block cipher on average lost 13% performance and introducing MESA will
cause another 1.8% loss. Note that when the whole user space is protected as one
memory capsule (degenerated case), security pointer buffer and access control
are no longer providing any valuable service and could be turned off. There will
be no further performance loss under this scenario.

One objective of MESA is to provide a secure environment so that software
components co-existing in the same space could be selectively encrypted and
protected. To evaluate the gain of selective protection, we selectively encrypt
only application and its supporting DLLs, leave all the system libraries (e.g.
gdi32.dll, wsock32.dll) un-encrypted. The normalized IPC normalized are shown
in Figure @ For M-Tree, the performance gain is about 1.6% comparing with
encrypting everything in the memory space. This is substantial considering the
slowdown of M-Tree is merely 5%. For the block ciphers, the gain is 5.5%. This
means that by ensuring a secure environment for information sharing, MESA
could actually improve the overall system performance, especially for the block
cipher tamper resistant systems.

Another advantage of MESA is that it supports secure and high performance
shared memory for inter-process communication. Secure inter-process commu-
nication could not be naturally supported by process-centric tamper-resistant
system. The strong process isolation demands that information be either ex-
changed through secure socket or encrypted by software via a negotiated key
between the two involved processes. MESA supports protected shared memory
with almost no loss on performance. We used a micro-benchmark to evaluate the

1
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Fig. 10. Normalized Throughput of Protected Inter-process Shared Memory for MESA
M-Tree under Different Shared Memory Sizes
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performance of shared memory under MESA vs. a process-centric architecture.
A pair of Windows producer and consumer programs using shared memory were
written for this purpose. There are three scenarios, 1) the shared memory is
not protected, which is used as the baseline; 2) the shared memory is protected
as an encrypted secure memory capsule; 3) the shared memory is protected by
applications themselves through a strong cipher (AES) with a separately nego-
tiated key by the producer and consumer. The pair of programs were simulated
in TAXI and throughput results were collected for the above three scenarios
under different size of shared memory. Figure [I0 clearly shows the advantage of
MESA for supporting confidentiality and privacy of shared memory. For small
size shared memory, the loss of throughput is about 10%. But as the size of
shared memory grows, MESA protected shared memory performs almost as fast
as one without protection.

5 Related Work

Software protection and trusted computing are among the most important issues
in information security. Traditionally, the protections on software are provided
through a trusted OS. To improve the security model, some tamper resistant
devices are embedded into a computer platform to ensure the loaded OS is
trusted. A typical example of such endeavor is the TPM and the related OS. Al-
though these systems provide authentication services and prevent some simple
tampering on the application, they are not designed for protection of software
confidentiality and privacy against physical tampering. To address this issue,
new secure processor architecture, e.g. XOM and AEGIS, emerged. However, as
mostly closed system solutions, they too fail to address some very important
issues such as inter-operation between heterogeneous software components and
information sharing. MESA is also different from the information flow security
model such as RIFLE [8]. RIFLE keeps track of the flow of sensitive informa-
tion at runtime by augmenting software’s binary code. It prevents restricted
information from flowing to a less secure or un-trusted channel. MESA is de-
signed for a different purpose and usage model. The main purpose of MESA
is to mitigate some of the drawbacks associated with the whole process based
cryptographic protection of software instead of trying to solve the issue of secure
information flow. MESA is also significantly different from the memory protec-
tion model called Mondrian [I0]. Memory capsules in MESA are authenticated
and encrypted memory spaces, concepts do not exist in Mondrian.

6 Conclusions

This paper describes MESA, a high performance memory-centric security ar-
chitecture that is able to protect software privacy and integrity against both
software and physical tampering. Different from the previous process-centric
tamper-resistant systems, our new system allows different software components
with different security policies to inter-operate in the same memory space. It
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facilitates software vendors to devise their own protections on software com-
ponents therefore more flexible and suitable to open software system than the
previous process-centric protection approaches.
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Abstract. The performance of secure multicast is based on an efficient
group rekeying strategy which ensures that only authorized members
have access to the content. In this paper a HW-solution for group rekey-
ing is proposed. Besides the high performance guaranteed by pipelining
and dynamic tree management, the Batch Rekeying Processor enables
two modes of operation: real-time and batch rekeying. In addition, our
solution uses a new strategy to keep the loss of QoS and access control
caused by batching within system-specific limits.

1 Introduction

While multicast is an efficient solution for group communication over the In-
ternet, it raises a key management problem when a data encryption is desired.
This problem originates from the fact that the group key used to encrypt data is
shared between many members, which demands that this key must be changed
every time the group membership changes. The process of updating and distri-
bution of a new group key is called group rekeying. Figlll represents a Pay-TV
environment as an example for a multicast scenario. A video provider VP uti-
lizes a video server VS to deliver video content encrypted with a group key k.
A registration and authentication server RAS manages the group and performs
group rekeying. Every registered member gets an identity key k4 (e.g., ko to ks
in Figll)) and the group key k4. To keep backward access control, joining a new
member causes the RAS to perform a group rekeying: A new group key is gener-
ated and encrypted first with the current group key and delivered to the current
members, and then with the identity key of the new member and sent to this
member. Disjoining a member, however, is highly inefficient. To keep forward
access control the RAS has to generate a new group key and to encrypt it with
each of the identity keys of the remaining members. In other words, disjoining
a member from a group having n participants costs a total of n — 1 encryptions
on the server side. Obviously, a scalability problem arises. Several methods have
been proposed in the literature to cope with this problem, e.g., [I] to [11]. For our
purpose three solutions are especially relevant: The algorithm of logical key hier-
archy LKH ([3],[4]) reduces the rekeying costs to be logarithmic to the group size.
A dedicated hardware accelerator, called the Rekeying Processor [9], improves

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 169-{I83] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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Fig. 1. Pay-TV: A potential scenario for secure multicast

the LKH performance considerably. Batch rekeying [5] can be applied to LKH
to improve the rekeying efficiency, but at the cost of real-time properties. In this
paper we combine these generic approaches and add new important properties
which optimize the rekeying performance by means of dynamic tree management
and pipelining. The proposed Batch Rekeying Processor, in addition, tackles the
batch rekeying problems of QoS and access control and provides two operation
modes: real-time and batch rekeying. Section 2 describes the preliminary work.
Section 3 introduces four algorithmic improvements for group rekeying. Section
4 describes the architecture of the Batch Rekeying Processor briefly. The map-
ping of the algorithms on this architecture is outlined in Section 5. Section 6
details the used platform and presents some result figures. Section 7 concludes
the paper with a summary and an outlook.

2 Related Work in Group Rekeying

2.1 Logical Key Hierarchy

The basic idea behind the LKH algorithm is to divide the group into hierarchical
subgroups and to provide the members of each subgroup with a shared key called
the help-key ky—,. Consider the eight-member group of Fig[2 In this model
members mg and m; form a subgroup with the help-key kog_1. All members
compose the largest subgroup with the help-key ky_7 which in turn corresponds
to the group key used to encrypt the video data stream. For example, to disjoin
member my all help-keys assigned to this member have to be updated, encrypted,
and sent to the remaining members. The following rekeying message is generated:

B (k355), Brgen (kgZ3), Exoy (koZ3), Eigew (koZ7), By (koZ7)

where the convention Ey, (kp) is used to refer to a rekeying submessage repre-
senting the encryption of key k; with key k.. In contrast to the simple scheme,
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my my my mz my ms ms my

Fig. 2. LKH: Logical Key Hierarchy

where just two encryptions are needed for join rekeying, the LKH requires more
encryptions. Nevertheless, considering both join and disjoin processes, the LKH
is clearly superior to the simple scheme due to the logarithmic dependence on
the group size.

2.2 Rekeying Processor

For performance enhancement of the LKH algorithm a hardware accelerator,
called the Rekeying Processor (RP), has been proposed by the authors [9]. This
RP performs real-time rekeying and acts as a coprocessor for the registration
and authentication server as shown in Fig Bl See Figlll for comparison. The
RP handles balanced binary trees and results in a clearly higher performance
compared to corresponding software solutions.

2.3 Batch Rekeying

Batch rekeying [5] proceeds in two steps which are repeated frequently. First,
rekeying requests are collected and the help-keys, which need to be processed,
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Fig. 3. RP integrated into the VP environment
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Fig. 4. Timing in batch rekeying

are marked. The marked keys build a so-called rekeying subtree. In a second step
the rekeying subtree is processed including the generation of new keys and the
building of rekeying messages. The marking is performed within regular time
slots called rekeying intervals T'. The processing takes differently long according
to the current subtree. Fig[] depicts this situation, where BPT; denotes the
batch processing time of the ¢ — th batch.

3 Advanced Batch Rekeying

3.1 Pipelined Batch Mode

Parallelizing the marking and the processing steps of batch rekeying results in
a performace enhancement of the rekeying algorithm. During the processing of
the ¢ — th batch the (i + 1) — th subtree can be generated as depicted in Fig[Hl
We define the pipelining performance gain PPG for one batch operation with
the processing time BPT as follows.

PPG=(T+BPT)/T=1+ BPT/T (1)
3.2 Quality of Service and Access Control Aware Batch Rekeying

Batch processing of join and disjoin requests has two drawbacks with regard to
Quality of Service (QoS) and access control (AC), respectively. A new member,
on the one hand, gets the group key in batch rekeying later than in real-time
rekeying which means that only a worse QoS can be offered by batch rekeying.
On the other hand, a leaving member may exploit a valid group key in batch
mode for a longer time period than in immediate rekeying which corresponds to
a degradation in the AC. To quantify these items we introduce two new metrics:
LoQoS (Loss of QoS) and LoAC (Loss of AC), which are defined as illustrated
in Figl6l where t;q/tqq represents the appearance time of a join/disjoin request

BPT; BPT;.,
<> <

time

Fig. 5. Timing in pipelined batch rekeying
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Fig. 6. LoQoS and LoAC in pipelined batch rekeying

within a rekeying interval T'. t;,, /tqp denotes the processing time of a join/disjoin
request in real-time rekeying.
According to Figlll LoQoS and LoAC can be estimated as follows.

LoQoS =T + BPTi1 — (tja + tjp) (2)

LoAC =T + BPT; 1 — (tdga + tap) (3)

Batch rekeying must keep LoQoS and LoAC below some system-specific values
denoted as LoQoSar and LoAC), .., respectively.

LoQoS < LoQoSaz (4)

LoAC < LoAC, 4z (5)

The conditions (@) and (Bl can be best fulfilled by controlling the rekeying inter-
val T'. Accordingly, the control of LoQoS and LoAC results in variable rekeying
intervals, which start/end at the time points, where these conditions are violated,
as depicted in Figlll The mechanism of LoQoS/LoAC control can be used to
toggle between two operation modes: batch and real-time rekeying. Real-time
rekeying can simply be activated by setting LoQoS,,q; and LoAC),q, to zero.
This causes that the conditions in () and (] are violated for every join and
disjoin request, which starts the processing immediately.

3.3 Dynamic Tree Management

Static tree management results in redundant operations. According to this me-
thod, the disjoin of m2 in Figlf a) causes the generation of two keys and the
execution of three encryptions, see Fig[8 b). The same operation costs only one
generation and two encryptions, if dynamic tree management is utilized as in

BPT; BPTi PTic2
>

time

Fig. 7. LoQoS/LoAC-aware pipelined batch rekeying
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a) b) )

Fig. 8. Static vs. dynamic tree management

¢). According to the dynamic tree management a help-key, which is not used, is
deleted. The BRP, however, uses hardware-related static memory management
which maps every tree node to a preassigned physical address of an SDRAM
(see section 5.4). Therefore, for the BRP the concept of deletion is replaced by
the concept of suspension. A suspended key is a key which is not used - but still
has its place in memory - and there is no member, whose path to the root passes
this key. A right suspended key is a key which is not used, but there is a member
whose path to the root passes this key from the right. This applies for the key
k1_o after disjoining of ms in the tree c) of FiglRl A similar definition applies
for a left suspended key.

4 Batch Rekeying Processor

In analogy to [9] the BRP acts as a coprocessor, which communicates with the
RAS over the PCI bus, according to Figlll The coprocessor takes the tasks
of generating new help-keys, the storage of all tree keys, and the building of
the rekeying messages according to the advanced batch rekeying algorithm in-
troduced in the previous section. The BRP exploits AES-128 as an encryption
algorithm [I2] and the PRNG specified in ANSI X9.17 for generating new help-
keys [13]. All tree keys are of length 128 bit. Each help-key, including the group
key, is identified by a so-called key identity key_ID, which corresponds to its
physical address in the SDRAM.

4.1 BRP Instruction Set

BRP executes a total of five instructions which are summarized in Table Il The
parameter user_ID identifies a member and corresponds to the physical address
of his identity key kg in SDRAM key memory. Initiate_Generator initializes
the key generator according to [I3]. By the instruction Initialize_Limits the
system-specific parameters LoQoSq, and LoAC,, ., are loaded into the BRP.
Finally, Resynchronize refreshes the help-keys of a member, if necessary.

4.2 BRP Architecture

The BRP is mainly composed of five units as depicted in Figll Batch rekeying
bases upon the marking of keys which need to be processed. In [5] the concept
of a subtree is used to point to all marked keys in one rekeying interval. For the
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Table 1. Instruction set of the Batch Rekeying Processor

Instruction Parameter
Initiate_Generator D, S0, kgen
Initialize_Limits LoQoSmax, LOAC ax
Join user_ID, ky
Disjoin user_ID
Resynchronize user_ID

BRP we use this concept to refer to the data generated by the Batch Scheduler to
provide information on keys to be processed, the kind of processing and the order
of processing. The first two information are provided by assigning a Marking Flag
(MF') and a Left-Right Word (LR) to each help-key, respectively. The processing
order is appointed with the aid of the Processing FIFO (PF). In the sequel some
functional units specific to this BRP are described briefly.

Main Controller. This subunit controls the whole BRP by fetching instruc-
tions from the Instruction FIFO, decoding them, and by activating both the
Batch Scheduler to execute the marking algorithm and the Processing Unit to
process an already prepared batch. The Main Controller interacts with the Lo-
QoS/LoAC Monitor to control the rekeying interval.

Batch Scheduler. This module performs two important tasks: the marking
and the estimation of batch processing time BPT'. For the first task it receives a
rekeying request with some user_I D and marks the help-keys needed to be pro-
cessed according to the algorithm detailed in section 5.1. To estimate BPT the
Batch Scheduler gets during marking the information on the number of needed
key generations and encryptions. Accordingly, it updates the batch processing
time BPT for each new request and delivers it to the LoQoS/LoAC Monitor.

D, Keer, So. ka \

)

[ N 4 R g )
OP
Instruction Code| Main Processing Processing
FIFO | Controller FIFO Controller
—— —— A J N
User A
PCI PCI Bus ID_| Batch PR MF PR SDRAM SDRAM
Bus Controller | Scheduler Memory Controller Memory
—— —— A J N
R SR s N s
Output LoQoS/ LR Generator
FIFO Limit LoAC Memory Encryprtor
s Controller )
N N/ - J o J
Eafks), IDg , kg I
Interface Unit Preprocessing Unit Subtree Unit Processing Unit Key Tre

Fig. 9. Batch Rekeying Processor Architecture
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Table 2. LR specification

LR Effect in Effect in
Preprocessing Unit Processing Unit
00 Suspended No operation on this key

Update the next ancestor (whose LR=11) and encrypt it with the
next right descendant (whose LR=11) or with the identity key.
Update the next ancestor (whose LR=11) and encrypt it with the
next left descendant (whose LR=11) or with the identity key.

11 Used Update and encrypt by both descendant keys

01 Right suspended

10 Left suspended

LoQoS/LoAC Monitor. This module calculates the LoQoS/LoAC in real-
time and compares them with LoQoSax/L0AC .- It interrupts the Main
Controller as soon as a limit is exceeded in order to start a new rekeying interval.

MF Memory. This memory saves an 1-bit marking flag for each help-key.
The MF is set by the Preprocessing Unit if the corresponding key needs to be
processed and is reset by the Processing Unit after the processing is completed.

LR Memory. This unit saves a 2-bit word called LR for each help-key. The LR
word is used by the Batch Scheduler as a state variable of the corresponding help-
key. Depending on the LR word, the Processing Unit decides on the kind of process-
ing. Table[lspecifies how an LR word is interpreted by the Pre/Processing Units.

Processing FIFO. During marking the Batch Scheduler pushes the key_IDs
of all level-1 help-keys need to be processed into this FIFO. The Processing Unit
pops these key_IDs and pushes the key_IDs of the next-level help-keys need
to be processed in a successive way untill all keys have been processed. This
mechanism ensures that the processing of a help-key of some level can only take
place after the keys of lower levels have already been handeled.

Processing Controller. This module pops the key_I Ds of keys to be processed
from the Processing FIFO, resets their MF-flags and orders the Generator/En-
cryptor to build rekeying submessages according to the corresponding LR values.

Generator/Encryptor. This unit performs both the encryption, (to set-up
rekeying submessages) and the key generation based on a shared AES-128 core. A
dedicated Key FIFO saves pre-generated keys as long as no rekeying encryption
is needed.

5 Mapping of Algorithms to the BRP Architecture

5.1 Marking and Processing Algorithms

In the following the hardware batch rekeying algorithm will be illustrated assum-
ing a sequential proceeding of the marking and processing tasks, i.e., without
pipelining. Consider the left key tree of Fig[lll The current MF and LR val-
ues of its help-keys are given in the second left columns of a) and b) in Fig{Id]
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kS

Fig. 10. Example key tree for batch rekeying

respectively. Assume that five rekeying requests occur in the current rekeying
interval in the following order: Join m;y, Disjoin mg, Disjoin mg, Join ms and
Disjoin mso. The processing of these requests results in the right tree of Fig[TQl

Marking. For each rekeying request the Preprocessing Unit traverses the tree
from the join/disjoin point to the root and performs the following three steps:

i. The key_ID of the first help-key (of level-1) is pushed into the PF, if this
was not yet done by other requests.
ii. All help-keys on the path are marked by setting the corresponding MF.
iii. The LR values for these keys are updated.

Fig[ITl shows the development of MF, LR and PF Memory contents during the
marking for the outlined example.

Processing. The generation of rekeying messages is a successive process, which
is repeated as long as the PF still has entries. For each popped key_I D from the
PF the following steps are executed.

i. Reset the corresponding MF and the MF of the father key.
ii. Push the key_ID of the father into the PF, if this was not yet done.
iii. Update/encrypt the corresponding help-key according to its LR value.

FigT2 shows the development of the content of PF in the course of processing
of the six help-keys in this example.

5.2 Pipelined Batch Rekeying

Pipelined batch rekeying demands simultaneous access to the Subtree Unit by
the Pre/Processing Units. To avoid conflicts two MF-Memories (Odd-MF and
Even-MF) and two Processing FIFOs (Odd-PF and Even-PF) are used. In con-
trast, for pipelining three LR-Memories are needed (Odd-LR, Even-LR and
Current-LR). The access to these memories is defined in Table Bl The need
of three LR memories, instead of two, can be justified as follows. The Prepro-
cessing Unit updates an LR depending on its current value and on the request
type join/disjoin. An LR is identified as current by checking the corresponding
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a) MF Memory during preprocessing

Help M _
Key Current Join Disjoin | Disjoin Join Disjoin
Value m; m3 mg ms m)
Ko.1 0 1 1 1 1 1
k».3 0 0 1 1 1 1
k4.5 0 0 0 0 1 1
k.7 0 0 0 0 0 0
ko.3 0 1 1 1 1 1
K47 0 0 0 0 1 1
ko7 0 1 1 1 1 1
b) LR Memory during preprocessing
Help SRR L —
Key Current Join Disjoin | Disjoin Join Disjoin
Value m m; my ms m;
Ko-1 10 11 11 01 01 01
k».3 11 11 10 10 10 00
K45 10 10 10 10 11 11
Ke¢.7 11 11 11 11 11 11
ko.3 11 11 11 11 11 10
k47 11 11 11 11 11 11
ko7 11 11 11 11 11 11
c) Processing FIFO content during preprocessing
PF
Current Join Disjoin | Disjoin Join Disjoin
Entries m m;3 my ms m;
key_ID key_ID
(kq5) (kes)
key_ID | key_ID | key_ID key_ID
(k23) | (ka3) | (ka3) (k2.3)
key_ID | key_ID | key_ID | key_ID key_ID
(ko) | (ko) | (ko) | (ko) (ko-1)
Preprocessing Time >
Fig. 11. BRP marking example
Current During the processing of:
entries Kko.1 Ko ko7 ko3 kys kos
key_ID key_ID
(kss) (ko-3)
key_ID key_ID key_ID key_ID key_ID
(k2.3) (kss) (ko3) (ks7) (ko-7)
key_ID | key_ID | key_ID | key_ID | key_ID | key_ID
(ko.1) (k2-3) (kss) (ko3) (ks7) (ko7)

Processing Time

v

Fig. 12. Processing FIFO content during processing
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Table 3. Memory operations in pipelined batch rekeying

Unit Interval Even Odd Even Odd Current Even Odd
MF MF LR LR LR PF PF
Prerocessing Even R&W No Op. w No Op. R&W w No Op.
Unit odd No Op. R&W No Op. w R&W No Op. w
Processing Even No Op. w No Op. R No Op. No Op. R&W
Unit odd w No Op. R No Op. No Op. R&W No Op.

MF. Because an MF bit can be written in both odd and even intervals - see
columns 3 and 4 of TableBl- this bit can not inform definitively about the status
of an LR. We solve this problem by keeping the up-to-date LR values perma-
nently in a third memory unit which is read and written in both intervals by
the Preprocessing Unit. In addition, the current LR values are inserted into the
Odd-LR Memory in odd intervals and into the Even-LR Memory in even ones.

5.3 LoQoS/LoAC Monitor

Fig[T3 depicts the basic architecture of the LoQoS/LoAC Monitor. Considering
@) and (@) in section 3.2, the contribution of the real-time processing times ¢},
and tg, is very small compared to rekeying interval and batch processing times
and can therefore be neglected. The signals Restart; and Restartq in Figll3] are
set by the Batch Scheduler as soon as the first join/disjoin request appears in
the current rekeying interval, respectively. With this measure the LoQoS/LoAC
can be calculated as a sum of the rekeying interval and the batch processing
time.

5.4 Dynamic Tree Management

The SDRAM saves all the 128-bit keys used by the group, i.e., a total of 2n — 1
keys. Logically, the memory represents a binary tree of keys, i.e., the keys are
saved on several levels. Assuming n is a power of 2, then the number of levels

Restart;
—>

L0oQoSmax

Start exceeded

BPT;,;

LoACax
exceeded

Restarty
—>

Fig. 13. LoQoS/LoAC Monitor



180 A. Shoufan, S.A. Huss, and M. Cutleriwala

Address | Identity Help- Help- Group
keys LO keys L1 keys L2 key L3
0000 ko
0001 k;
0010 k2
0011 k3
0100 kq
0101 ks
0110 ks
o111 k;
1000 ko.1
1001 ka3
1010 kys
1011 [
1100 Kos
1101 kiz
1110 kor=ke

.
.
v 1

Logical view

Fig. 14. Storage of the key tree in SDRAM

is determined by L = 1+ logan. The identity keys ks always occupy the lowest
level and the group key is located exclusively on the last level as detailed in
Fig[l4dl Physically, the identity key of the first member is saved at the first
address and the group key at the last address. This arrangement allows for an
efficient traverse of the tree. An example for a group of 8 members (n = 8, L = 4)
illustrates this approach. The group needs a total of 2n — 1 = 15 keys, which are
stored in the memory as depicted in Figlldl Considering a key k; in the tree, it
can be seen that the addresses of the relatives of k; can be found by performing
only some shift and bit inversion operations on the address of k;. The parent
of kg, for example, is located at the address resulting from a right shift of the
address of ky with an insertion of 1 from left.

6 Implementation and Results

6.1 Hardware Platform and Resource Usage

As hardware platform we use the PCI card ADM-XPL from Alpha Data, Inc.
[14]. The card is equipped with a VirtexII-Pro FPGA 2VP20 from Xilinx, Inc.
[15]. The FPGA implements all of the BRP components except for the key mem-
ory, which is embodied using a DDR SDRAM. The Subtree Unit is implemented
using the Block Select RAMs (BSRAMs) of VirtexII-Pro to enable a fast access
to the MF /LR words and accordingly an early decision about the operation to
be performed. Table M details the resource usage by the BRP obtained from
exercising the synthesis tool Synplify Pro 7.3.3 [16].

6.2 Maximal Group Size N,,q, and Maximal Batch Size B,,q.

The maximal group size is limited by the available memory on the hardware
card. For each help-key a total of 8 auxiliary bits on BRAMs are needed for
saving MF and LR values. Corresponding to Table[d only 64 blocks are available
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Table 4. BRP resource usage

UNIT COMPONENT AREA USAGE COMMENTS
. 4 BSRAMs . .
et Instruction FIFO 0 CLBs Rekeying Instructions
ng;ii\ce PCI Bus Controller 3% CLBs Control of PCI transfers
4 BSRAMs . . .
Output FIFO 0 CLBs Rekeying messages
Main Controller 0.26% CLBs Control of entire BRP
Prep{}’:ﬁ“‘“g Batch Scheduler 0.69% CLBs Marking and BPT estimation
LoQoS/LoAC Monitor | 0.86% CLBs Control of LoQoS and LoAC
Subtree Processing FIFO 2 BSRAMs Storage of K‘eyles of help-keys
Uni 0% CLBs to be processed
nit
LR & MF memor 64 BSRAMs Storage of MF and LR words
Y 0% CLBs s )
Processing Controller 1.12% CLBs Control of Processing Unit
Processin; 2 DCM f
Unit 2 SDRAM Controller 3% CLBs Control of SDRAM
G tor/E: " 14 BSRAMs 10 BSRAMs for SBOX of AES
enerator7Encryptor 11% CLBs + 4 BSRAMs for key FIFO
Key Tree SDRAM SDRAM = 64 MB | External to the FPGA

for this task. Accordingly, the following number of help-keys can be managed
by the BRP: 64 x 16 Kbit/8 = 131,072. This corresponds to a group size of
Npaz = 131,072 members and a level number of Ly,q, = l0gaNpae = 17. The
maximal batch size By,q, is limited by the maximal number of Key_IDs that
can be pushed into the PF during marking. In the current BRP prototype the
PF has a capacity of 512, which allows for a maximal batch size of 1024 requests.

6.3 Performance

In its compact implementation, the AES core demands 127 clock cycles to per-
form one encryption. Accordingly, the generation of a new key takes 253 clock
cycles. The BRP implementation using ISE 6.1 from Xilinx [I5] resulted in a
maximal clock frequency of about 150 MHz. The SDRAM outside the FPGA,
however, can be clocked maximally at 133 MHz. The BRP, therefore, is clocked
at the same frequency. To assess the performance gain of the BRP we built a SW
model for batch rekeying with the same algorithms and optimization strategies
of the BRP and executed it on two processors:

SW1: AMD Duron 750 MHz, 64 KB (cache), 256 MB (RAM),
SW2: Intel XEON 2.4 GHz, 512 KB (cache), 1 GB (RAM).

Table [l depicts a performance comparison for the worst-case join/disjoin op-
erations which occur for full trees. Assume a fixed rekeying interval of 1 second
and - for simplicity - that 1000 worst-case join requests occur in a rekeying inter-
val. The batch processing time on SW2 would then be BPT = 390 ms and on the
processor BPT = 66 ms. Accordingly, the hardware acceleration caused by the
BRP for this batch results in 590%. This estimation is still pessimistic because
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Table 5. BRP performance vs. software solutions

SW1 Sw2 HW (BRP)
Worst case single join 1.068 ms 0.390 ms 66.08 us
Worst case single disjoin 1.051 ms 0.387 ms 65.12 us

it does not consider the contribution of pipelining. The pipelining performance
gain PPG of BRP can be calculated using () to: PPG = 1+ 0.066, i.c., 106%.
To demonstrate the effect of dynamic key management we compare the costs
caused by the BRP with those caused by the preliminary rekeying processor for
a first join request. Whereas the RP takes 49.85 us, the BRP takes just 3.29 us.
The first join request represents the best case for BRP, because only the group
key must be generated and encrypted by the identity key of the joining member.
In the RP, in contrast, 17 help-keys have to be generated and encrypted (see sec-
tion 6.2). In general, the performance gain caused by dynamic tree management
decreases for an increasing tree size.

7 Summary and Outlook

We proposed a HW solution to the group rekeying problem which features mainly
four novelties: pipelining of the rekeying algorithm, control of QoS and access
control, enabling of two rekeying modes and dynamic tree management. In the
future, the BRP will undergo several improvements. For instance, a module
for data source authentication will be added to protect members from forged
or false rekeying messages. Another development is the placement of MF/LR
storage into the external DDR SDRAM thus releasing the BSRAMs to unroll
some AES rounds. This will enhance the BRP performance considerably and
will allow for the management of larger groups.
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Abstract. In DRM domain, the adversary has complete control of the computing
node - supervisory privileges along with full physical as well as architectural ob-
ject observational capabilities. Thus robust obfuscation is impossible to achieve
with the existing software only solutions. In this paper, we develop architecture
level support for obfuscation with the help of well known cryptographic meth-
ods. The three protected dimensions of this architecture Arc3D are address se-
quencing, contents associated with an address, and the temporal reuse of address
sequences such as loops. Such an obfuscation makes the detection of good tam-
pering points infinitesimally likely providing tamper resistance. With the use of
already known software distribution model of ABYSS and XOM, we can also
ensure copy protection. This results in a complete DRM architecture to provide
both copy protection and IP protection.

1 Introduction

Digital rights management (DRM) deals with intellectual property (IP) protection and
unauthorized copy protection. The IP protection is typically provided through a com-
bined strategy of software obfuscation and tamper resistance. DRM violations for soft-
ware can result in either financial losses for the software developers or a loss of compet-
itive advantage in a critical domain such as defense. Software piracy alone accounted
for $31 billion annual loss [[1]] to the software industry in 2004.

Software digital rights management traditionally consists of watermarking, obfus-
cation, and tamper-resistance. All of these tasks are made difficult due to the power of
adversary. Any software-only solution to achieve DRM seems to be inadequate. It leads
to the classical meta-level inconsistencies encountered in classical software verification
derived from Godel’s incompleteness theorem. In the end, in most scenarios, it reduces
to the problem of last mile wherein only if some small kernel of values could be iso-
lated from the OS (as an axiom), the entire schema can be shown to work. At this point,
it is worth noting that even in the Microsoft’s next generation secure computing base
(NGSCB) [6l], the process isolation from OS under a less severe adversary model is
performed with hardware help.

The trusted computing group consisting of AMD, HP, IBM, and Intel among many
others is expected to release trusted platform module (TPM) [[7]. The TPM is designed
to provide such a root of trust for storage, for measurement, and for reporting. It also
supports establishment of a certified identity for the computing platform through its
endorsement key pair. The certified identity (through public and private Ej, pair) is the
mechanism required for safe (trusted) distribution of the software from the vendor to the

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 184-[199] 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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computing platform. This mechanism will be used to preserve the sanctity of the vendor
provided static obfuscation. Hence, we believe that TPM provides building blocks for
the proposed architecture. However, we identify additional capabilities needed to sup-
port robust 3D obfuscation. The proposed architecture obfuscation blocks can absorb
TPM functionality (based on the released TPM 1.2 specifications [8]).

2 The Problem

The problems we address in this paper are as follows.

1. Associability of software to a particular CPU. (copy protection)

2. Verifiability of the CPU’s authenticity/identity. (copy protection, IP protection)

3. Binary file, conforming to a standardized structure, should not reveal any IP of the
software through reverse engineering. (IP protection — static obfuscation)

4. Any modification of the binary file should make the software unusable. (IP protec-
tion — tamper resistance)

5. The program execution parameters visible outside CPU should not reveal any IP of
the software. (IP protection — dynamic obfuscation)

The first two problems are analogous to the real life problem of establishing trust
between two parties followed by sharing of a secret on a secure encrypted channel.
This is a well analyzed problem and solutions like Pretty Good Privacy (PGP) exist.
The two unknown parties establish trust through a common trusted third party, namely,
a Certification Authority (CA). The two parties then share their public keys (RSA) and
hence can send messages readable only by the intended audience. This approach has
been used in almost all the earlier research dealing with copy protection ( [4], [2]). We
will be also deploy a similar approach.

The third problem requires prevention (minimization) of information leak from the
static binary file/image. This could be viewed as the problem of protecting a message in
an untrustworthy channel. One possible solution is to encrypt the binary file (the solu-
tion adopted by XOM [2] and ABYSS [4]]). General asymmetric/symmetric encryption
is a more powerful hammer than necessary for this problem which is also less efficient
computationally. An alternative approach would recognize that the binary file is a se-
quence of instructions and data with an underlying structure. Static obfuscation [9], [[10]
attempts to achieve this effect. In fact, when the white-box behavior of the obfuscated
program ‘7 () is not differentiable from its black-box behavior, for all practical pur-
poses 7 (‘P) provides all the protection of an encrypted version of 2. Our solution to
this is to use 3D (three dimensional) obfuscation that obfuscates the address sequencing,
contents, and second order address sequencing.

Fourth problem requires the binary file to be tamper resistant. This could be in-
terpreted as any modifications to the binary file should be detectable by the hardware.
Message Digest, which is a one-way hash of the message itself, solves this problem.
This once again is a generic solution which is applicable to any message transaction
(which does not use the special properties of binary file). We rely upon obfuscation to
provide the tamper resistance in the following way. Tampering gains an advantage for
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the adversary only if the properties of the tampering point (such as the specific instruc-
tion or data at that point) are known. However, obfuscation prevents the adversary from
associating program points with specific desirable properties (such as all the points that
have a branch, call sites, to a specific procedure or all the data values that point to a
specific address). Hence most tampering points are randomly derived resulting in the
disabling of the program (which we do not consider to be an advantage to the adversary
in the DRM model where the adversary/end user has already purchased rights to disable
the program).

The fifth problem dictates that the CPU not trust anything outside its own trusted
perimeter including any software layer. The problem is simplified by the fact that CPU
can halt its operations once it detects any untrustworthy behavior. The attributes of the
application program execution trace space, which the CPU has to protect, can be thought
of as having three dimensions, namely, instructions (content), addresses at which the
instructions are stored (address sequencing), and the temporal sequence of accesses of
these addresses (second order address sequencing). All these three dimensions have to
be protected in order to prevent any information leakage. This holds true even for data.
These three dimensions of information space are referred to as address, content and
time order.

3 Earlier Research

Earlier solutions like ABYSS [4], XOM [2]] and TrustNol [5] exist. The major short-
coming of these solutions is that they do not exploit the software specific properties.
All of them use encryption and message digest as a means to make the software tamper
resistant. HIDE [3]] an extension of XOM, points out the fact that the address trace gives
adversary power to deduce the control flow graph (CFG) even though the instructions
and data themselves were encrypted. How-

ever the solution proposed by HIDE to
prevent information leak through the ad-
dress and memory is weak. Figure [ il-
lustrates the weakness of HIDE approach.

N(N+1)
2

to reverse-engineer the permutation, where
N is the permutation size. Assuming that
there are 1024 cache blocks in a page, the
strength of such a permutation is less than 22°. Even in the chunk mode, which performs
these permutations in a group of pages, the complexity grows quadratically and hence
could be easily broken.

Permutation Function

Thus it takes only comparisons

Fig. 1. Weakness of HIDE approach

4 Proposed Architecture: Arc3D

The overall proposed architecture of Arc3D is shown in Figure Bl The main affected
components of the micro-architecture are the ones that handle virtual addresses. These
components include the translation lookaside buffer (TLB) and page table entries
(PTE). We first describe the objectives of the obfuscation schema.
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4.1 Obfuscation Schema
The goal of obfuscation is to remove correlation between

1. CFG and static binary image.
2. static binary image and dynamic execution image.

Traditional static obfuscation techniques try to obscure disassembling and decompiling
stages to remove correlation between the static image and CFG. But these techniques
are transparent to architecture and do not remove correlation between static image and
dynamic execution image. Thus an adversary monitoring the address traces could very
well extract the CFG.

We use architec- Address| Content Address Content
Address|Content
ture aware obfusca- 1 . Lot (@)
tion of sequence and ) L 2 |Csll1y) 2 |Co(CsUr 1,

z '@ 55! )
content to achieve S I, Gloie) e 2 |G Uniagie))
this goal. Static ob- : : : : : :

) vl : : :
fuscation, or obfus- N N (Gsly) N (G5l ot )

cation of the static
binary image, is
achieved by permut-
ing the instruction
sequence with g and obfuscating the instructions with Cs. Another pair of sequence
permutation and content obfuscation functions which are dynamically chosen, ©tp and
Cp, help achieve dynamic obfuscation. These four functions, ©ts,Cs,7tp and Cp form the
program secret which is guarded by the trusted component of the architecture.

Fig. 2. Static and Dynamic obfuscation

4.2 Overall Schema

As stated earlier, Figure [3] shows the global floor-plan for the proposed architecture.
The shaded areas are the ad-
ditional components of Arc3D e
over the base architecture.
Shading hues also indicate the
access rights as follows. The
lightly shaded areas contain
information accessible to the
outside world, i.e., OS. The
darkly shaded areas contain
secret information accessible
only to Arc3D. Arc3D has
two execution modes, namely
protected and unprotected
mode. It has a protected regis-
ter Space REG, which is ac-
cessible only to a protected
process.

Fig. 3. Overall Schema of Arc3D Architecture
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The core of Arc3D functionality is obfuscation, and it is achieved by modifying
the virtual address translation path - translation look aside buffer (TLB) - of the base
architecture. The TLB in addition to holding the virtual address to physical address
mapping, page table entry (PTE), has the obfuscation configuration (Peons). This Peon s
is essentially the shared secrets Cs, Cp, Tts, Tp in encrypted form. In order to avoid
frequent decryption, Ar3D stores the same in decrypted form in Conf section of T LBy,,.
This section of TLB is updated whenever a new PTE is loaded into the TLBy,. Arc3D
assumes parallel address translation paths for data and instructions, and hence Figure[3]
shows DTLB and ITLB separately.

The address translation for the protected process occurs in the obfuscation unit.
Sections 4.4l and 4.3l explain in detail the address sequence and content obfuscation al-
gorithms respectively. Arc3D uses same logic for both static and dynamic obfuscations,
and the basis of these obfuscations is the permutation function which is explained in
Section 4.3l Arc3D has a protected L2 cache, which is accessible only to a protected
process, thus providing temporal order obfuscation.

Arc3D controller provides the following interfaces (APIs) which enable the interac-
tions of a protected process with the OS.

. Start_prot_process

. exit_prot_process

. ret_prot_process

. restore_prot_process
. transfer_prot_process

AW =

These APIs and their usage are explained in detail in Section[3

4.3 Reconfigurable Bijective Function Unit

Obfuscation unit is a major component of Arc3D. This unit is responsible for generating
bijection functions 1. There are 2"*! possible n-bit reversible functions. Reconfigurable
logic is well-suited to generate a large dynamically variable subset of these reversible
functions. Figure M shows one such schema for permutation of 10 address bits (specify-
ing a page consisting of 1024 cache blocks). Before explaining the blocks of Figure [4]

n n . . . .
we observe that there are (22 ) possible functions implemented in a n x n look up ta-

ble (LUT) or n n-LUTs. But only a subset of them are bijective. We wish to implement
only reversible (conservative) gates ( [12]], [[13]]) with LUTs.

Both Fredkin [12] and Toffoli [14] have defined classes of reversible gates. We
use Toffoli(5,5) gates with 5-input bits and 5-output bits in our scheme as shown in
Figure @l However, we could easily replace them by Fredkin(5,5) gates. The 5-input
bits in a Toffoli(5,5) gate are partitioned into a control set C and a target set 7. The bits
in the target set are ex-ored with the bits from the control set. The exchanger blocks
shown in Figure @] perform swap operation. The domain of configurations mappable to
each of these LUTsS consists of selections of sets 7 and C such that 7 N C = 0. For a

support set of 5 variables, the number of unique reversible Toffoli functions is 4 | +

5 5 5
3 <2> + 2<3> + (4> Each of these terms captures control sets of size 1,2,3, and 4
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respectively. Ignoring control sets of size 1, we get a total of 55 reversible functions.
Thus total permutation space covered by all six of these gates is (55)6 ~ 23*. There
are several redundant configurations in this space. We estimated this redundancy by
modeling it as as a random experiment where we have N(=23?) balls in a basket which
are either red(=redundant) or green(=non-redundant) and estimate the number of red
balls in the basket by picking n(= 22°) balls. The results of our experiment show that
on the average only 0.3% of the configurations are redundant with 99% probability.

Having fixed the reconfigurable logic to perform the obfuscation (permutation), we
need to develop a schema for the LUT configuration. A simple mechanism would be
to store all the 55 possible configurations at each of the LUTs (similar to DPGA of
DeHon [[15])). In addition to 4 input bits, each LUT will also have 6 con figuration bits
to choose one of the 55 configurations (assuming some configurations are repeated to
fill the 64 locations), as shown in Figure Bl Each of the exchanger blocks also requires
1 configuration bit. Thus a total of 39 configuration bits are needed by the reversible
logic of Figure

4.4 Obfuscating the Sequence

We can use the reconfigurable unit defined in Section 43| to achieve sequence obfusca-
tion. Note that even though we have shown the circuit for 10 bizs, the methodology is
applicable to an arbitrary number of address bits. We do need at least 10 address bits
to provide a reasonably complex permutation space. Another reason to use 10 bits is
due to the structure of the software. Software (both instruction and data) as we know
is viewed by the architecture in various units of sizes (granularities). While residing in
RAM it is viewed in units of pages and while residing in cache it is viewed in units
of blocks. An obfuscation of sequences of these units is well-suited to the software
structure. Hence we obfuscate the sequence of cache blocks within a page. We are lim-
ited to permutations within a page by the following reason as well. Page management
is done by the OS and any obfuscation that crosses page boundary has to expose the
permutation function () to the OS. This is also the reason why we cannot obfuscate se-
quences of pages. In the other direction, permuting the sequences of sub-units of cache
blocks seriously affects the locality of cache resulting in severe performance degra-
dation. Moreover, since the contents of a cache block are obfuscated, the information
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leak through the preserved, original sequence of cache sub-blocks is minimized. With
a page size of 64KB and 64B cache blocks, as is the case with Alpha-21264, we get
1024 cache blocks per page, i.e., 10 bits of obfuscation.

4.5 Obfuscating the Contents

In cryptography, the one time pad (OTP), sometimes known as the Vernam cipher, is a
theoretically unbreakable method of encryption where the plaintext is transformed (for
example, XOR) with a random pad of the same length as the plaintext. The structured
nature of software comes in handy for us once again. We can consider software as a
sequence of fixed sized messages, i.e., cache blocks. Thus if we have unique OTPs for
each one of the cache blocks in the software, it is completely protected. However main-
taining that many OTPs is highly inefficient. Moreover we at least have to guarantee that
every cache block within a page has a unique OTP. This is to overcome the weakness
related to HIDE as explained in Section 3] Figure[Il If the adversary-visible contents of
the memory locations are changed after each permutation (as with unique cache block
OTP per page), then n-bit permutation is 2"! strong. This is in contrast with the strength
of the order of 2" exhibited by the original HIDE scheme.

In order to achieve the unique cache block OTP per page property, one option is to
generate a random OTP mask for each cache block for each page. A more efficient solu-
tion, however, is to pre-generate N, OTPs for every cache block within a page (OT P[b;]
masks for 0 < b; < N,, for a cache with N, blocks). However, the association of an OTP
with a cache block is randomized with the 7. function. The 1. function can be chosen dif-
ferently for each page to provide us with the unique cache block OTP per page property.
This simplifies the hardware implementation of content obfuscation unit as well since
each page is processed uniformly in this unit except for the rt. function. Hence a software
image will need to provide a page of OTPs which will be used for all the pages for this
software. Additionally, it also needs to specify a unique mapping function 7, per page.
Since we already have the reconfigurable permutation logic of Section[d.3lin Arc3D, we
can use it to implement the function 1. as well. This results in 39 bits per page overhead
for the specification of the content obfuscation. As with any OTP related encryption the
main problem is not OTP generation, but it is OTP sharing. While estimating the com-
plexity of the system we need to take this into consideration. Although we use XOR as
our OTP function, it can be easily replaced with any other bijective function.

4.6 Obfuscating Temporal Order (Second Order Address Sequences)

The second order address sequence obfuscation strives to eliminate correlations be-
tween the order traces from any two iterations. Interestingly, the second order address
sequence obfuscation is an inherent property of a typical computer architecture imple-
mentation. The access pattern we observe outside CPU is naturally obfuscated due to
various factors like caching, prefetching, and various other prediction mechanisms
aimed at improving the performance. But these architecture features are also control-
lable, directly or indirectly, by OS and other layers of software. For example, the ad-
versary could flush the cache after every instruction execution. This renders the ob-
fuscation effect of cache non-existent. To overcome such OS directed attacks, it is
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sufficient to have a reasonably sized protected cache in the architecture which is
privileged (accessible to secure processes alone). We expect that page sized, in our case
64KB, cache should be sufficient to mask the effects of loops. Encrypted or content-
obfuscated cache blocks already obfuscate CFGs (within the cache block) as 64B can
contain 16 instructions if we assume instructions of length 32-bits.

5 Arc3D in Operation

We have developed and described all the building blocks of Arc3D in Section [l In
this section, we explain its operation with respect to the software interactions in detail,
from software distribution to the management of a protected process by OS using APIs
provided by Arc3D.

5.1 Software Distribution

Arc3D provides both tamper resistance and IP protection with obfuscation. Hence, a
software vendor should be able to obfuscate the static image of the binary executable.
Moreover, a mechanism to distribute the de-obfuscation function configuration from
the vendor to Arc3D needs to be supported. This configuration constitutes the shared
secret between the vendor and Arc3D. Trust has to be established between Arc3D and
the vendor in order to share this secret. Once the trust is established, the binary image
along with the relevant configuration information can be transferred to Arc3D.

Trust Establishment. We assume that there exist protected elements within the CPU
which are accessible only to the architecture, and not to any other entities. We also as-
sume that every CPU has a unique identity, namely, its public-private key pair
(Ex",E;™). This key pair is stored in the protected space of the CPU. Public part of
this key pair, E; T, is distributed to a certification authority (CA). Any party entering
a transaction with the CPU (such as a software vendor) can query the CA with E;" in
order to establish trust in the CPU. Since CA is a well known trusted entity, the data
provided by CA can also be trusted. This is very similar to the PGP model of trust
establishment. An important point to note here is that trust establishment and key man-
agement mechanisms do not constitute the crux of Arc3D architecture. Arc3D could use
any model/policy for this purpose. We use this model for illustration purposes only. It
could very well be adapted to use the TPM [7]] model.

Binary Image Generation. Software vendor generates two sets of random configuration
bits per page. One configuration is to obfuscate the sequence of cache block addresses
within apage (7s) and the second configurationis to obfuscate the association of OTPs with
cache block address (7., ). The content obfuscation requires the software vendor to further
generate apage sized OTP (OT P, OT P[b;] forall 0 < b; < Nj). These functions can then be
used with the FPGA obfuscation unitina CPU or with a software simulation of its behavior
to generate the obfuscated binary file. Since this obfuscation is performed on static binary
images, which do not have any run-time information, we call this static ob fuscation. The
basis of static obfuscation is a page obfuscation function (page_ob fuscate) which takes
an input page, an OTP page, configuration selection bits for both address sequence and
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content, and produces an output page. The outline of this algorithm is shown in Algorithm-
1. The algorithm for static ob fuscation is shown in Algorithm-2.

Software vendor generates Sy, configuration selection for sequence obfuscation
(corresponding to Ts), for every page to be protected and Sc,, configuration selection
for content obfuscation (corresponding to Tt.,), and uses page_ob fuscate to obfuscate
the page, and associate the configuration information with the page. This is explained
in Algorithm-2. Even for pages which are not loaded, obfuscation function could be
associated. Note that Arc3D needs a standardized mechanism to garner these functions.
This could be done by extending the standard binary format, like ELF, to hold sections
containing the configuration information. These configuration bits have to be guarded,
and hence need to be encrypted before being stored with the binary image. Thus a key
K; is generated and used to encrypt this new section. HMAC [16], which is a keyed
hash, is also generated for this new section in order to prevent any tampering.

Algorithm 1. Page Obfuscation
Function: page_ob fuscate Algorithm 2. Static Obfuscation Function:
Required Functions stat _obfuscate
Fops (conf sel,addr) < Reconfigurable Ob-
fuscation Unit
Inputs
OTP,,, <= array of OTP
page; <= input page
con fyeq = conf_sel for sequence obfuscation
con feon <= conf_sel for content obfuscation
N, <= number of cache blocks in a page

Inputs
N, <= number of pages in the binary
Page,,, <= array of pages
Function
p <= temporary page
Generate random page of OTP (OT Py)
fork=0toN,—1do
if Page,,|k] to be protected then

Outputs
page, < output of page Generate random S,
Funcotion Generate random S,

Pageqyr [k].peony = {Ki{SseqsScont }, HMAC}
p = page_obfuscate(Sseq;Scons, OT Py, Pagear, [k]. page)
Page,,,[k].page = p

fork=0toN,—1do
out = Fopr (con freq, k)
1= Fypp (confeom k)

OTP = OTP,,,[l] end if
page,[out] = page;[k] ® OTP end for
end for

In order for the CPU to be able to decrypt the program, it needs the key K. This is
achieved by encrypting K; with E; " and sending it with the software to the CPU. Now
only the CPU with the private key E;~ can decrypt the distributed image to extract K.
The entry point of the software also needs to be guarded. Several attacks are possible
if the adversary could change the entry point. Hence, the entry point is also encrypted
with K. Once again we need to use HMAC to detect any tampering. Hence, S;1,, the
authorization section, consists of Ex " {Ks, PCyart }, HMAC. The complete algorithm for
software distribution step is shown in Algorithm-3.

5.2 Management of Protected Process

In this section we will explain, in detail, how OS uses the API provided by Arc3D
controller to manage a protected process. We will also see how seamlessly it can be
integrated with the existing systems while providing the guarantees of tamper resistance
and copy protection.
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Starting a Protected Process: Arc3D has two execution modes, (1) protected and (2)
normal, which are enforced without necessarily requiring the OS cooperation. When
the OS creates a process corresponding to a protected software, it has to read the spe-
cial sections containing S, and per-page configuration P, r. Arc3D has an extended
translation lookaside buffer (T LB,,) in order to load these per-page configuration bits.
The decision whether to extend page table entry (PTE) with these configuration bits
is OS and architecture dependent. We consider an architecture in which TLB misses
are handled by the software and hence OS could maintain these associations in a data
structure different from PTEs. This will be efficient if very few protected processes
(and hence protected pages) exist. This method is equally well applicable to a hardware
managed TLB wherein all the PTEs have to follow the same structure.

The OS, before starting the process, has to update extended TLB with P, for each
protected page (a page which has been obfuscated). Additionally, for every protected
page, OS has to set the protected mode bit P. This will be used by the architecture to
decide whether to use obfuscation function or not. Note that by entrusting the OS to set
the P bit, we have not compromised any security. The OS does not gain any information
or advantage by misrepresenting the P bit. For example, by misrepresenting a protected
page as unprotected, the execution sequence will fail as both instructions and address
sequences will appear to be corrupted. This is followed by the OS providing Arc3D
with a pointer to S, and a pointer to Sorp.

Algorithm 4. Dynamic Obfuscation Function:
dyn_obfuscate

Inputs
Nrpp <= number of TLB entries
Algorithm 3. Software Distri- pi <= page to be obfuscated, read from RAM
. Do < obfuscated page
bution OTP; <« array of dynamic OTP
1: Get E;* from CPU Function
2: Contact CA and validate E; for k =0to Ny — 1 do
3: Generate K, if TLB[k].P is set then
4: Generate conf_seq,conf_cont for ev- if TLBJk|.prot = NULL then
ery page to be protected Decrypt and validate P, s
5: Generate OTP page if Dyeq, Deon €Xist then
6: Do stat_ob fuscate Po = page_unob fuscate(Dyeg, Deont , OT Py temp;)
7: Generate S,,;, and add it to binary file pi =temp,
8: Generate Sc,,; and add it to binary end if
file Generate new Dyeq, Dons
9: Generate Sorp and add it to binary Append it to Py, s
file TLBIK].prot = {Sseq; Scont s Dseq» Deont }
. . - Read the page in p;
10: Send the binary file to CPU Po— page_obfuscare(DW,D,.[m, ,OTP,.p)
Write back remp,
end if
end if
end for

The OS executes start_prot_process primitive to start the protected process ex-
ecution. This causes Arc3D to transition to protected mode. Arc3D decrypts Squn
and checks its validity by generating the HMAC. If there is any mismatch between
the computed and stored HMAC:s, it raises an exception and goes out of protected
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mode. If HMACSs match, then Arc3D can start the process execution from PCy,,r. Once
start _prot_process is executed, Arc3D generates an OTP page (OTP;). This OTP,
needs to be stored in memory so that it can be reloaded at a later point after a con-
text switch. We use the section Sorp to store OT P;. Arc3D has sufficient internal space
to hold OT P; and OT P, at the same point in time. It reads Sorp and decrypts OT P,
and validates the HMAC and then loads it into the obfuscation engine. It then encrypts
OTP; with K; and generates its HMAC which is appended to Sorp. We assume that
Sorp has reserved space for OT P; and its HMAC in advance.

Arc3D then scans the TLB. For every protected page that has been loaded in main
memory (RAM), it validates P, r. It then generates Dy, and D¢, configuration bits
(corresponding to p and 7.,) for each one of those pages and appends them to Py .
T LBy, which has been extended to have Py, also has protected space per TLB entry
which only Arc3D can access. This space will be used by Arc3D to store the decrypted
SseqScont s Dseq» Dconr configuration bits, so that decryption need not be done for every
TLB access. Arc3D contains temporary buffer of twice the page size to perform the
obfuscation. Hence it reads a complete page from RAM and applies page_ob fuscation
and then stores it back in RAM. Algorithm for dynamic obfuscation is shown in
Algorithm-4.

The TLB[k].Prot structure is the protected section of TLB entry and is cleared every
time a new TLB entry is written. Hence the function dyn_ob fuscate is invoked on
every TLB miss. If the page has already been subjected to dynamic obfuscation, it
first performs the inverse operation (deobfuscation). It then generates new obfuscation
configurations to perform dynamic obfuscation. This causes the dynamic obfuscation
functions to be very short lived, i.e., changing on every page fault. It makes reverse
engineering of mp and Cp functions extremely unlikely. To ensure such a (;p, Cp)
refresh on every context switch, TLB[k|.Prot is cleared for all the entries whenever
start _prot_process is called or a protected process is restored. A state register S7; is
allocated to the process and added to S,,,;. The usage of this register is explained in[3.21
Auvailability of this register puts a limit on total number of protected processes active at
any point in time in Arc3D. After the dynamic obfuscation is done, the process is started
from PCy,,; as given by S,,.,. The high level steps involved in start_prot_process are
shown in Algorithm-5.

Algorithm 6. TLB,, Access Function:
Algorithm 5. start_prot_process tlbxp_access

1: Change to protected mode v_page < input virtual page address
2: Read S, and validate v_block <= input virtual block address

: au .
3: Read Srp and validate p-addr < output physical address
4: Generate OTP, and append to Sorp k < TLB index of hit and page exists in RAM
5: Clear TLB[i.prot for all i If TLBK].P s set then
6: Call dyn_obfuscate p-block = Fopf(Dseqs Foby (Sseq,v-block))
7: Allocate ST; to the process and add it to Sgup else

p-block = v_block

8: Set PC to PCiran end if

p-addr = TLBIk].p-page + p-block
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Memory Access: Once a process is started it generates a sequence of instruction and
data addresses. Like any high performance architecture, we assume separate TLBs for
instruction and data. Hence the loading process explained earlier occurs simultaneously
in both ITLB and DTLB. The TLB is the key component of the obfuscation unit. The
obfuscation functions are applied only during virtual to physical memory mapping.
The address generation logic is explained in Algorithm-6. Two stages of Fy,; are in
the computation path for the physical address. This makes TLB latency higher than
the single cycle latency of a typical TLB access. Hence, L1 caches of both instruction
and data are made virtually tagged and virtually addressed to reduce the performance
impact due to TLB latency. The L1 cache tags are extended with a protection bit, which
is accessible only to Arc3D. This bit is set, whenever the cache line is filled with data
from a protected page. The access to cache blocks with protected bit set is restricted
only in protected mode. In order to have efficient context switching mechanism we use
awrite — through L1 cache. Thus, at any point in time L2 and L1 are in sync.

TLB and L1 cache are accessed parallely. TLB is read in two stages. The first stage
reads the normal portion of TLB and the second stage reads the extended and protected
portion of TLB. This way the second stage access can be direct mapped and hence could
be energy-efficient. If L1 access is a hit, then TLB access is stopped at stage;. If L1 ac-
cess is a miss, then TLB access proceeds as explained in the function tlbxp_access. In
Arc3D L2 cache is physically tagged and physically addressed. Hence, no special pro-
tection is needed for the L2 cache. One point to note here is that the physical addresses
generated by TLBy, are cache block boundary aligned (integer multiple of cache block
size, 64B in our example and hence with 6 least significant Os). This is because, as
we know, there could be many instructions within a cache block, and the instruction
sequence within the cache block is not obfuscated. Hence, an exposure of the actual
addresses falling within a cache block leaks information. This leads to the cache block
aligned address restriction. This would increase the latency but as we discuss later, this
increase will not be very high. Once the data is received from the L2 cache or memory,
it is XORed with both OT P; and OT P; to get the actual content in plaintext which is
then stored in an L1 cache line.

Execution: Arc3D has a set of protected registers (REG,) to support protected process
execution. This register set is accessible only in the protected mode. The protected
process can use the normal registers to communicate with OS and other unprotected
applications. If two protected processes need to communicate in a secure way, then
they have to use elaborate protocols to establish common obfuscation functions. Since
K; is known to the application itself, it can modify the P, such that it shares the same
configuration functions with the other processes (if need be).

Interrupt Handling: Only instructions from a protected page can be executed in pro-
tected mode. Hence any services, such as dynamic linked libraries, require a state
change. Any interrupt causes the Arc3D to go out of protected mode. Before transi-
tioning to normal mode, Arc3D updates PC field in S, with the current PC. Thus
a protected process context could be suspended in the background while the interrupt
handler is running in the unprotected mode. When the interrupt handler is done, it can
execute ret_prot _process to return to the protected process. Arc3D takes the PC from
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Sauen and restarts from that point. This allows for efficient interrupt handling. But from
the interrupt handler, the OS could start other unprotected processes. This way Arc3D
does not have any overhead in a context switch from protected to unprotected processes.
But when OS wants to load another protected process the current protected process’
context must be saved.

Saving and Restoring Protected Context: Arc3D exports save_prot_process primi-
tive to save the current protected process context. This causes Arc3D to write
K{REG,} + HMAC and S, into the memory given by the OS. The OS when restor-
ing the protected process, should provide pointers to these data structures through
restore_prot _process. But this model has a flaw, as we don’t have any association of
time with respect to the saved context. Hence Arc3D cannot detect if there is a replay
attack. Arc3D needs to keep some state which associates the program contexts with a
notion of time. A set of OTP registers called state OTP registers are required within
Arc3D for this purpose. These registers will have the same size as K;. The number
of these registers depends on how many protected processes need to be supported si-
multaneously. The start_prot_process allocates a state OTP register, ST;, for this pro-
tected process. This association index S7; is also stored within S,,,. Each instance of
save_prot _process generates a state OTP value OT P[ST;] which is stored in S7; state
OTP register. The saved context is encrypted with the key given by the XOR of K; and
OTP[ST;]. On the other hand, an instantiation of restore_prot_process first garners ST;
and K from S,,,- The key OT P[ST;] @ K; is used to decrypt the restored context. This
mechanism is very similar to the one used in all the earlier research such as ABYSS
and XOM.

Supporting Fork: In order to fork a protected process, the OS has to invoke trans-
fer_prot_process API of Arc3D. This causes a new S7; to be allocated to the forked
child process and then makes a copy of process context as save_prot_process. Thus the
parent and child processes could be differentiated by Arc3D. OS has to make a copy of
Sorp for the child process.

Exiting a Protected Process: When a protected process finishes execution, OS has to
invoke exit_prot_process API to relinquish the ST; (state OTP register) allocated to the
process currently in context. This is the only resource that limits the number of protected
processes allowed in the Arc3D system. Hence Arc3D is susceptible to denial-of-service
(DOS) kind of attacks.

Protected Cache: Arc3D has a protected direct mapped L2 cache of page size, i.e.,
64KB. This protected cache is used to obfuscate the second order address sequences
only for instructions, as temporal order doesn’t have any meaning with respect to data.
Whenever there is an IL1 miss in protected mode, Arc3D sends request to L2,,. Since
L2 0 is on-chip the access latency will be small. We assume it to be 1 cycle. If there
is a miss in L2, then L2 is accessed. L2, is also invalidated whenever a protected
process is started or restored.
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6 Attack Scenarios

In this section we argue that Arc3D achieves our initial goals, namely, copy protection,
tamper resistance and IP protection. Several attacks causing information leak in various
dimensions could be combined to achieve the adversary’s goal. These attacks could be
classified into two categories — attacks that target Arc3D to manipulate its control or
reveal its secrets. If the adversary is successful in either getting the stored secret (Ey ™)
or in changing the control logic, the security assurances built upon Arc3D could be
breached. But these types of attacks have to be based on hardware, as there are no
software control handles into Arc3D. There are several possible hardware attacks, like
Power Profile Analysis attacks, Electro magnetic signal attacks. The scope of this paper
is not to provide solutions to these attacks. Hence we assume that Arc3D is designed
with resistance to these hardware attacks.

The second type of attacks are white-box attacks. Such an attack tries to modify the
interfaces of Arc3D to the external world, to modify the control. The guarantees that are
provided by Arc3D to software in protected mode of execution are 3D obfuscation for
protected pages, and unique identity per CPU. Protected mode of execution guarantees
that the control is not transferred to any unauthorized code (which is undetected). Arc3D
will fault when an instruction from an unprotected page or from a page that was pro-
tected with different K is fetched in protected mode. This will prevent buffer overflow
kind of attacks. 3D obfuscation provides us both IP protection and tamper resistance. [P
protection is achieved because at every stage of its life, the binary is made to look dif-
ferent, hence reducing the correlation based information leaks to the maximum extent
possible.

Tampering could be performed by many means. But all of them have to modify the
image of the process. Since every cache-block in every protected page potentially could
have a different OTP the probability that the adversary could insert a valid content is
extremely small. Applications can obfuscate new pages that are created at run-time by
designating them as protected. Applications can further maintain some form of Mes-
sage Digest for sensitive data, because obfuscation only makes it harder to make any
educated guess, while random modification of data is still possible. In the case of in-
structions the probability that a random guess would form a valid instruction at a valid
program point is extremely small.

Another form of tampering, splicing attack, uses valid cipher texts from different
locations. This attack is not possible because every cache block in every page has a
unique OTP and every page has a unique address obfuscation function. This makes it
hard for the adversary to find two cache blocks with the same OTP. Another common
attack is replay attack, where valid cipher text of a different instance of the same appli-
cation is passed (replayed). As we discussed earlier, this attack is prevented by XORing
K with a randomly generated OTP which is kept in the Arc3D state. This value is used
as a key to encrypt the protected process’s context. Thus when restoring a protected
context, Arc3D makes sure that both S,,;; and saved context are from the same run.

When the adversary knows the internals of the underlying architecture, another form
of attack is possible. This form of attack is denial of resources, which are essential for
the functioning of the underlying architecture. For example, XOM maintains a session
table and has to store a mutating register value per session-id. This mutating register is
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used to prevent any replay attacks. This kind of architecture has an inherent limitation
on the number of processes it can support, i.e., the scalability issue. Thus an attacker
could exhaust these resources and make the architecture non-functional. This kind of
attack is possible in Arc3D as well on the state OTP register file. We could let the
context save and restore be embedded in the storage root of trust in a TPM like model.
Such a model will allow Arc3D to perform in a stateless fashion which can prevent the
resource exhaustion attacks.

7 Performance Analysis

We used Simplescalar [20] Alpha simulator, with memory hierarchy as shown in Fig-
ure [3] and Spec200 [19] benchmarks to do the performance analysis. Due to lack of
space we have not presented the complete analysis results. The performance impact is
less than 1% for most of the benchmarks.

8 Conclusion

We propose a minimal architecture, Arc3D, to support efficient obfuscation of both
static binary file system image and dynamic execution traces. This obfuscation covers
three aspects: address sequences, contents, and second order address sequences (pat-
terns in address sequences exercised by the first level of loops). We describe the ob-
fuscation algorithm and schema, its hardware needs. We also discuss the robustness
provided by the proposed obfuscation schema.

A reliable method for obfuscation keys distribution is needed in our system. The
same method can be used for safe and authenticated software distribution to provide
copy protection. A robust obfuscation also prevents tampering by rejecting a tampered
instruction at an adversary desired program point with an extremely high probabil-
ity. Hence obfuscation and derivative tamper resistance provide IP protection. Con-
sequently, Arc3D offers complete architecture support for copy protection and IP pro-
tection, the two key ingredients of software DRM.
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Abstract. Detecting and predicting a program’s execution phases are
crucial to dynamic optimizations and dynamically adaptable systems.
This paper shows that a phase can be associated with dynamic code
regions embedded in loops and procedures which are primary targets
of compiler optimizations. This paper proposes a new phase tracking
hardware, especially for dynamic optimizations, that effectively identifies
and accurately predicts program phases by exploiting program control
flow information. Our proposed phase tracking hardware uses a simple
stack and a phase signature table to track the change of phase signature
between dynamic code regions.

Several design parameters of our proposed phase tracking hardware
are evaluated on 10 SPEC CPU2000 benchmarks. Our proposed phase
tracking hardware effectively identifies a phase at a given granularity.
It correctly predicts the next program phase for 84.9% of times with a
comparable small performance variance within the same phase. A longer
phase length and higher phase prediction accuracy together with a rea-
sonably small performance variance are essential to build more efficient
dynamic profiling and optimization systems.

1 Introduction

Understanding and predicting a program’s execution phase is crucial to dy-
namic optimizations and dynamically adaptable systems. Accurate classification
of program behavior creates many optimization opportunities for adaptive re-
configurable microarchitectures, dynamic optimization systems, efficient power

Dynamically adaptable systems [TJ2I824] have exploited phase behavior of
programs in order to adaptively reconfigure microarchitecture such as the cache
size. A dynamic optimization system optimizes the program binary at runtime
using code transformations to increase program execution efficiency. Dynamic
binary translation also falls in this category. In such systems, program phase
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behavior has been exploited for dynamic profiling and code cache management
[AT2IT3ITAT7ITE]. For example, the performance of code cache management re-
lies on how well the change in instruction working set is tracked by the system.

Dynamic optimization systems continuously track the program phase change
either by sampling the performance counters or by instrumenting the code. The
sampling overhead usually dominates in the sampling based profiling. While us-
ing a low sampling rate can avoid high profiling overhead, it may result in an
unstable system where reproducibility is compromised and also may miss opti-
mization opportunities. Using program phase detection and prediction may more
efficiently control the profiling overhead by adjusting sampling rate adaptively
or by applying burst instrumentation. For example, if the program execution is
in a stable phase, profiling overhead can be minimized. (e.g., by lowering the
sampling rate), while a new phase would require burst profiling.

A phase detection technique developed for dynamically adaptation systems
is less applicable for a dynamic optimization system. This is because collecting
performance characteristics at regular time intervals with arbitrary boundaries
in an instruction stream is not as useful as gathering performance profiles of
instruction streams that are aligned with program control structures. We intro-
duce the concept of Dynamic Code Region (DCR), and use it to model program
execution phase. A DCR is a node and all its child nodes in the extended calling
context tree (ECCT) of the program. ECCT as an extension of the calling con-
text tree (CCT) proposed by Ammon et al [23] with the addition of loop nodes.
A DCR corresponds to a sub tree in ECCT. DCR and ECCT will be explained
in later sections.

In previous work [TI2I35], a phase is defined as a set of intervals within a
program’s execution that have similar behavior and performance characteristics,
regardless of their temporal adjacency. The execution of a program was divided
into equally sized non-overlapping intervals. An interval is a contiguous portion
(i.e., a time slice) of the execution of a program. In this paper, we introduce
dynamic intervals that are variable-length continuous intervals aligned with dy-
namic code regions and exhibit distinct program phase behavior.

In traditional compiler analysis, interval analysis is used to identify regions
in the control flow graph [19]. We define dynamic interval as instruction stream
aligned with code regions discovered during runtime. Dynamic intervals as a
program phase can be easily identified by tracking dynamic code regions. We
track higher-level control structures such as loops and the procedure calls during
the execution of the program. By tracking higher-level code structures, we were
able to effectively detect the change in dynamic code region, and hence, the phase
changes in a program execution. This is because, intuitively, programs exhibit
different phase behaviors as the result of control transfer through procedures,
nested loop structures and recursive functions. In [I0], it was reported that
tracking loops and procedures yields comparable phase tracking accuracy to the
Basic Block Vector (BBV) method [25], which supports our observation.

In this paper, we propose a dynamic code region (DCR) based phase tracking
hardware for dynamic optimization systems. We track the code signature of
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procedure calls and loops using a special hardware stack, and compare against
previously seen code signatures to identify dynamic code regions. We show that
the detected dynamic code regions correlate well with the observed phases in
the program execution.

The primary contributions of our paper are:

— We showed that dynamic intervals that correspond to dynamic code regions
that are aligned with the boundaries of procedure calls and loops can accu-
rately represent program behavior.

— We proposed a new phase tracking hardware that consists of a simple stack
and a phase signature table. Comparing with existing proposed schemes, this
structure can detects a small number and longer phases. Using this structure
can also give more accurate prediction of the next execution phase.

The rest of this paper is organized as follows. Section 2 described related
work and the motivation of our work. Section 3 describes why dynamic code
regions can be used for tracking change of coarse grained phase changes. Section
4 describes our proposed phase classification and prediction hardware. Section
5 evaluates our proposed scheme. Section 6 discusses the results and compares
them to other schemes. Finally, Section 7 summarizes the work.

2 Background

Phase Detection and Prediction. In previous work [TI2I3/4[7], researchers
have studied phase behavior to dynamically reconfigure microarchitecture and
re-optimize binaries. In order to detect the change of program behavior, metrics
representing program runtime characteristics were collected. If the difference
of metrics, or code signature, between two intervals exceeds a given threshold,
phase change is detected. The stability of a phase can be determined by using
performance metrics (such as CPI, cache misses, and branch misprediction) [3lf7],
similarity of code execution profiles (such as instruction working set, basic block
vector) [1l2] and data access locality (such as data reuse distance) [4] and indirect
metrics (such as Entropy) [6].

Our work uses calling context as a signature to distinguish distinct phases in
an extended calling context tree (ECCT). Similar extension of CCT was used for
locating reconfiguration points to reduce CPU power consumption [2425], where
the calling context was analyzed on the instrumented profiles. Our phase tracking
hardware could find similar reconfiguration points discovered in the analysis of
instrumented profiles because we also track similar program calling contexts.
This is useful for phase aware power management in embedded processors. M.
Huang et al [8] proposes to track calling context by using a hardware stack for
microarchitecture adaptation in order to reduce processor power consumption.
W. Liu and M. Huang [27] propose to exploit program repetition to accelerate
detailed microarchitecture simulation by examining procedure calls and loops
in the simulated instruction streams. M. Hind et al. [22] identified two major
parameters (granularity and similarity) that capture the essence of phase shift
detection problems.
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Exploiting Phase Behavior for Dynamic Optimization System. In dy-
namic optimization systems [I2[T7II8/20], it is important to maximize the
amount of time spent in the code cache because trace regeneration overhead
is relatively high and may offset performance gains from optimized traces [13].
Dynamo [12] used preemptive flushing policy for code cache management, which
detected a program phase change and flushed the entire code cache. This pol-
icy performs more effective than a policy that simply flushes the entire code
cache when it is full. Accurate phase change detection would enable more effi-
cient code cache management. ADORE [720] used sampled PC centroid to track
instruction working set and coarse-grain phase changes.

Phase Aware Profiling. Nagpurkar et al [I6] proposed a flexible hardware-
software scheme for efficient remote profiling on networked embedded device. It
relies on the extraction of meta information from executing programs in the form
of phases, and then use this information to guide intelligent online sampling and
to manage the communication of those samples. They used BBV based hardware
phase tracker which was proposed in [2] and enhanced in [5].

3 Dynamic Code Region Based Program Phase Tracking

3.1 Tracking Dynamic Code Region as a Phase

In this paper, we propose phase tracking hardware that only tracks functions and
loops in the program. The hardware consists of a stack and a phase history table.
The idea of using a hardware stack is based on the observation that any path
from the root node to a node representing a dynamic code region in Extended
Calling Context Tree (ECCT) can be represented as a stack. To illustrate this
observation, we use an example program and its corresponding ECCT in Figure
[ In this example, we assume that each of loop0, loopl and loop3 executes for
a long period of time, and represents dynamic code regions that are potential
targets for optimizations. The sequence of function calls which leads to loopl is
main() — funcl() — loopl. Thus, if we maintain a runtime stack of the called
functions and executed loops while loopl is executing, we would have main(),
func1() and loopl on it. Similarly, as shown in Figure[I] the content of the stack
for code region 2 would be main() and loop0, while for code region 3 it would be
main(), func3() and loop3. They uniquely identify the calling context of a code
region, and thus could be used as a signature that identifies the code region. For
example, the code region loop3 could be identified by the signature main() —
func3() on the stack. Code regions in Figure [l can be formed during runtime.
This is why it is called Dynamic Code Region (DCR). Stable DCR is a sub tree
which has a stable calling context in ECCT during a monitoring interval, such
as one million instructions.

The phase signature table extracts information from the stack and stores the
stack signatures. It also assigns a phase ID for each signature. The details of the
fields in the table and its function are presented in section 4.
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main()
func1()
loop0
func2()
func3()
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func1()
loop 7
func2()
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func3() Code Code Code
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Context main main main

Fig.1. An example code and its corresponding ECCT representation. Three dynamic
code regions are identified in the program and are marked by different shades in the
tree.

3.2 Correlation Between Dynamic Code Regions and Program
Performance Behaviors

In Figure CPI calculated for every 1-million-instruction interval for bzip2 is
plotted. We then used the notion of DCR also for every one million instructions
and assigned a distinct phase ID for each DCR. Such ID’s are then plotted
against the time shown in Figure Comparing the CPI graph in (a) with
the phase ID graph in (b), it can be seen that the CPI variation in the program
has a strong correlation with changes in DCR’s. This shows that DCR’s in a
program could reflect program performance behavior and tracks the boundaries
of behavior changes. Although BBV also shows the similar correlation, DCR

o L L L L L L L L L
0 20000 40000 60000 80000 100000 120000 140000 160000 180000 200000 0 20000 40000 60000 80000 100000 120000 140000 160000 180000 200000
Time Time

(a) CPI change over the time (b) Phase Change over the time

Fig. 2. Visualizing phase change in bzip2. (a) Change of average CPI. (b) Tracking
Phase changes. The Y-axis is phase ID.
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gives code regions that aligned with procedures and loops, which exhibits a
higher accuracy in phase tracking and also make it easier for optimization.
There are several horizontal lines in Figure It shows that a small
number of DCR’s are being repeatedly executed during the period. Most
DCR’s seen in this program are loops. More specifically, phase ID 6 is a loop in
loadAndRLLSource, phase ID 10 is a loop in SortIt, phase ID 17 is a loop in
generateMTFvalues, and phase ID 31 is a loop in getAndMoveTofrontDecode.

3.3 Phase Detection for Dynamic Optimization Systems

Dynamic optimization systems prefer longer phases. If the phase detector is
overly sensitive, it may trigger profiling and optimization operations too of-
ten to cause performance degradation. Phase prediction accuracy is essential to
avoid bringing unrelated traces into the code cache. The code cache management
system would also require information about the phase boundaries to precisely
identity the code region for the phase. The information about the code structure
can be used by the profiler and the optimizer to identify the code region for
operation. Finally, it is generally beneficial to have a small number of phases
as long as we can capture most important program behavior; this is because a
small number of phases allow the phase detector to identify longer phases and to
predict the next phase more accurately. It should be noted that dynamic opti-
mization systems can trade a little variability within each phase for longer phase
length and higher predictability, as these factors determines the overheads of the
system.

4 DCR-Based Phase Tracking and Prediction Hardware

We have discussed why DCR can be used to track program execution phases.
In this section, we propose a relatively simple hardware structure to track DCR
during program execution.

4.1 Identifying Function Calls and Loops in the Hardware

Function calls and their returns are identified by call and ret instructions in the
binary. Most modern architectures have included call/ret instructions defined.
On detecting a call instruction (see Figure , the PC of the call instruction
and the target address of the called function are pushed onto the hardware stack.
On detecting a return instruction, they are popped out of the stack. A special
case to be considered when detecting function calls and return is recursion. In
section 4.3 we describe a technique to deal with recursions.

Loops can be detected using backward branches. A branch which jumps to
an address that is lower than the PC of the branch instruction is a backward
branch. The target of the branch is the start of the loop and the PC of the branch
instruction is the end of the loop. This is illustrated in Figure These two ad-
dresses represent the boundaries of a loop. Code re-positioning transformations
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Fig. 3. Assembly code of a function call (a) and loop (b). The target address of the
branch instruction is the start of the loop and the PC address of the branch instruction
is the end of the loop.

can introduce backward branches that are not loop branches. Such branches may
temporarily be put on the stack and then get removed quickly. On identifying a
loop, the two addresses marking the loop boundaries are pushed onto the stack.
To detect a loop, we only need to detect the first iteration of the loop. In order
to prevent pushing these two addresses onto the stack multiple times in the sub-
sequent iterations, the following check is performed. On detecting a backward
branch, the top of the stack is checked to see if it is a loop. If so, the addresses
stored at the top of the stack are compared to that of the detected loop. If the
addresses match, we have detected an iteration of a loop which is already on the
stack. A loop exit occurs when the program branches out to an address outside
the loop boundaries. On a loop exit, the loop node is popped out of the stack.

4.2 Hardware Description

The schematic diagram of the hardware is shown in Figure[dl The central part of
the phase detector is a hardware stack and the signature table. The configurable
parameters in the hardware are the number of entries in the stack and the number
of entries in the phase signature table.

Each entry in the hardware stack consists of four fields. The first two fields
hold different information for functions and loops. In the case of a function, the
first and second fields are used to store the PC address of the call instruction and
the PC of the called function respectively. The PC address of the call instruction
is used in handling recursions. In the case of a loop, the first two fields are used
to store the start and end address of the loop. The third field is a one bit value,
called the stable stack bit. This bit is used to track the signature of the dynamic
code region. At the start of every interval, the stable stack bit for all entries
in the stack which holds a function or a loop is set to ‘1’. The stable stack
bit remains zero for any entry that is pushed into or popped out of the stack
during the interval. At the end of the interval, those entries in the bottom of
the stack whose stable stack bit is still ‘1’ are entries which were not popped
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Fig. 4. Schematic diagram of the hardware phase detector

during the current interval. These set of entries in the bottom of the stack form
the signature to the region in the code to which the execution was restricted to,
in the current interval. At the end of the interval, this signature is compared
against all signatures stored in the phase signature table. The phase signature
table holds the stack signature seen in the past and its associated phase ID.
On a match, the phase ID corresponding to that entry in the signature table
is returned as the current phase ID. If a match is not detected, a new entry is
created in the signature table with the current signature and a new phase ID
is assigned to it. If there are no free entries available in the signature table, the
least recently used entry is evicted from the signature table to create space for
the new entry. The fourth field is a one bit value called the recursion bit and is
used when handling recursions. The use of this bit is explained in section 4.3.

4.3 Handling Special Cases

Recursions. In our phase detection technique, all functions that form a cycle
in the call graph (i.e., they are recursive calls) are considered as members of the
same dynamic code region.

In our hardware, all recursions are detected by checking the content of the
stack. A recursion is detected when the address of the function being called is
already present in an entry on the stack. This check assumes that an associative
lookup of the stack is done during every push operation. Since the number of
entries on the stack is small, the associative lookup hardware would be feasible.

To avoid stack overflow during a recursion, no push operation is performed
after a recursion is detected. The recursion bit is set to ‘1’ for the entry corre-
sponding to the function marking the boundary of the recursion. Since we no
longer push any entry onto the stack, we cannot pop any entry from the stack on
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detecting a return instruction, until it is out of the recursion cycle. This can be
detected when a return instruction jumps to a function outside of the recursion
cycle. All entries in the stack that are functions, which lies below the entry whose
recursion bit is set, are outside the recursion cycle. After a recursion is detected,
the return address of all subsequent return instructions are checked against these
entries. On a match, all entries above the matched entry are flushed, and normal
stack operation is resumed.

Hardware Stack Overflow. Recursion is not the only case in which a stack
overflow could occur. If the stack signature of a dynamic code region has more
elements than the stack can hold, the stack would overflow. We did not encounter
any stack overflow for a 32-entry stack. But if it did occur, it is handled very
similar to a recursive call described earlier. On a stack overflow, no further
push operation is performed. The address to which the control gets transferred
during a return instruction is checked for a match to an address in the stack.
If it matches, all entries above this instruction are removed from the stack and
normal stack operation is resumed.

5 Evaluation

5.1 Evaluation Methodology

Pin and pfmon [9/11] were used in our experiments on evaluating the effectiveness
of the phase detector. Pin is a dynamic instrumentation framework developed at
Intel for Itanium processors [II]. A Pin instrumentation routines was developed
to detect function calls and returns, backward branches for loops and to maintain
a runtime stack.

pfmon is a tool which reads performance counters of the Itanium processor
[11I]. We use CPI as the overall performance metric to analyze the variability
within detected phases. We modified pfmon to get CPI for every one million
instructions. To minimize random noise in our measurements,the data collection
was repeated 3 times and the average of the 3 runs was used for the analysis.
These CPI values were then matched with the phase information obtained from
the Pin Tool, to get the variability information.

All the data reported in this paper were collected from a 900 Mhz Itanium-2
processor with 1.5 M L3 cache running Redhat Linux Operating System version
2.4.18-e37.

5.2 Metrics

The metrics used in our study are the number of distinct phases, average phase
length, Coefficient of Variance (CoV) of CPI, and ratio of next phase prediction.
The number of distinct phases corresponds to the number of dynamic code re-
gions detected in the program. Average phase length of a benchmark program
gives the average number of contiguous intervals classified into a phase. It is cal-
culated by taking the sum of the number of contiguous intervals classified into a
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phase divided by the total number of phases detected in the program. Coefficient
of Variation quantifies the variability of program performance behavior and is
given by
cov =2 (1)
1

CoV provides a relative measure of the dispersion of data when compared to
the mean. We present a weighted average of CoV on different phases detected
in each program. Weighted average of the CoV gives more weight to the CoV
of phases that have more intervals (i.e., longer execution times) in it and hence,
better represent the CoV observed in the program.

The ratio of next phase prediction is the number of intervals whose phase ID
was correctly predicted by the hardware divided by the total number of intervals
in the program.

5.3 Benchmarks

Ten benchmarks from the SPEC CPU2000 benchmark suite (8 integer and 2
floating point benchmarks) were evaluated. These benchmarks were selected for
this study because they are known to have interesting phase behavior and are
challenging for phase classification [2]. Reference input sets were used for all
benchmarks. Three integer benchmarks, namely gzip, bzip and vpr, were evalu-
ated with 2 different input sets. A total of 13 benchmarks and input sets com-
binations were evaluated. All benchmarks were compiled using gcc (version 3.4)
at O3 optimization level.

6 Experimental Results

In this section, we present the results of our phase classification and prediction
hardware. There are two configurable parameters in our hardware. They are
the size of the stack and the size of the phase history table. We evaluated four
different configurations for the hardware. The size of the stack and the size of
the phase history table were set to 16/16, 32/64, 64/64 and infinity/infinite
respectively. We found no significant differences between them in the metrics
described above. Due to lack of space, we are unable to show the results here.
Interested readers can refer to [28] for the analysis.

In 6.1, we compare the results of our hardware scheme to the basic block
vector (BBV) scheme described in [2I5]. A Pin tool was created to get the BBV.
These vectors were analyzed off-line using our implementation of the phase de-
tection mechanism described in [2I5] to generate the phase ID’s for each interval.
The metrics which we use for comparison include: the total number of phases
detected, average phase length, the next phase prediction accuracy and the CoV
of the CPI within each phase.

6.1 Comparison with BBV Technique

In this section, we compare the performance of our phase detection hardware
with the phase detection hardware based on BBV [2l5]. The BBV-based phase
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detection hardware is described in [2]. There are 2 tables in the hardware struc-
ture, namely the accumulator table which stores the basic block vector and the
signature table which stores the basic block vectors seen in the past. These
structures are similar in function to our hardware stack and signature table,
respectively. To make a fair comparison, we compare our 32/64 configuration
against a BBV-based hardware which has 32 entries in the accumulator table
and 64 entries in the signature table.

We compare our phase detector and BBV based detector using four param-
eters namely, number of phases detected, phase length, predictability of phases,
and stability of the performance within each phase. We compare our results with
those of the BBV technique for two threshold values namely 10% and 40% of an
one-million-instruction interval. The original BBV paper [2] sets the threshold
value to be 10% of the interval. It should be noted that the phases detected in
the BBV-based technique may not be aligned with the code structures. Aligned
phases are desirable for Dynamic Binary Re-Optimization System. We still com-
pare against the BBV method because it is a well accepted method for detecting
phases [26].

Number of Phases and Phase Length. Table [I] compares the number of
phases detected for the BBV technique and our phase detection technique. For
the BBV technique, there are 2 columns for each benchmark that correspond to
a threshold value of 10% and 40% of one million instructions, respectively. In
the case of BBV technique, as we increase the threshold value, small differences
between the basic block vectors will not cause phase change. Hence, less number
of phases is detected as we go from 10% to 40% threshold value. Recall that, in

Table 1. Comparison of the number of phases and length of phases detected be-
tween BBV- and DCR-based phase detection schemes. A 32-entry accumulator ta-
ble/hardware stack and a 64-entry phase signature table were used.

Number of phases Length of phases
Benchmarks|BBV-10%|BBV-40%|DCR-32/64|BBV-10%|BBV-40%|DCR-32/64
ammp 13424 122 53 58.83| 6472.27| 15027.77
bzip2_1 35154 1796 99 5.59 111.51 1984.60
bzip2_2 37847 1469 87 4.24 108.30 1845.51
crafty 20111 20 27 14.57| 15073.26 10314.54
eon 38 7 22 6128.94| 31520.43 10029.18
gce 2650 599 337 19.70 86.84 158.15
gzip_1 8328 182 48 13.90 629.34 2450.40
gzip_2 4681 T 42 11.11 678.23 1273.73
mcf 5507 88 55 19.52| 1219.19 1950.67
mesa 945 15 37 517.82| 32899.13| 13402.89
perl 8036 201 28 13.76 497.59 3579.22
vpr-1 3136 105 91 47.17| 1398.50 1618.96
vpr_2 51 27 27|| 3715.51| 7018.19 7018.19
median 5507 105 48 19.52| 1219.19 2450.40
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a Dynamic Binary Optimization system, on detecting a new phase, the profiler
will start profiling the code, which will cause significant overhead. Hence, for
such systems less number of phases with longer per phase length is desirable.
We can see that in the original BBV technique with 10% threshold, the number
of phases detected is 100 times more than those detected in the DCR based
technique. In the BBV technique as we go from 10% to 40% threshold value,
the number of phases detected becomes smaller, which is expected. But even at
40%, the number of phases detected in BBV technique is 2x more than those
detected by our technique. Table [Tl also shows the average phase lengths for the
BBV technique and our phase detection technique. The median phase length of
our technique is 100 times more than those found in BBV technique with 10%
threshold value, and two times more than those found in BBV technique with
40% threshold value. Although in the case of eon and mesa the phase length
for BBV with 40% threshold value is 3 times that of DCR technique, these
programs are known to have trivial phase behavior. The larger difference is due
to difference in the number of phases detected in our case.

Performance Variance Within Same Phase. Figure[l compares the perfor-
mance of the 256-entry Markov Predictor using BBV technique and our phase
detection technique. Except eon and vpr_1, the Markov predictor predicts the
next phase better using our phase detector. On average using our phase detec-
tion technique, the Markov predictor predicts the correct next phase ID 84.9%
of the time. Using BBV-based technique, the average correct prediction ratios
are 42.9% and 73.3% for 10% and 40% respectively.

Phase Prediction Accuracy. Figure [l compares the weighted average of the
CoV of CPI for phases detected by the BBV technique and by our phase detection
technique. The last four bars give the average CoV. From the figure we can see
that BBV-10% has the least average CoV value. This is because the number of

mBBV-10%
m BBV-40%
oDCR

Correct Prediction Ratio

Benchmarks

Fig. 5. Comparison between BBV- and DCR-based phase detection A 32-entry accu-
mulator table/hardware stack and a 64-entry phase signature table were used. The first
2 columns for each benchmark are for BBV method using threshold values of 10% and
40% of one million instructions respectively.
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25 r D BBV-10%
20 2 B BBV-40%
15 4 nDCR

o] i | il
f@’)/{pé)é‘\{g/ &é(f‘?é/é/ﬁﬁ

Benchmarks

%CoV of CPI

Fig. 6. Comparison of the weighted average of the CoV of CPI between BBV- and
DCR-based phase detection schemes. A 32-entry accumulator table/hardware stack
and a 64-entry phase signature tables were used.

phases detected by BBV-10% is much higher than the number of phases detected
by BBV-40% or our technique. In the case of BBV-10%, the variability of CPI
gets divided into many phases, thus reducing the variability observed per phase.
On average the %CoV of our phase detection hardware is 14.7% while it is 12.57%
for the BBV-40%. Although the average variability of our technique is greater
than BBV-40%, the numbers are comparable. In fact for bzip2_1, crafty, gzip_1,
gzip-2, mesa, vpr_1 and vpr_2, the CoV of the DCR based technique is less than
or equal to the CoV observed for the BBV-40% . For ammp, gce, mef and perl
the performance variation is higher in the dynamic code regions detected. The
higher performance variation within each dynamic code region may be due to
change in control flow as in the case of gcc or change in data access patterns as
in the case of mcf.

From the above discussions we can conclude that, our hardware detects less
number of phases, has a longer average phase length, has higher phase pre-
dictability and is aligned with the code structure, all of which are desirable
characteristics of a phase detector for a Dynamic Binary Re-optimization sys-
tem. The CoV of the phases detected in our technique is higher but comparable
to that observed in the BBV technique with 40% threshold value. The phase
difference is detected using an absolute comparison of phase signatures, which
makes the hardware simpler and the decision easier to make. The 32/64 hard-
ware configuration performs similar to an infinite sized hardware, which makes
it cost effective and easier to design.

7 Conclusion and Future Work

We have evaluated the effectiveness of our DCR-based phase tracking hardware
on a set of SPEC benchmark programs with known phase behaviors. We have
shown that our hardware exhibits the desirable characteristics of a phase detector
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for dynamic optimization systems. The hardware is simple and cost effective. The
phase sequence detected by our hardware could be accurately predicted using
simple prediction techniques. We are currently implementing our phase detection
technique within a dynamic optimization framework. We plan to evaluate the
effectiveness of our technique for dynamic profile guided optimizations such as
instruction cache prefetching and for code cache management.
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Abstract. This paper presents the design of an induction variable an-
alyzer suitable for the analysis of typed, low-level, three address repre-
sentations in SSA form. At the heart of our analyzer is a new algorithm
recognizing scalar evolutions. We define a representation called trees of
recurrences that is able to capture different levels of abstractions: from
the finer level that is a subset of the SSA representation restricted to
arithmetic operations on scalar variables, to the coarser levels such as
the evolution envelopes that abstract sets of possible evolutions in loops.
Unlike previous work, our algorithm tracks induction variables without
prior classification of a few evolution patterns: different levels of abstrac-
tion can be obtained on demand. The low complexity of the algorithm fits
the constraints of a production compiler as illustrated by the evaluation
of our implementation on standard benchmark programs.

1 Introduction and Motivation

Supercomputing research has produced a wealth of techniques to optimize a pro-
gram and tune code generation for a target architecture, both for uniprocessor
and multiprocessor performance [35)2]. But the context is different when dealing
with common retargetable compilers for general-purpose and/or embedded ar-
chitectures: the automatic exploitation of parallelism (fine-grain or thread-level)
and the tuning for dynamic hardware components become far more challenging.
Modern compilers implement some of the sophisticated optimizations introduced
for supercomputing applications [2], provide performance models and transfor-
mations to improve fine-grain parallelism and exploit the memory hierarchy.
Most of these optimizations are loop-oriented and assume a high-level code rep-
resentation with rich control and data structures: do loops with regular control,
constant bounds and strides, typed arrays with linear subscripts. Good opti-
mizations require manual efforts in the syntactic presentation of loops and array
subscripts (avoiding, e.g., while loops, pointers, exceptions, or goto statements).
Programs written for embedded systems often make use of such low-level con-
structs, and this programming style is not suited to traditional source-to-source
loop nest optimizers. Because any rewrite of the existing code involves an im-
portant investment, we see the need of a compiler that could optimize low-level
constructs. Several works demonstrated the interest of enriched low-level repre-
sentations [I523]: they build on the normalization of three address code, adding

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 2184232 2005.
© Springer-Verlag Berlin Heidelberg 2005
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data types, Static Single-Assignment form (SSA) [6/19] to ease data-flow analysis
and scalar optimizations. Starting from version 4.0, GCC uses such a represen-
tation: GIMPLE [2IJI7], a three-address code derived from SIMPLE [I2]. In a
three-address representation, subscript expressions, loop bounds and strides are
spread across several instructions and basic blocks. The most popular techniques
to retrieve scalar evolutions [34827] are not well suited to work on loosely struc-
tured loops because they rely on classification schemes into a set of predefined
forms based on pattern-matching rules. Such rules are sometimes sufficient at
the source level, but too restrictive to cover the wide variability of inductive
schemes on a low-level representation. To address the challenges of induction
variable recognition on a low-level representation, we designed a general and
flexible algorithm to build closed form expressions for scalar evolutions. This
algorithm can retrieve array subscripts, loop bounds and strides lost in the low-
ering to three-address code, as well as other properties that do not appear in
the source code. We demonstrate that induction-variable recognition and de-
pendence analysis can be effectively implemented at such a low level. We also
show that our method is more flexible and robust than comparable solutions on
high-level code [RI32I31], since our method captures affine and polynomial closed
forms without restrictions on the complexity of the flow of control, the recursive
scalar definitions, and the intricateness of ¢ nodes. Finally, speed, robustness and
language-independence are natural benefits of a low-level SSA representation.

Intermediate Representations. We recall some SSA terminology, see [6/19] for
details: the SSA graph is the graph of def-use chains; ¢ nodes occur at merge
points and restore the flow of values from the renamed variables; ¢ nodes are
split into the loop-¢ and condition-¢ nodes. In this paper, we use a typed three-
address code in SSA form. Control-flow primitives are a conditional expression
if, a goto expression, and a loop annotation discovered from the control-flow
graph: loop (¢} ) stands for loop number k, and ¢; denotes its associated implicit
counter. The number of iterations is computed from the evolutions of scalars
in the loop exit conditions, providing informations lost in the translation to a
low-level, or not exposed at source level, as in while or goto loops.

Introductory Fxamples. To illustrate the main issues and concepts, we consider
the examples in Figure[dl A closed-form for f in the first example is a second-
degree polynomial. In the second example, d has a multivariate evolution: it
depends on several loop counters. To compute the evolution of ¢, x and d in
the second example, one must know the trip count of the inner loop, here 10
iterations. Yet, to statically evaluate the trip count of /5 one must already un-
derstand the evolutions of ¢ and d. In the third example, ¢ is a typical case
of wrap-around variable [34]. In the fourth example a and b have linear closed
forms. Unlike our algorithm, previous works could not compute this closed form
due to the intricateness of the SSA graph. The fifth example illustrates a data
dependence problem: when language standards define modulo arithmetics for a
type, the compiler has to respect effects of overflows, and otherwise, as in the
sixth example, the compiler can deduce constraints from undefined behavior.
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a = 3;
b=1;
loop (£1)
c = ¢(a, £);
d = ¢, g);
if (d>=123) goto end;
e=d+7;
f=e+c;
g=4d+5;
end:

S. Pop, A. Cohen, and G.-A. Silber

a = 3;
loop (£1)
c = ¢(a, x);
loop (€2)
d = ¢(c, e);
e=d+ 1;
t=d-c;

if (t>=9) goto end2;
end2:
x =e + 3;
if (x>=123) goto endl;
endl:

loop (€1)
a = ¢(1, b);
if (a>=100) goto endl;
b =a+ 4;
loop (€2)
c = ¢(a, e);
e = ¢(b, £);
if (e>=100) goto end2;
f =e + 6;
end2:
endl:

First example: polynomial func-
tions. At each step of the loop,
an integer value following the
sequence 1,6,11,...,126 is as-
signed to d, that is the affine
function 5£7 + 1; a value in the
sequence 3, 11,24, ...,1703 is as-
signed to f, that is a polynomial
of degree 2: %Z12 + %Zl + 3.

loop (£1)
a = ¢(0, d);
b = ¢, c);

if (a>=100) goto end;
c=a+1;
d=Db+1;

end:

Fourth example : periodic func-
tions. Both a and b have affine
evolutions: 0,1,2,...,100, be-
cause they both have the same
initial value. However, if their ini-
tial value is different, their evo-
lution can only be described by a
periodic affine function.

Second
functions.

example: multivariate

The successive values
of ¢ are 3,17,31,...,115,
that is the affine univariate
function 14£7 4+ 3. The successive
values of @« in the loop are
17,31, ...,129 that is 14£7 + 17.
The evolution of variable d,
3,4,5,...,13,17,18,19,...,129

depends on the iteration num-

- —

Third example: wrap-around. The sequence
of values taken by a is 1,5,9,...,101
that can be written in a condensed form as
401 + 1. The values taken by variable e are
5,11,17,...,95,101,9, 15,21, ..., 95, 101
and generated by the multivariate
function 6£5 + 447 + 5. These two
variables are used to define the variable
¢, that will contain the successive values
1,5,11,...,89,95,5,9,15,...,89,95:

the first value of ¢ in the loop £g is the

ber of both loops: that is the . N
multivariate  affine  function Z:}EE:Z:‘?EOZ?Z ‘f/““":t‘)i: t'ehe subsequent
1449 + £9 + 3. “ B " “ :
loop (€1) loop (€1)
(unsigned char) a = ¢(0, c); (char) a = ¢(0, c);
(int) b = ¢(0, d); (int) b = ¢(0, d);
(unsigned char) c = a + 1 (char) c = a +1

(int) d =b + 1
if (d >= 1000) goto end;
T[b] = Ulal;

end:

(int) d = b + 1
if (d > N) goto end;
end:

Sixth example: inferring prop-

Fifth example: effects of types on the evo-
lution of scalar variables. The C program-
ming language defines modulo arithmetics
for unsigned typed variables. In this exam-
ple, the successive values of variable a are
., or in a

periodic: 0,1,2,...,255,0,1,..
condensed notation £ mod 256.

Fig. 1. Examples

erties from undefined behavior.
Signed types overflow are not de-
fined in C. The behavior is only
defined for the values of a in
0,1,2,...,126, consequently d is
only defined for 1,2,3,...,127,
and the loop is defined only for
the first 127 iterations.

Overview of the Paper. In the following, we expose a set of techniques to extract
and to represent evolutions of scalar variables in the presence of complex control
flow and intricate inductive definitions. We focus on designing low-complexity
algorithms that do not sacrifice on the effectiveness of retrieving precise scalar
evolutions, using a typed, low-level, SSA-form representation of the program.
Section [2] introduces the algebraic structure that we use to capture a wide spec-
trum of scalar evolution functions. Section [3] presents the analysis algorithm to
extract closed form expressions for scalar evolutions. Section El compares our
method to other existing approaches. Finally, section Bl concludes and sketches
future work. For space constraints, we have shortened this presentation. A longer
version of the paper is available as a technical report [26].

2 Trees of Recurrences

In this section, we introduce the notion of Tree of Recurrences (TREC), a closed-
form that captures the evolution of induction variables as a function of iteration
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indices and allows an efficient computation of values at given iteration points.
This formalism extends the expressive power of Multivariate Chains of Recur-
rences (MCR) [BIT4y3632] by symbolic references. MCR are obtained by an ab-
straction operation that instantiate all the varying symbols: some evolutions
are mapped to a “don’t know” symbol T. Arithmetic operations on MCR are
defined as rewriting rules [32]. Let F(¢1,¥a,...,¢y,), or F(€), represent the evo-
lution of a variable inside a loop of depth m as a function of ¢1,4s,... ¢p,. F
can be written as a closed form @, called TREC, that can be statically processed
by further analyzes and efficiently evaluated at compile-time. The syntax of a
TREC is derived from MCR and inductively defined as: © = {0, +, Oy} or
© = ¢, where @, and O, are trees of recurrences and c is a constant or a vari-
able name, and subscript k indexes the dimension. As a form of syntactic sugar,
{Ba; +,{6p, +,0c} i}k = {Oa, +, O, +, O } .

Evaluation of TREC. The value ©({1,0s,...,£,,) of a TREC O is defined as
follows: if © is a constant ¢ then ©(£) = ¢, else O is {Oq, +, Op }1, and

£5—1

O() =60a(£) + > Oy(lr, ... li1, 1, lg1, . L) .

=0

The evaluation of {©,,+,6O}; for a given £ matches the inductive updates
across £ iterations of loop k: @, is the initial value, and ©, the increment in
loop k. This is an exponential algorithm to evaluate a TREC, but [3] gives a
linear time and space algorithm based on Newton interpolation series. Given a
univariate MCR with ¢g, ¢, .. ., ¢,, constant parameters (either scalar constants,
or symbolic names defined outside loop k):

Z’”‘ 4
{Cov+acla+3023+a---a+,cn}k(£): Cp(}f) . (1)
p=0

This result comes from the following observation: a sum of multiples of binomial
coefficients — called Newton series — can represent any polynomial. The closed
form for f in the first example of Figure[Ilis the second order polynomial F'(¢;) =
202+ oy +3 = 3() +8(9) +5(%), and is written {3,+,8,+,5}:. The
coefficients of a TREC derive from a finite differentiation table: for example, the
coeflicients for the TREC associated with 2612 + %61 + 3 can be computed either
by differencing the successive values [I1]:

t1]l01 2 3 4

cp|3 11 24 42 65

c1|8 13 18 23

co|6 5 5
c3|0 0

or, by directly extracting the coefficients from the code [32]. We present our algo-
rithm for extracting TREC from a SSA representation in Section Bl We illustrate
the fast evaluation of a TREC from the second introductory example Figure [l
where the evolution of d is the affine equation F'(¢1,¢2) = 14¢1 +¢2+3. A TREC
for d is ©(¢1,42) = {{3,+,14}1,+, 1}2, that can be evaluated for ¢; = 10 and
fo = 15 as follows:
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1 1
©(10,15) = {{3,+,14}1,+,1}2(10,15) =3+ 14 - (f) + (f) = 158..

Instantiation of TREC and Abstract Envelopes. In order be able to use the effi-
cient evaluation scheme presented above, symbolic coefficients of a TREC have to
be analyzed: the role of the instantiation pass is to limit the expressive power of
TREC to MCR. Difficult TREC constructs such as exponential self referring evo-
lutions (as the Fibonacci sequence that defines the simplest case of the class of
mixers: fib — {0,4, 1,4+, fib}y) are either translated to some appropriate rep-
resentation, or discarded. Optimizers such as symbolic propagation could handle
such difficult constructs, however they lead to problems that are difficult to solve
(e.g. determining the number of iterations of a loop whose exit edge is guarded
by a Fibonacci sequence). Because a large class of optimizers and analyzers are
expecting simpler cases, TREC information is filtered using an instantiation pass.
Several abstract views can be defined by different instantiation passes, such as
mapping every non polynomial scalar evolution to T, or even more practically,
mapping non affine functions to T. In appropriate cases, it is natural to map
uncertain values to an abstract value: we have experimented instantiations of
TREC with intervals, in which case we obtain a set of possible evolutions that
we call an envelope. Allowing the coefficients of TREC to contain abstract scalar
values is a more natural extension than the use of maximum and minimum func-
tions over MCR as proposed by van Engelen in [31] because it is then possible
to define other kinds of envelopes using classic scalar abstract domains, such as
polyhedra, octagons [I8], or congruences [10].

Peeled Trees of Recurrences. A frequent occurring pattern consists in variables
that are initialized to a value during the first iteration of a loop, and then is
replaced by the values of an induction variable for the rest of iterations. We
have chosen to represent these variables by explicitly listing the first value that
they contain, and then the evolution function that they follow. The peeled TREC
are described by the syntax (a,b); whose semantics is given by:

a if z =0,

(a, b)) = {b (x-1) forxz>1,

where a is a TREC with no evolution in loop k, b is a TREC that can have an evo-
lution in loop k, and x is indexing the iterations in loop k. Most closed forms for
wrap-around variables [34] are peeled TREC. Indeed, back to the third introductory
example (see Figure[ll), the closed form for ¢ can be represented by a peeled mul-
tivariate affine TREC: ({1, +,4}1, {{5,+,4}1,+,6}2)2. A peeled TREC describes
the first values of a closed form chain of recurrence. In some cases it is interest-
ing to replace it by a simpler MCR, and vice versa, to peel some iterations out of
a MCR. For example, the peeled TREC (0, {1,+,1}1); describes the same func-
tion as {0, 4, 1}1. This last form is a unique representative of a class of TREC that
can be generated by peeling one or more elements from the beginning. Simplify-
ing a peeled TREC amounts to the unification of its first element with the function
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¢1j01 2 3 4 ¢1jl012 3 4 5

co|3 11 24 42 65 col0 3 11 24 42 65
cp|8 13 18 23 c1|3 8 13 18 23
cal55 5 calB55 5

ezlo 0 ezlo0o0

Fig. 2. Adding a new column to the differentiation table of the chain of recurrence
{3,+,8,+,5}1 leads to the chain of recurrence {0, +, 3, +,5}1

represented in the right-hand side of the peeled TREC. A simple unification algo-
rithm tries to add a new column to the differentiation table without changing the
last element in that column. Since this first column contains the coefficients of the
TREC, the transformation is possible if it does not modify the last coefficient of the
column, as illustrated in Figure[2l This technique allows to unify 29 wrap around
loop-¢ in the SPEC CPU2000, 337 on the GCC code itself, and 5 on the JavaGrande.
Finally, we formalize the notion of peeled TREC equivalence class: given integers
v, a1,...,an, a TRECc = {a1,+,...,+,an}1, a peeled TREC p = (v,¢)1, and a
TRECr = {b1,+,...,+,bn-1,+,an}t1, with the integer coefficients b1, ...,b,_1
computed as follows: b, 1 = ap_1 — apn, bp—2 = ap_2—bp_1,...,b1 =a; — b, we
say that r is equivalent to p if and only if b; = v.

Typed and Periodic Trees of Recurrences. Induction variable analysis in the
context of typed operations is not new: all the compilers that have loop op-
timizers based on typed intermediate representations have solved this prob-
lem. However there is little literature that describes the problems and solutions
[33]: these details are often considered too low level, and language dependent.
As illustrated in the fifth introductory example, in Figure [Il the analysis of
data dependences has to correctly handle the effects of overflowing on vari-
ables that are indexing the data. One of the solutions for preserving the se-
mantics of wrapping types on TREC operations is to type the TREC and to
map the effects of types from the SSA representation to the TREC representa-
tion. For example, the conversion from unsigned char to unsigned int of TREC
{(uchar)100, +, (uchar)240}; is {(uint)100,+, (uint)Oxf££££££0};, such that
the original sequence remains unchanged (100,84,68,...). The first step of a
TREC conversion proves that the sequence does not wrap. In the previous ex-
ample, if the number of iterations in loop 1 is greater than 6, the converted
TREC should also contain a wrap modulo 256, as illustrated by the first values
of the sequence: 100,84, 68,52, 36,20, 4,244,228, .... When it is impossible to
prove that an evolution cannot wrap, it is safe to assume that it wraps, and
keep the cast: (uint)({(uchar)100,+, (uchar)240}1). Another solution is to use
a periodic TREC, that lists all the values in a period: in the previous example we
would have to store 15 values. Using periodic TREC for sequences wrapping over
narrow types can seem practical, but this method is not practical for arbitrary
sequences over wider types. Periodic sequences may also be generated by flip-flop
operations, that are special cases of self referenced peeled TREC. Variables in a
flip-flop exchange their initial values over the iterations, for example:

3 ifx =0 mod 2,



224 S. Pop, A. Cohen, and G.-A. Silber

Ezponential Trees of Recurrences. The exponential MCR [3] used by [32] and
then extended to handle sums or products of polynomial and exponential evo-
lutions [31] are useless in compiler technology for typed integer sequences, as
integer typed arithmetic has limited domains of definition. Any overflowing op-
eration either has defined modulo semantics, or is not defined by the language
standard. The longer exponential integer sequence that can exist for an integer
type of size 2™ is n — 1: left shifting the first bit n — 2 times. Storing exponential
evolutions as peeled TREC seems efficient, because in general n < 64. We ac-
knowledge that exponential MCR can have applications in compiler technology
for floating point evolutions, but we have intentionally excluded floating point
evolutions for simplifying this presentation. The next section will present our
efficient algorithm that translates a part of the SSA dealing with scalar variables
to TREC.

3 Analysis of Scalar Evolutions

We will now present an algorithm to compute closed-form expressions for in-
ductive variables. Our algorithm translates a subset of the SSA to the TREC
representation, interprets a part of the expressions and enriches the available
information with properties that it computes, as the number of iterations, or the
value of a variable at the end of a loop. It extends the applicability of classic
optimizations, and allows the extraction of precise high level informations. We
have designed our analyzer such that it does not assume a particular control-flow
structure and makes no restriction on the recursive intricate variable definitions.
It however fails to analyze irreducible control flow graphs [I], for which an un-
computable evolution T is returned. Our analysis does not use the syntactic
information, making no distinction between names defined in the code or intro-
duced by the compiler. The algorithm is also able to delay a part of the analysis

2D
[ ComputeLoopPhiEvolutions)—> (InstantiateEvolution} (Analyze Evolution) BuildUpdateExpr)
A

Fig. 3. Bird’s eye view of the analyzer

until more information is known by leaving symbolic names in the target rep-
resentation. The last constraint for inclusion in a production compiler is that
the analyzer should be linear in time and space: even if the structure of our
algorithm is complex, composed of a double recursion as sketched in Figure [3]
it presents similarities with the algorithm for linear unification by Paterson and
Wegman [24], where the double recursion is hidden behind a single recursion
with a stack.

3.1 Algorithm

Figures[d and Bl present our algorithm to compute the scalar evolutions of all vari-
ables defined by loop-¢ nodes: COMPUTELOOPPHIEVOLUTIONS is a driver that
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Algorithm: COMPUTELOOPPHIEVOLUTIONS
Input: SSA representation of the procedure
Output: a TREC for every variable defined by loop-¢ nodes
For each loop [ in a depth-first traversal of the loop nest
For each loop-¢ node n in loop {
INSTANTIATEEVOLUTION(ANALYZEEVOLUTION(, n), 1)

Algorithm: ANALYZEEVOLUTION(I, n)
Input: [ the current loop, n the definition of an SSA name
Output: TREC for the variable defined by n within [
v <« variable defined by n
In < loop of n
If EVOLUTION[n] # L Then res «<— EVOLUTION[n]
Else If n matches ”v = constant” Then res <+ constant
Else If n matches ”v = a” Then res «— ANALYZEEVOLUTION(I, a)
Else If n matches v = a ® b” (with ® € {+, —, *}) Then
res « ANALYZEEVOLUTION(l, a) ® ANALYZEEVOLUTION(I, b)
Else If n matches ”v = loop-¢(a, b)” Then
(notice a is defined outside loop in and b is defined in In)
Search in depth-first order a path from b to v:
(exist, update) «— BUILDUPDATEEXPR(n, definition of b)
If not ezist (if such a path does not exist) Then res < (a,b);: a peeled TREC
Else If update is T Then res «— T
Else res «— {a,+, update};: a TREC
Else If n matches ”v = condition-¢(a, b)” Then
eva < INSTANTIATEEVOLUTION(ANALYZEEVOLUTION(I, a), In)
evb < INSTANTIATEEVOLUTION(ANALYZEEVOLUTION(I, b), In)
If eva = evb Then res « eva Else res «— T
Else res — T
EVOLUTION[n] < res
Return EvaL(res, [)

Fig. 4. CoMPUTELOOPPHIEVOLUTIONS and ANALYZEEVOLUTION

illustrates the use of the analyzer and instantiation. In general, ANALYZEEVO-
LUTION is called for a given loop number and a variable name. The evolution
functions are stored in a database that is visible only to ANALYZEEVOLUTION,
and that is accessed using EVOLUTION([n], for an SSA name n. The initial value
for a not yet analyzed name is L. The cornerstone of the algorithm is the
search and reconstruction of the symbolic update expression on a path of the
SSA graph: BUiILDUPDATEEXPR. This corresponds to a depth-first search algo-
rithm in the SSA graph with a pattern matching rule at each step, halting either
with a success on the starting loop-¢ node, or with a fail on any other loop-¢
node of the same loop. Based on these results, ANALYZEEVOLUTION constructs
either a TREC or a peeled TREC. INSTANTIATEEVOLUTION substitutes symbolic
parameters in a TREC. It computes their statically known value, i.e., a constant,
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Algorithm: BUILDUPDATEEXPR(h, n)
Input: h the halting loop-¢, n the definition of an SSA name
Output: (exist, update), exist is true if h has been reached,
update is the reconstructed expression for the overall effect in the loop of h
If (n is h) Then Return (true, 0)
Else If n is a statement in an outer loop Then Return (false, 1),
Else If n matches ”v = a” Then Return BUILDUPDATEEXPR(h, definition of a)
Else If n matches "v = a + b” Then
(exist, update) < BUILDUPDATEEXPR(h, a)
If exist Then Return (true, update + b),
(exist, update) «— BUILDUPDATEEXPR(h, b)
If ezist Then Return (true, update + a)
Else If n matches ”v = loop-¢(a, b)” Then In «loop of n
(notice a is defined outside In and b is defined in In)
If a is defined outside the loop of h Then Return (false, L)
s < APPLY(In, ANALYZEEVOLUTION(In, n), NUMBEROFITERATIONS(In))
If s matches ”a + t” Then (ezist, update) «— BUILDUPDATEEXPR(h, a)
If exist Then Return (ezist, update + t)
Else If n matches ”v = condition-¢(a, b)” Then
(ewxist, update) «— BUILDUPDATEEXPR(h, a)
If ezist Then Return (true, T)
(exist, update) < BUILDUPDATEEXPR(h, b)
If exist Then Return (true, T)
Else Return (false, L)

Algorithm: INSTANTIATEEVOLUTION trec, 1)
Input: trec a symbolic TREC, [ the instantiation loop
Output: an instantiation of trec
If trec is a constant ¢ Then Return c
Else If trec is a variable v Then
If v has not been instantiated
Mark v as instantiated and Return ANALYZEEVOLUTION(I, v)
Else v is in a mixer structure, Return T
Else If trec is of the form {e1,+, ez}, Then
Return {INSTANTIATEEVOLUTION (e1, ), +, INSTANTIATEEVOLUTION(e2, ) }»
Else If t¢rec is of the form (e1,e2), Then
Return UNIFY((INSTANTIATEEVOLUTION(e1, {), INSTANTIATEEVOLUTION (€2, 1)).)
Else Return T

Fig. 5. BUILDUPDATEEXPR and INSTANTIATEEVOLUTION algorithms

a periodic function, or an approximation with intervals, possibly triggering other
computations of TREC in the process. The call to INSTANTIATEEVOLUTION is
postponed until the end of the depth-first search, avoiding early approximations
in the computation of update expressions. Combined with the introduction of
symbolic parameters in the TREC, postponing the instantiation alleviates the
need for a specific ordering of the computation steps. The correctness and com-
plexity of this algorithm are established by structural induction [25].
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3.2 Application of the Analyzer to an Example

We illustrate the analysis of scalar evolutions algorithm on the first introductory
example in Figure [l with the analysis of ¢ = ¢(a, f). The SSA edge exiting
the loop, Figure[6l(1), is left symbolic. The analyzer starts a depth-first search,

a = 3; a = a a = 3;
b\ 1; b= b ; b =1;
loop J loop loop loop (£1)
c = ¢(a, £); ;
d = ¢, g);
if (d>=123)
| goto end;
e=d+7;
f=e+c;
g=d+ 5;
end: en en
(1) Initial condition edge (2) Searching for “c” (3) Found the halting phi (4) On the “return path”

Fig. 6. Application to the first example

illustrated in Figure [Bl(2): the edge c—f is followed to the definition f = e
+ c, then following the first edge f—e, reaches the assignment e = d + 7, and
finally e—d leads to a loop-¢ node of the same loop. Since this is not the starting
loop-¢, the search continues on the other unexplored operands: back on e = d
+ 7, operand 7 is a scalar, then back on £ = e + ¢, the edge f—c is followed
to the starting loop-¢ node, as illustrated in Figure [6l(3). Following the path
of iterative updates in execution order, as illustrated in Figure [6l(4), gives the
update expression: e. Finally, the analyzer records the TREC ¢ = {a, +,e};. An
instantiation of {a, 4, e}; yields: a =3, e = {8,+,5}1, and {3,+,8,+,5}1.

3.3 Applications

Empirical Study. To show the robustness and language-independence of our im-
plementation, and to evaluate the accuracy of our algorithm, we determine a
compact representation of all variables defined by loop-¢ nodes in the SPEC
CPU2000 [30] and JavaGrande [I3] benchmarks. Figure [l summarizes our experi-
ments: affine univariate variables are very frequent because well structured loops
are most of the time using simple constructs, affine multivariate less common, as
they are used for indexing multi dimensional arrays. Difficult constructs such as
polynomials of degree greater than one occur very rarely: we have detected only
three occurrences in SPEC CPU2000, and none in JavaGrande. The last three
columns in Figure [0 show the precision of the detector of the number of itera-
tions: only the single-exit loops are exactly analyzed, excluding a big number of
loops that contain irregular control flow (probably containing exception exits)
as in the case of java programs. An approximation of the loop count can enable
aggressive loop transformations as in the 171.swim SPEC CPU2000 benchmark,
where the data accesses are used to determine a safe loop bound, allowing safe
refinements of the data dependence relations.
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Benchmark U.M. C. T||Loops| Trip|A.
CINT2000{12986| 20{13526{52656/|| 10593|1809|82
CFP2000(/13139| 52|12051|12797|| 6720(4137|68
JavaGrande|| 334| 0| 455| 866|| 481| 84| 0

Fig. 7. Induction variables and loop trip count. Break-down of evolutions into: “U.”
affine univariate, “M.” affine multivariate, “C.” other compound expressions containing
determined components, and “T” undetermined evolutions. Last columns describe:
“Loops” the number of natural loops, “Trip” the number of single-exit loops whose trip
count is successfully analyzed, “A.” the number of loops for which an upper bound
approximation of the trip count is available.

Optimization Passes. Based on our induction variable analysis, several scalar
and high level loop optimizations have been contributed: Zdenék Dvofak from
SuSE has contributed strength reduction, induction variable canonicalization
and elimination, and loop invariant code motion [I]. Dorit Naishlos from IBM
Haifa has contributed a “simdization” pass [7J20] that rewrites loops to use
SIMD instructions such as Altivec, SSE, etc. Daniel Berlin from IBM Research
and Sebastian Pop have contributed a linear loop transformation framework [5]
that enables the loop interchange transformation: on the 171.swim benchmark a
critical loop is interchanged, giving 1320 points compared to 796 points without
interchange: a 65% benefit. Finally, Diego Novillo from RedHat has contributed
a value range propagation pass [22]. The dependence-based transformations use
uniform dependence vectors [4], but our method for identifying conflicting ac-
cesses between TREC can be applicable to the computation of more general
dependence abstractions, tests for periodic, polynomial, exponential or envelope
TREC. We implemented an extended Banerjee test [4], and we will integrate the
Omega test [28] in the next GCC version 4.2. In order to show the effective-
ness of the Banerjee data dependence analyzer as used in an optimizer, we have
measured the compilation time of the vectorization pass: for SPEC CPU2000
benchmarks, the vectorization pass does not exceed 1 second, nor 5 percent of
the compilation time per file. The experiments were performed on a Pentium4
2.40 GHz with 512 Kb of cache, 2 GB of RAM, on a Linux kernel 2.6.8. Figure 8
illustrates the scalability and accuracy of the analysis: we computed all depen-

Benchmark||# tests d i u ZIV| SIV| MIV
CINT2000|| 303235|73180{105264|124791{/168942| 5301| 5134
CFP2000|| 655055(47903| 98682(508470([105429|17900|60543
JavaGrande v2.0(| 87139|13357| 67366| 6416| 76254| 2641| 916

Fig. 8. Classification of data dependence tests in SPEC CPU2000 and JavaGrande.
Columns “d”, “i” and “u” represent the number of tests classified as dependent, in-
dependent, and undetermined. Last columns split the dependence tests into “ZIV”,
“SIV” ) “MIV”: zero, single and multiple induction variable.
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dences between pairs of references — both accessing the same array — in every
function. We have to stress that this evaluation is quite artificial because an
optimizer would focus the data dependence analysis only on a few loop nests.
The number of MIV dependence tests witness the stress on the analyzer: these
tests involve arrays accessed in different loops, that could be separated by an
important number of statements. Even with these extreme test conditions, our
data dependence analyzer catches an important number of dependence relations,
and the worst case is 15 seconds and 70 percent of the compilation time.

4 Comparison with Closely Related Works

Induction variable detection has been studied extensively in the past because of
its central role in loop optimizations. Our target closed form expressions is an
extension of the chains of recurrences [3I32J3T]. The starting representation is
close to the one used in the Open64 compiler [8/I6], but our algorithm avoids
the syntactic case distinction made in [I6] that has severe consequences in terms
of generality (when analyzing intricate SSA graphs) and maintainability: as syn-
tactic information is altered by several transformation passes, pattern matching
at a low level may lead to an explosion of the number of cases to be recognized;
e.g., if a simple recurrence is split across two variables, its evolution would be
classified as wrap around if not handled correctly in a special case; in practice,
[16] does not consider these cases. Path-sensitive approaches have been proposed
[31I29] to increase precision in the context of conditional variable updates. These
techniques may lead to an exponential number of paths, and although interest-
ing, seem not yet suitable for a production compiler, where even quadratic space
complexity is unacceptable on benchmarks like GNU Go[9].

Our work is based on the previous research results presented in [32]. We have
experimented with similar algorithms and dealt with several restrictions and dif-
ficulties that remained unsolved in later papers: for example, loop sequences are
not correctly handled, unless inserting at the end of each loop an assignment for
each variable modified in the loop and then used after the loop. Because they
are using a representation that is not in SSA form, they have to deal with all
the difficulties of building an “SSA-like” form. With some minor changes, their
algorithm can be seen as a translation from an unstructured list of instructions
to a weak SSA form restricted to operations on scalars. This weak SSA form
could be of interest for representations that cannot be translated to classic SSA
form, as the RTL representation of GCC. Another interesting result for their al-
gorithm would be a proof that constructing a weak SSA representation is faster
than building the classic SSA representation, however they have not presented
experimental results on real codes or standard benchmarks for showing the effec-
tiveness of their approach. In contrast, our algorithm is analyzing a classic SSA
representation, and instead of worrying about enriching the expressiveness of the
intermediate representation, we are concerned about the opposite question: how
to limit the expressiveness of the SSA representation in order to provide the op-
timizers a level of abstraction that they can process. It might well be argued that
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a new representation is not necessary for concepts that can be expressed in the
SSA representation: this point is well taken. We acknowledge that we could have
presented the current algorithm as a transformer from SSA to an abstract SSA,
containing abstract elements. However, we deliberately have chosen to present
the analyzer producing trees of recurrences for highlighting the sources of our
inspiration and for presenting the extensions that we proposed to the chains of
recurrences. Finally, we wanted the algorithm presented in this paper to reflect
the underlying implementation in GCC.

5 Conclusion and Perspectives

We introduced trees of recurrences, a formalism based on multivariate chains of
recurrences [3I14], with symbolic and algebraic extensions, such as the peeled
chains of recurrences. These extensions increase the expressiveness of standard
chains of recurrences and alleviate the need to resort to intractable exponential
expressions to handle wrap-around and mixer induction variables. We extended
this representation with the evolution envelopes that handle abstract elements
as approximations of runtime values. We also presented a novel algorithm for
the analysis of scalar evolutions. This algorithm is capable of traversing an ar-
bitrary program in Static Single-Assignment (SSA) form, without prior classifi-
cation of the induction variables. The algorithm is proven by induction on the
structure of the SSA graph. Unlike prior works, our method does not attempt
to retrieve more complex closed form expressions, but focuses on generality:
starting from a low-level three-address code representation that has been seri-
ously scrambled by complex phases of data- and control-flow optimizations, the
goal is to recognize simple and tractable induction variables whose algebraic
properties allow precise static analysis, including accurate dependence testing.
We have implemented and integrated our algorithm in a production compiler,
the GNU Compiler Collection (4.0), showing the scalability and robustness of
an implementation that is the basis for several optimizations being developed,
including vectorization, loop transformations and modulo-scheduling. We pre-
sented experimental results on the SPEC CPU2000 and JavaGrande benchmarks,
with an application to dependence analysis. Our results show no degradations in
compilation time. Independently of the algorithmic and formal contributions to
induction variable recognition, this work is part of an effort to bring competitive
loop transformations to the free production compiler GCC.
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Abstract. This paper shows that Appel-style garbage collectors often
make suboptimal decisions both in terms of when and how to collect.
We argue that garbage collection should be done when the amount of
live bytes is low (in order to minimize the collection cost) and when
the amount of dead objects is high (in order to maximize the available
heap size after collection). In addition, we observe that Appel-style col-
lectors sometimes trigger a nursery collection in cases where a full-heap
collection would have been better.

Based on these observations, we propose garbage collection hints
(GCH) which is a profile-directed method for guiding garbage collec-
tion. Offline profiling is used to identify favorable collection points in the
program code. In those favorable collection points, the VM dynamically
chooses between nursery and full-heap collections based on an analytical
garbage collector cost-benefit model. By doing so, GCH guides the col-
lector in terms of when and how to collect. Experimental results using the
SPECjvm98 benchmarks and two generational garbage collectors show
that substantial reductions can be obtained in garbage collection time
(up to 30X) and that the overall execution time can be reduced by more
than 10%.

1 Introduction

Garbage collection (GC) is an important subject of research as many of todays
programming language systems employ automated memory management. Pop-
ular examples are Java, C# and .NET. Before discussing the contributions of
this paper, we revisit some garbage collection background and terminology.

1.1 Garbage Collection

An Appel-style generational copying collector divides the heap into two genera-
tions [2], a variable-size nursery and a mature generation. Objects are allocated
from the nursery. When the nursery fills up, a nursery collection is triggered and
the surviving objects are copied into the mature generation. When the objects
are copied, the size of the mature generation is grown and the size of the nurs-
ery is reduced accordingly. Because the nursery size decreases, the time between
consecutive collections also decreases and objects have less time to die. When
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© Springer-Verlag Berlin Heidelberg 2005



234 D. Buytaert et al.

the nursery size drops below a given threshold, a full-heap collection is triggered.
After a full-heap collection all free space is returned to the nursery.

In this paper we consider two flavors of generational copying collectors,
namely GenMS and GenCopy from JMTk [3]. GenMS collects the mature gener-
ation using the mark-sweep garbage collection strategy. The GenCopy collector
on the other hand, employs a semi-space strategy to manage its mature genera-
tion. The semi-space collector copies scanned objects, whereas the mark-sweep
collector does not.

To partition the heap into generations, the collector has to keep track of
references between different generations. Whenever an object in the nursery is
assigned to an object in the mature generation—i.e. there is a reference from an
object in the mature generation to an object in the nursery—this information
is tracked by using a so-called remembered set. When a nursery collection is
triggered the remembered set must be processed to avoid erroneously collecting
nursery objects that are referenced only from the mature generation.

1.2 Paper Contributions

While garbage collection offers many benefits, the time spent reclaiming memory
can account for a significant portion of the total execution time [I]. Although
garbage collection research has been a hot research topic for many years, little
research has been done to decide when and how garbage collectors should collect.

Garbage is typically collected when either the heap, or a generation is full.
Ideally, the heap should be collected when the live ratio is low: the fewer live
objects, the fewer objects need to be scanned and/or copied, the more memory
there is to be reclaimed, and the longer we can postpone the next garbage
collection run. In this paper, we show that collecting prior to a full heap, at
points where the live ratio is low, can yield substantial reductions in GC time.

In addition, when using an Appel-style collector with two generations, a
decision needs to be made whether to trigger a full-heap or nursery collection.
We found that triggering nursery collections until the nursery size drops below a
certain threshold is sometimes suboptimal. In this paper, we show how to trade
off full-heap collections and nursery collections so that performance improves
substantially.

The approach presented in this paper to decide when and how to collect, is
called garbage collection hints (GCH) and works as follows. GCH first determines
favorable collection points (FCPs) for a given application through offline profil-
ing. A favorable collection point is a location in the application code where the
cost of a collection is relatively cheap. During program execution a cost function
is then computed in each FCP to determine the best GC strategy: postpone GC,
perform a nursery GC, or perform a full-heap GC. Our experimental results us-
ing the SPECjvm98 benchmarks and two generational collectors show that GCH
can reduce the garbage collector time by up to 30X and can improve the overall
execution time by more than 10%.

Figure [ perfectly illustrates why garbage collection hints actually work for
the _213_javac benchmark. This graph shows the number of live bytes as a



Garbage Collection Hints 235

_213_javac, -s100, -m4 -M4 with 156 MB heap, GenCopy
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Fig. 1. Garbage collection points with and without GCH

function of the number of allocated bytes. The empty circles denote nursery
collections and the squares denote full-heap collections when GCH is not enabled.
Without GCH, GC is triggered at points where the number of live bytes is not
necessarily low. In fact, the maximum GC time that we observed on our platform
for these GC points is 225ms; and 12MB needs to be copied from the nursery
to the mature generation. The GC time for a full-heap collection takes 330ms.
When GCH is enabled (see the filled circles in Figure[d]), garbage gets collected
when the amount of live bytes reaches a minimum, i.e. at an FCP. The GC time
at an FCP takes at most 4.5ms since only 126KB needs to be copied. From
this example, we observe two key features why GCH actually works: (i) GCH
preferably collects when the amount of live data on the heap is low, and (ii)
GCH eliminates a number of full-heap collections by trading them for (cheaper)
nursery collections.
The main contributions of this paper are as follows.

— We show that GC is usually not triggered when the amount of live data is
low, i.e. when the amount of garbage collection work is minimal.

— We show that the collector does not always make the best decision when
choosing between a nursery and a full-heap collection.

— We propose GCH which is a feedback-directed technique based on profile
information that provides hints to the collector about when and how to
collect. GCH tries to collect at FCPs when the amount of live data is minimal
and dynamically chooses between nursery and full-heap collections. The end
result is significant reductions in GC time and improved overall performance.
GCH is especially beneficial for applications that exhibit a recurring phase
behavior in the amount of live data allocated during program execution.

2 Experimental Setup

2.1 Java Virtual Machine

We use the Jikes Research Virtual Machine 2.3.2 (RVM) [4] on an AMD Athlon
XP 1500+ at 1.3 GHz with a 256KB L2-cache, running Linux 2.6. Jikes RVM
is a Java virtual machine written almost entirely in Java. Jikes RVM uses a
compilation-only scheme for translating Java bytecodes to native machine in-
structions. For our experiments we use the FastAdaptive profile: all methods are
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initially compiled using a baseline compiler, but sampling is used to determine
which methods to recompile using an optimizing compiler.

Because Jikes RVM is written almost entirely in Java, internal objects such
as those created during class loading or those created by the runtime compilers
are allocated from the Java heap. Thus, unlike with conventional Java virtual
machines the heap contains both application data as well as VM data. We found
that there is at least 8MB of VM data that is quasi-immortal. The presence of
VM data has to be taken into account when interpreting the results presented
in the remainder of this work.

Jikes RVM’s memory management toolkit (JMTk) [3] offers several GC
schemes. While the techniques presented in this paper are generally applicable to
various garbage collectors, we focus on the GenMS and GenCopy collectors. Both
been used in Jikes RVM’s production builds that are optimized for performance.

To get around a bug in Jikes RVM 2.3.2 we increased the maximum size of the
remembered set to 256 MB. In order to be able to model the shrinking/growing
behavior of the heap accurately, we made one modification to the original RVM.
We placed the remembered set outside the heap.

Performance is measured using the Hardware Performance Monitor (HPM)
subsystem of Jikes RVM. HPM uses (i) the perf ctdf] Linux kernel patch, which
provides a kernel module to access the processor hardware, and (ii) PAPI [5], a li-
brary to capture the processor’s performance counters. The hardware performance
counters keep track of the number of retired instructions, elapsed clock cycles, etc.

2.2 Benchmarks

To evaluate our mechanism, we use the SPECjVIHQgg benchmark suite. The
SPECjvm98 benchmark suite is a client-side Java benchmark suite consisting of
seven benchmarks, each with three input sets: -s1, -s10 and -s100. With the
-m and -M parameters the benchmark can be configured to run multiple times
without stopping the VM. Garbage collection hints work well for long running
applications that show some recurring phase behavior in the amount of live
data. To mimic such workloads with SPECjvm98, we use the -s100 input set in
conjunction with running the benchmarks four times (-m4 -M4).

We used all SPECjvm98 benchmarks except one, namely _222 mpegaudio,
because it merely allocates 15MB each run and triggers few GCs. The other
benchmarks on the other hand, allocate a lot more.

All SPECjvm98 bencharmks are single-threaded except for 227 mtrt which
is a multi-threaded raytracer. Note that because both Jikes RVM’s sampling
mechanism and the optimizing compiler run in separate threads the other bench-
marks are not deterministic.

We ran all experiments with a range of different heap sizes. We vary the heap
size between the minimum feasible heap size and the heap size at which our mech-
anism stops triggering or shows constant behavior. The larger the heap size, the
less frequent garbage needs to be collected and the more time objects have to die.

http://user.it.uu.se/~mikpe/linux/perfctr/
2 http://www.spec.org/jvm9s/
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Some benchmarks like -213_javac use forced garbage collections triggered
through calls to java.lang.System.gc(). For our experiments we disabled
forced garbage collections unless stated otherwise.

3 Garbage Collection Hints

Our garbage collection hints approach consists of an offline and an online step,
see Figure[2l The offline step breaks down into two parts: offline profiling of the
application and garbage collector analysis. The offline profiling computes the
live/time function of the application, i.e. the amount of live bytes as a function
of the amount of bytes allocated. Based on this live/time function, favorable
collection points (FCPs) can be determined. Determining the FCPs is a one-time
cost per application. The garbage collector analysis characterizes the collection
cost for a particular GC and application, i.e. the amount of time needed to
process a given amount of live bytes. This is dependent on the collector and
the platform on which the measurements are done. In the online part of GCH,
the methods that have been identified as FCPs are instrumented to invoke a
cost-benefit model that helps the garbage collector make decisions about when
and how to collect. This decision making is based on the amount of heap space
available, the live/time function of the application and the characteristics of the
GC. The following subsections discuss GCH in more detail.

Profile application

- Identify FCPs E
- Capture live/time function '
i Guide garbage
Analyse collector l_f_' collection
offline E online

Fig. 2. An overview of the GCH methodology

3.1 Program Analysis

Live/Dead Ratio Behavior. The first step of the offline profiling is to collect
the live/time function which quantifies the number of live bytes as a function of
the bytes allocated so far. Moreover, we are interested in linking the live/time
function to methods calls. We modified Jikes RVM to timestamp and report all
method entries and exits. For each method invocation, we want to know how
many objects/bytes died and how many objects are live. Therefore, a lifetime
analysis is required at every point an object could have died. There are two
reasons for an object to die: (i) an object’s last reference is overwritten as a
result of an assignment operation, or (ii) an object’s last reference is on a stack
frame and the stack frame gets popped because the frame’s method returns or
because an exception is thrown. To avoid having to do a lifetime analysis for
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Fig. 3. The live/time function for the various benchmarks: number of live bytes as a
function of the number of bytes allocated

every assignment operation, method return and exception, we used a modified
version of the Merlin trace generator [6] that is part of Jikes RVM. Merlin is
a tool that precisely computes every object’s last reachable time. It has been
modified to use our alternative timestamping method to correlate object death
with method invocations.

Figure [§ shows the live/time function for the various benchmarks. As can be
seen from these graphs, the live/time function shows recurring phase behavior.
This recurring phase behavior will be exploited through GCH. Applications that
do not exhibit a phased live/time function are not likely to benefit from GCH.
Next, the live/time function is used to select FCPs and to compute the FCP
live/time patterns.

Favorable Collection Points. For a method to represent a favorable collection
point (FCP), it needs to satisfy three criteria:

1. An FCP’s invocation should correspond to a local minimum in terms of the
number of live bytes. In other words, we need to select methods that are
executed in the minima of the live/time function. This will allow GCH to
collect garbage with minimal effort.

2. An FCP should not be executed frequently. To minimize the overhead of the
instrumentation code, FCPs that represent cold methods are preferred. A
method that gets executed only in local minima is an ideal FCP.

3. The live/time pattern following the execution of the FCP should be fairly
predictable, i.e. each time the FCP gets executed, the live/time function
should have a more or less similar shape for some range after the FCP.

Given the live/time function, selecting FCPs is fairly straightforward. Table[I]
shows the selected FCPs that we selected for the SPECjvm98 benchmarks. Some
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Table 1. The selected FCPs for each of the benchmark applications

Benchmark |Favorable collection points
_201_compress|spec.io.FileInputStream.getContentLength()I

_202_jess spec.benchmarks. 202_jess.jess. undefrule.<init>()V
spec.harness.BenchmarkTime.toString()Ljava/lang/String;
_209_db spec.harness.Context.setBenchmarkRelPath(Ljava/lang/String;)V

spec.io.FileInputStream.getCachingtime()J

_213_javac spec.benchmarks. 213_javac.ClassPath.<init>(Ljava/lang/String;)V
227 mtrt spec.io.TableOfExistingFiles.<init>()V
spec.harness.Context.clearIOtime ()V
spec.io.FileInputStream.getCachingtime ()J

_228_jack spec.benchmarks._228_jack.Jack_the_Parser_Generator_Internals.-
compare(Ljava/lang/String;Ljava/lang/String;)V
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Fig. 4. The maximum garbage collection times across different heap sizes for each of
the different scenarios

benchmarks have only one FCP (see for example Figure[llfor -213_javac); others
such as 227 mtrt have three FCPs.

To illustrate the potential benefit of FCPs, Figured plots the maximum time
spent in GC when triggered at an FCP and when triggered in a non-FCP. We
make a distinction between full-heap and nursery collections, and plot data for
a range of heap sizes. For most benchmarks we observe that the maximum GC
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time spent at an FCP is substantially lower than the GC time in a non-FCP. This
reinforces our assumption that collecting at an FCP is cheaper than collecting in
a non-FCP. However, there are two exceptions, 201 _compress and _228_jack,
for which GC time is insensitive to FCPs. For 201 _compress, this is explained
by the fact that the live/time function shown in Figure[3is due to a few objects
that are allocated in the Large Object Space (LOS). Because objects in LOS
never get copied, GCH cannot reduce the copy cost. Furthermore, because there
are only a few such objects it will not affect the scan cost either. For _228_jack,
the height of the live/time function’s peaks is very low, see Figure Bl Because
_201_compress and _228_jack are insensitive to FCPs we exclude them from the
other results that will be presented in this paper. (In fact, we applied GCH to
these benchmarks but the result was a neutral impact of overall performance.
Due to space constraints, we do not to include these benchmarks in the rest of
this paper.)

It is also interesting to note that for _209_db, a nursery collection can be more
costly than a full-heap collection. This is due to the fact that the remembered
set needs to be scanned on a nursery collection. As such, for _209_db a full-
heap collection can be more efficient than a nursery collection. This is exploited
through GCH.

FCP’s Live/Time Pattern. For each unique FCP we have to capture the
live/time pattern following the FCP. This is a slice of the live/time function
following the FCP that recurs throughout the complete program execution. We
sample the FCP’s live/time pattern at a frequency of one sample per 0.5MB
of allocated memory and use it as input for the cost-benefit model. An FCP’s
live/time pattern is independent of the heap size (the same information is used
for all heap sizes) and is independent of the collection scheme (the same infor-
mation is used for both GenMS and GenCopy). It only needs to be computed
once for each benchmark. For completeness, we add that in order to be indepen-
dant of the collection scheme, we differentiate between data that is eligible to be
copied and data that cannot be copied.

3.2 Collector Analysis

So far, we discussed the offline profiling that is required for GCH. We now discuss
the characterization of the garbage collector. This characterization will be used
in the cost model that will drive the decision making in GCH during program
execution. The characterization of the garbage collector quantifies the cost of
a collection. We identify three cost sources: the cost of a full-heap collection,
the cost of a nursery collection and the cost of processing the remembered set.
The cost functions take as input the amount of live data and output the esti-
mated collection time. These cost functions are dependent on the application,
the collector and the given platform (VM, microprocessor, etc.).

Figure Bl shows how the cost functions are to be determined for the GenMS
and GenCopy collectors. The graphs are obtained by running the benchmarks
multiple times with different heap sizes using instrumented collectors. In these
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Fig.5. The cost of a nursery and full-heap collection in terms of the amount of
copied/live data

graphs we make a distinction between nursery collections, full-heap collections
and processing of the remembered set. Hence, the processing times on the nursery
collection graphs do not include the time required to process the remembered sets.

GC time appears to be a linear function of the amount of live data for both
collectors. In other words, the scanning and copying cost is proportional to the
amount of live bytes. Likewise, the processing cost of the remembered set appears
to be a linear function of its size. In summary, we can compute linear functions
that quantify the cost of a nursery collection, full-heap collection and processing
of the remembered set.

In this paper we employ application-specific cost functions, i.e. we compute
cost functions per application. In fact, on a specialized system with dedicated
long running applications, it is appropriate to consider a cost function that is
specifically tuned for the given application. Nevertheless, given the fact that the
cost functions appear to be fairly similar across the various applications, see Fig-
ure[d], choosing application-independent cost functions could be a viable scenario
for general-purpose environments. Such a scenario is likely to produce results that
are only slightly worse compared to the ones presented in this paper.

3.3 GCH at Work

The information that is collected through our offline analysis is now communi-
cated to the VM to be used at runtime. Jikes RVM reads all profile information
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at startup. This contains (i) a list of methods that represent the FCPs; (ii) the
live/time pattern per FCP, and (iii) the cost functions for the given garbage
collector. Jikes RVM is also modified to dynamically instrument the FCPs. The
instrumentation code added to the FCPs examines whether the current FCP
should trigger a GC. The decision to collect or not is a difficult one as there ex-
ists a trade-off between reducing the amount of work per collection and having
to collect more frequently. Clearly, triggering a collection will have an effect on
subsequent collections. Because GC is invoked sooner due to GCH than without
GCH, additional collections might get introduced. On the other hand, triggering
a collection at an FCP can help reduce the GC overhead. A collection at an
FCP will generally introduce modest pause times compared to collections at a
non-FCPs. Moreover, triggering a full-heap collection grows the nursery size and
gives objects more time to die, while triggering a nursery collection when few
objects are live will result in the mature generation filling up slower, reducing
the need for more expensive full-heap collections.

To make this complex trade-off, the instrumentation code in the FCPs im-
plements an analytical cost-benefit model. The cost-benefit model estimates the
total GC time for getting from the current FCP to the end of its FCP’s live/time
pattern. The cost-benefit model considers the following three scenarios: (i) do
not trigger a GC in the current FCP, (ii) trigger a full-heap GC, or (iii) trigger a
nursery GC. For each of these three scenarios, the cost-benefit model computes
the total GC time by analytically simulating how the heap will evolve through
the FCP’s live/time pattern. This is done as follows. First, the cost-benefit model
computes the GC cost in the current FCP under the three scenarios:

(i) The cost for not triggering a GC is obviously zero. The available heap size
remains unchanged.

(ii) For computing the cost for triggering a full-heap collection in the current
FCP, we first calculate the number of live bytes at the current FCP. We
get this information from the live/time pattern. We subsequently use the
full-heap GC cost function to compute the GC time given the amount of
live data in the current FCP. The available heap size after the current (hy-
pothetical) full-heap collection then equals the maximum heap size minus
the amount of live data in the current FCP.

(iii) To compute the cost for triggering a nursery GC in the current FCP, we
assume that the amount of live bytes in the nursery at that FCP is close to
zero. The GC cost is then computed based on the nursery-GC cost function.
This GC cost is incremented by an extra cost due to processing the remem-
bered set. This extra cost is proportional to the size of the remembered set,
which is known at runtime at an FCP. The heap size that was occupied by
the nursery becomes available again for allocation.

In the second step of the cost-benefit model we compute the cost of addi-
tional collections over the FCP’s live/time pattern for each of the three sce-
narios. In fact, for each scenario, the cost-benefit model analytically simulates
how the heap will evolve over time when going through an FCP’s live/time pat-
tern. Therefore, we compute when the (nursery) heap will be full—when the
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application has allocated all memory available in the heap. In case the system
would normally trigger a full collection (i.e. when the nursery size drops be-
low the given threshold), we need to compute the cost of a full-heap collection.
This is done the same way as above, by getting the amount of live data from
the FCP’s live/time pattern—mnote that we linearly interpolate the live/time
pattern—and use the major-GC cost function to compute its cost. In case the
nursery size is above the given threshold, we need to compute the cost of a nurs-
ery collection. Computing the cost for a nursery collection is done by reading
the number of live bytes from the FCP’s live/time pattern and subtracting the
number of live bytes in the previous GC point; this number gives us an estimate
for the amount of live data in the nursery. This estimated amount of live nurs-
ery data is used through the nursery-GC cost function to compute an estimated
nursery-GC cost.

When the end of the FCP’s live/time pattern is reached within the model,
an end cost is added to the aggregated GC cost calculated so far. This end cost
is proportional to the fraction of used nursery space and indicates that the next
(expected) collection will be close by or far away. After computing all the costs
for each of the three scenarios, the scenario that results in the minimal total cost
is chosen.

Note that the cost-benefit model presented above is specifically developed
for GenMS and GenCopy, two Appel-style generational garbage collectors with
a variable nursery size. However, a cost-benefit model could also be easily con-
structed for other collectors. For example, modifying this model for generational
collectors with a fixed nursery, or non-generational collectors should not be that
difficult.

3.4 GCH Across Inputs

GCH is a profile-driven garbage collection method which implies that the input
used for the offline profiling run is typically different from the input used during
online execution. Getting GCH to work across inputs needs a few enhancements
since the size and the height of an FCP’s live/time pattern varies across inputs;
the general shape of the FCP’s live/time pattern however is relatively insensistive
to the given input. We define the height of an FCP’s live/time pattern as the
difference in live data at the top of an FCP’s live/time pattern and at the FCP
itself. For example, for -213_javac, see Figure [T the height is approximately
6MB. The size of an FCP’s live/time pattern is defined as the number of allocated
bytes at an FCP’s live/time pattern; this is approximately 60MB for _213_javac,
see also Figure[Il To address this cross-input issue we just scale the size and the
height of the FCP live/time pattern. In practice, the amount of live data at the
top of an FCP’s live/time pattern can be computed at runtime when a GC is
triggered at the top of an FCP’s live/time pattern. The amount of allocated
bytes over an FCP’s live/time pattern can be computed at run-time as well by
just querying the VM. These scaling factors are then to be used to rescale the
data in the FCP live/time pattern.
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4 Experimental Results

4.1 Garbage Collection Time

In order to evaluate the applicability of GCH, we have set up the following
experiment. We used the profile information from the -s10 run to drive the
execution of the —s100 run after cross-input rescaling as discussed in section [3.41

Figure [ shows the reduction through GCH in GC time over a range of
heap sizes. (Reduction is defined as 100 x (1 — mﬁ) Thus, a 50% reduction
means GC time is halved.) Each reduction number is an average number over
three runs; numbers are shown for both GenMS and GenCopy. Figure shows that
GCH improves GC time for both collectors and for nearly all heap sizes. For both
collectors GCH achieves substantial speedups, up to 30X for -213_javac and 8X
for _209_db.
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Fig. 6. Reduction in garbage collection time through GCH across inputs. The profile
input is -s10; the reported results are for -s100.

The sources for these huge speedups are twofold. First, GCH generally results
in fewer (nursery) collections than without GCH, see Table [2 which shows the
average number of GCs over all heap sizes; we observe fewer GCs with GCH for
all benchmarks except one, namely _209_db for which the number of collections
remains unchanged with and without GCH (we will discuss -209_db later on). For
_213_javac we observe a 30% reduction in the number of (nursery) collections.
The second reason for these huge GC time speedups, is the substantial reduction
in the amount of time spent per GC. This was already mentioned in Figure [l

Note that also for ~209_db, GCH is capable of reducing the GC time substan-
tially, especially for large heap sizes. The reason is not the reduced number of
collections, but the intelligent selection of full-heap collections instead of nurs-
ery collections. The underlying reason is that -209_db suffers from a very large
remembered set. GCH triggers more full-heap collections that do not suffer from
processing the remembered set, see Table[2l A full-heap collection typically only
takes 250ms whereas a nursery collection can take up to 2,000ms, see Figure [l
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Table 2. The average number of garbage collections across all heap sizes with and
without GCH

GenMS collector GenCopy collector
Full-heap Nursery Full-heap Nursery
Benchmark|{no GCH|GCH|no GCH|GCH |no GCH|GCH|no GCH|GCH
_202_jess 0 1 245| 186 2 3 349 294
_209_db 1 3 16| 14 2 4 25| 25
_213_javac 2 2 80| 62 6 5 93| 61
227 mtrt 0 1 45| 36 2 2 81| 67

Note that the remembered set increases with larger heap sizes which explains
the increased speedup for larger heap sizes. The two negative speedup results for
the GenCopy collector for a 110MB and 140MB heap are due to particularities
in the time-varying behavior of the remembered set in _209_db. Our general cost
model of the remembered set works fairly well across all programs but does not
cover all pecularities observed in -209_db. However, through an experiment we
were able to tweak the cost model of the remembered set to -209_db which re-
sults in an overall GC time speedup (not included here due to space constraints).
While the large remembered sets themselves are the consequence of the fact that
JMTk uses sequential store buffers without a space cap, it shows that our an-
alytic framework is robust in the face of extreme cases like this. This does not
affect the generality of our approach since in many practical situations the cost
model can be designed for a given application in a specialized environment.

Remind that because of the way Jikes RVM works, the heap contains both
application data and VM data. We believe that our technique would be even
more effective in a system where the collector does not have to trace VM data.
In such a system, full-heap collections would generally be cheaper opening up
extra opportunities to replace nursery collections by full-heap collections.

4.2 Overall Execution Time

Figure [ depicts the impact of GCH on the overall execution time. For some
benchmarks and heap sizes, the total execution time is more or less unaffected
through GCH because the time spent collecting garbage is only a small fraction of
the total execution time. This is the case for 227 _mtrt. The small slowdowns or
speedups observed are probably due to changed data locality behavior because of
the changed GCs. However, for _202_jess, -213_javac and -209_db performance
improved up to 5.7%, 12.5% and 10.5% respectively. For these benchmarks, the
huge GC time speedups translate themselves in overall performance speedup.

4.3 Run-Time System Overhead

To explore the run-time overhead of our system, we compare the performance
of a without-GCH Jikes RVM versus a with-GCH Jikes RVM. In the with-GCH
version, the profile information is read, the FCPs are instrumented and at each
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Fig. 7. Performance improvement in total execution time through GCH across inputs.
The profile input is -s10; the reported results are for -s100.

invocation of an FCP the cost-benefit model is computed, however, it will never
trigger a collection. For computing the overhead per benchmark, each benchmark
is run multiple times and the average overhead is computed over these runs. The
average overhead over all benchmarks is 0.3%; the maximum overhead is 1.3%
for 227 mtrt.

5 Related Work

We now discuss previously proposed GC strategies that are somehow related to
GCH, i.e. all these approaches implement a mechanism to decide when or how
to collect. The work presented in this paper differs from previous work in that
we combine the decision of both when and how to collect in a single framework.

The Boehm-Demers-Weiser (BDW) [7] garbage collector and memory alloca-
tor include a mechanism that determines whether to collect garbage or to grow
the heap. The decision whether to collect or grow the heap is based on a static
variable called the free space divisor (FSD). If the amount of heap space allo-
cated since the last garbage collection exceeds the heap size divided by FSD,
garbage is collected. If not, the heap is grown. Brecht et al. [§] extended the
BDW collector by taking into account the amount of physical memory available
and by proposing dynamically varying thresholds for triggering collections and
heap growths.

Wilson et al. [9] observe that (interactive) programs have phases of operation
that are compute-bound. They suggest that tagging garbage collection onto the end
of larger computational pauses, will not make those pauses significantly more dis-
ruptive. While the main goal of their work is to avoid or mitigate disruptive pauses,
they reason that at these points, live data is likely to be relatively small since ob-
jects representing intermediate results of the previous computations have become
garbage. They refer to this mechanism as scavenge schedulingbut present no results.

More recently, Ding et al. [10] presented preliminary results of a garbage col-
lection scheme called preventive memory management that also aims to exploit



Garbage Collection Hints 247

phase behavior. They unconditionally force a garbage collection at the beginning
of certain execution phases. In addition, they avoid garbage collections in the
middle of a phase by growing the heap size unless the heap size reaches the hard
upperbound of the available memory. They evaluated their idea using a single
Lisp program and measured performance improvements up to 44%.

Detlefs et al. [I1] present the garbage-first garbage collectors which aims at
satisfying soft real-time constraints. Their goal is to spend no more than z ms
during garbage collection for each y ms interval. This is done by using a collector
that uses many small spaces and a concurrent marker that keeps track of the
amount of live data per space. The regions containing most garbage are then
collected first. In addition, collection can be delayed in their system if they risk
violating the real-time goal.

Velasco et al. [12] propose a mechanism that dynamically tunes the size of
the copy reserve of an Appel collector [2]. Tuning the copy reserve’s size is done
based on the ratio of surviving objects after garbage collection. Their technique
achieves performance improvements of up to 7%.

Stefanovic et al. [13] evaluate the older-first generational garbage collector
which only copies the oldest objects in the nursery to the mature generation.
The youngest objects are not copied yet; they are given enough time to die in
the nursery. This could be viewed of as a way deciding when to collect.

Recent work [T4UTHIT6] selects the most appropriate garbage collector during
program execution out of a set of available garbage collectors. As such, the
garbage collector is made adaptive to the program’s dynamic execution behavior.
The way GCH triggers nursery or full-heap collections could be viewed as a
special form of what these papers proposed.

6 Summary and Future Work

This paper presented garbage collection hints which is a profile-directed ap-
proach to guide garbage collection. The goal of GCH is to guide in terms of
when and how to collect. GCH uses offline profiling to identify favorable col-
lection points in the program code where the amount of live data is relatively
small (in order to reduce the amount of work per collection) and the amount of
dead bytes is relatively large (in order to increase the amount of available heap
after collection). Triggering collections in these FCPs can reduce the number of
collections as well as the amount of work per collection. Next to guiding when to
collect, GCH also uses an analytical cost-benefit model to decide how to collect,
i.e. whether to trigger a nursery or a full-heap collection. This decision is made
based on the available heap size, and the cost for nursery and full-heap collec-
tions. Our experimental results using SPECjvm98 showed substantial reductions
in GC time (up to 30X) and significant overall performance improvements (more
than 10%).

In future work, we plan to extend and evaluate GCH for other collectors than
the ones considered here. We also plan to study dynamically inserted garbage
collection hints in which profiling is done online during program execution.



248 D. Buytaert et al.

Acknowledgments

Dries Buytaert is supported by a grant from the Institute for the Promotion of
Innovation by Science and Technology in Flanders (IWT). Kris Venstermans is
supported by a BOF grant from Ghent University, Lieven Eeckhout is a Postdoc-
toral Fellow of the Fund for Scientific Research—Flanders (Belgium) (FWO—
Vlaanderen). We thank the reviewers for their insightful comments.

References

1. Blackburn, S.M., Cheng, P., McKinely, K.S.: Myths and realities: the performance
impact of garbage collection. In: Proceedings of SIGMETRICS’04, ACM (2004)

2. Appel, A.W.: Simple generational garbage collection and fast allocation. Software
practices and experience 19 (1989) 171-183

3. Blackburn, S.M., Cheng, P., McKinley., K.S.: Oil and water? High performance
garbage collection in Java with JMTk. In: Proceedings of ICSE’04. (2004) 137-146

4. Alpern, B., Attanasio, C.R., Barton, J.J., Burke, M.G., Cheng, P., Choi, J.D.,
Cocchi, A., Fink, S.J., Grove, D., Hind, M., Hummel, S.F., Lieber, D., Litvinov,
V., Mergen, M.F., Ngo, T., Russell, J.R., Sarkar, V., Serrano, M.J., Shepherd, J.C.,
Smith, S.E., Sreedhar, V.C., Srinivasan, H., Whaley, J.: The Jalapefio Virtual
Machine. IBM Systems Journal 39 (2000) 211-238

5. Browne, S., Dongarra, J., Garner, N., Ho, G., Mucci, P.: A portable programming
interface for performance evaluation on modern processors. The international jour-
nal of high performance computing applications 14 (2000) 189-204

6. Hertz, M., Blackburn, S.M., Moss, J.E.B., McKinley, K.S., Stefanovic, D.: Error
free garbage collection traces: how to cheat and not get caught. In: Proceedings of
SIGMETRICS’02, ACM (2002) 140-151

7. Boehm, H., Weiser, M.: Garbage collection in an uncooperative environment. Soft-
ware practices and experience 18 (1988) 807-820

8. Brecht, T., Arjomandi, E., Li, C., Pham, H.: Controlling garbage collection and
heap growth to reduce the execution time of Java applications. In: Proceedings of
OOPSLA’01, ACM (2001) 353-366

9. Wilson, P.R., Moher, T.G.: Design of the opportunistic garbage collector. In:
Proceedings of OOPSLA’89, ACM (1989) 23-35

10. Ding, C., Zhang, C., Shen, X., Ogihara, M.: Gated memory control for memory
monitoring, leak detection and garbage collection. In: Proceedings of MSP’05,
ACM (2005) 6267

11. Detlefs, D., Flood, C., Heller, S., Printezis, T.: Garbage-first garbage collection.
In: Proceedings of ISMM’04, ACM (2004) 37-48

12. J. M. Velasco, K. Olcoz, F.T.: Adaptive tuning of reserved space in an Appel
collector. In: Proceedings of ECOOP’04, ACM (2004) 543-559

13. Stefanovic, D., Hertz, M., Blackburn, S.M., McKinley, K.S., Moss, J.E.B.: Older-
first garbage collection in practice: evaluation in a Java virtual machine. In: Pro-
ceedings of MSP’02, ACM (2002) 25-36

14. Andreasson, E., Hoffmann, F., Lindholm, O.: Memory management through machine
learning: to collect or not to collect? In: Proceedings of JVM’02, USENIX (2002)

15. Printezis, T.: Hot-swapping between a mark&sweep and a mark&compact garbage
collector in a generational environment. In: Proceedings of JVM’01, USENIX (2001)

16. Soman, S., Krintz, C., Bacon, D.F.: Dynamic selection of application-specific
garbage collectors. In: Proceedings of ISMM’04, ACM (2004) 49-60



Exploiting a Computation Reuse Cache to
Reduce Energy in Network Processors

Bengu Li!, Ganesh Venkatesh?, Brad Calder?, and Rajiv Gupta!

! University of Arizona, CS Dept., Tucson, AZ 85737
2 University of California, San Diego, CSE Dept., La Jolla, CA 92093

Abstract. High end routers are targeted at providing worst case
throughput guarantees over latency. Caches on the other hand are meant
to help latency not throughput in a traditional processor, and provide
no additional throughput for a balanced network processor design. This
is why most high end routers do not use caches for their data plane
algorithms.

In this paper we examine how to use a cache for a balanced high
bandwidth network processor. We focus on using a cache not as a latency
saving mechanism, but as an energy saving device. We propose using a
Computation Reuse Cache that caches the answer to a query for data-
plane algorithms, where the tags are the inputs to the query and the block
the result of the query. This allows the data-plane algorithm to perform
a complete query in one cache access if there is a hit. This creates slack
by reducing the number of instructions executed. We then exploit this
slack by fetch-gating the data-plane algorithm while matching the worst
case throughput guarantees of the rest of the network processor. We
evaluate the computation reuse cache for network data-plane algorithms
IP-lookup, Packet Classification and NAT protocol.

1 Introduction

Network processors are designed to achieve high throughput. With the tremen-
dous increase in line-speed, the amount of throughput required by network pro-
cessors is increasing significantly. For example, OC-192 (10 Gig/Sec) requires a
packet to be completed every 52 nanoseconds and OC-768 (40 Gig/Sec) has a
packet completed every 13 nanoseconds.

In these network processors most of the packet processing algorithms are
based on some utility data structures. The existence of these utility data struc-
tures is ubiquitous. These data structures involved in routing tasks are stored
on-chip in large SRAMs for high end routers with latencies in the range of 30
cycles. Thus, much of the time spent during packet processing tasks is taken up
by reading (and sometimes writing) of utility data structures in this SRAM. The
three examples we focus on in this paper are IP-lookup, Packet Classification,
and NAT protocol. In IP-lookup, a routing table is used to do longest prefix
matching lookup [10/24]. In packet classification, a classification table is used to
record the flow status [I312]. In NAT protocol, maps are maintained so that
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source IP addresses, TCP ports, destination IP addresses and TCP ports are
used to retrieve a translated source port [11].

In this paper we propose using a Computation Reuse Cache that caches
the answer to a query for these data-plane algorithms, where the tags are the
inputs to the query and the cache block the result of the query. This allows
the data-plane algorithm to perform a complete query in one cache access if
there is a hit. The computation reuse cache cannot increase the throughput of
a balanced network processor. It is instead used to save energy. A hit in the
computation reuse cache creates slack by reducing the number of instructions
executed for the processing of a packet. This allows the processor to exploit this
slack through fetch-gating for the data-plane algorithm while still matching the
worst case throughput guarantees of the rest of the network processor. The use
of the computation reuse cache is controlled by the data plane algorithm through
a programmable interface consisting of specific instructions to lookup and use
the cache. Therefore, how it is used (what the tag and data represent) can be
different from one data plane algorithm to the next.

In Section [B] we describe why a traditional cache will not help a balanced
network processor design. Section [l examines how much value locality and tem-
poral data locality exists in the fields of packet headers across packet streams
in the network traffic for the three data-plane algorithms examined. Section
describes the design and use of our computation reuse cache, and Section [ de-
scribes how to use it in combination with fetch gating to save energy. Section [
provides performance results for our approach and we conclude in Section B

2 Related Work

We first briefly summarize related work on temporal locality and caching in
network processors, reuse caching, and fetch gating.

2.1 Locality and Caching in Network Processors

Memik et al. [20] examine the use of a traditional cache for a set of networking
applications on a StrongARM 110 processor. They found that most of the cache
misses came from a small number of instructions. To address this, they use a
filter for their data cache to remove the memory accesses with low locality. Li et
al. [I6] investigate a range of memory architectures that can be used for a wide
range of packet classification caches. They study the impact of factors like cache
associativity, cache size, replacement policy and the complexity of hash functions
on the overall system performance. Both of these studies use a traditional cache,
which cannot be used to increase the throughput of data plane algorithms for a
balanced network processor. This is why our focus is on saving energy by using a
computation reuse cache to create slack in the data-plane algorithm’s schedule.

Chiueh et al. [6] use a combined hardware/software approach to construct a
cache for high performance IP routing in general-purpose CPU based routers.
The destination host address is mapped to a virtual address space and used to
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lookup a destination route in the Host Address Cache (HAC). A part of the
normal L1 data cache is reserved for use as the HAC. We would classify this
approach as being similar to our computation reuse cache in that a hit in the
cache skips the full IP lookup. In case of a lookup miss, a 3-level routing table
lookup algorithm is consulted for the final routing decision. Their focus is on
using the HAC to provide throughput for their network processor design, and not
for energy savings. The contribution of our work is to define the general notion of
using a programmable computation reuse cache for data plane algorithms and
to use it to save energy in a balanced network processor while still providing
worst-case throughput guarantees.

2.2 Instruction Reuse

Sodini and Sohi observe that many instructions or groups of instructions have
the same input and generate the same output when dynamically executed. They
exploit this phenomenon by buffering the computation result of the previous
execution of instruction dependency chains. They use the same result for future
dynamic instances of the same dependency chains if the input to these chains
are the same. In this way, the execution of many groups of instructions can
be avoided and the early outcome can allow dependent instructions to proceed
sooner. They use a hardware mechanism called the Reuse Buffer (RB) to store
the previous computation results. The program counter is used as an index to
search the RB for cached chains. Our computation reuse cache is motivated by
the reuse buffer, but it differs in that it is programmable and used to cache
computations at much larger levels (methods) than just dependency chains.

Ding and Li [9] present a pure compiler memoization technique to exploit
value locality. They detect code segments that are executed repeatedly, which
generate a small number of different values. The code segment is replaced by
a table recording the previous computation results for later lookup if the same
values are seen. Performance improvement and energy consumption reduction
are achieved. Their work is related to ours because we are also using a computa-
tion reuse mechanism to reduce energy consumption. Their approach is a purely
software technique. In contrast, we provide a programmable hardware technique
specific for data-plane algorithms in order to save energy while providing worst-
case throughput guarantees.

2.3 Clock and Fetch Gating

Luo et al. [I8] use a clock gating technique to reduce power consumption in
multi-core network processors. They observe that when the incoming traffic rate
is low, most processing elements on the network processor are nearly idle and yet
still consume dynamic power. When the number of idle threads increase, they
start to gate off the clock network of a processing unit. When the pressure from
the incoming buffer rises, they stop clock gating. Since the activation takes time,
they need extra buffer space to avoid packet loss. They also developed strategies
to terminate and reschedule threads during activation and deactivation. This
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work is related to ours because we both aim at gating some part of the network
processor to reduce energy. We both use the queue occupancy information in
gating decisions. Their approach is complementary to ours and can be used in
tandem. Their focus is on applying fetch gating when the traffic rate is low,
whereas we focus on applying fetch gating when we can find and exploit value
locality, and this includes when the traffic rate is high.

Manne et al. [I9] observe that due to branch mispredictions wrong path in-
structions cause a large amount of unnecessary work in wide-issue super-scalar
processors. They develop a hardware mechanism called pipeline gating to control
rampant speculation in the pipeline. They use a confidence estimator to assess
the quality of each branch prediction. In case of low confidence, they gate the
pipeline by stalling instruction fetch. Baniasadi and Moshovos [2] extend this
approach to throttle the execution of instruction flow in wide-issue super-scalar
processors to achieve energy reduction. They use instruction flow information
such as rate of instructions passing through stages to determine whether to
stall stages. When the rate is sufficiently high and there is enough instruction
level parallelism, they may stall fetch because introducing extra instructions
would not significantly improve performance. Karkhanis et al. [I5] also propose
a mechanism called Just-In-Time instruction delivery to save energy. They ob-
serve that performance-driven design philosophy causes useful instructions to be
fetched earlier than needed and stall in the pipeline for many cycles or they wait
in the issue queue. Also when a branch misprediction occurs, all those early-
issued instruction along mispredicted branch are flushed. This wastes energy.
Their suggested mechanism monitors and dynamically adjusts the maximum
number of in-flight instructions in the processor according to processor perfor-
mance. When a maximum number is reached, the instruction fetching is gated.
Buyuktosunoglu et al. [5] collect issue queue statistics to resize the issue queue
dynamically to improve issue queue energy and performance on a super-scalar
processor. The statistics are derived from counters that keep track of the active
state of each queue entry on a cycle-by-cycle basis. They divide the issue queue
into separate chunks and may turn off/on certain block based on statistics. The
above prior works are related to our work since they all gate/throttle the execu-
tion of instruction flow to achieve the goal of energy reduction. For our approach,
we build upon these techniques to gate fetch for our data-plane micro-engines.

3 Why a Traditional Cache Does Not Help the
Throughput of a Balanced Network Processor

High end routers are targeted at providing worst-case throughput guarantees
over latency. A network processor that is a balanced design cannot have the
throughput of its data-plane algorithms (e.g., ip-lookup, classification, etc) in-
creased by adding a traditional cache. By traditional cache, we mean a cache
that uses a standard memory address as its index and tag, and then a N-bytes
of consecutive memory is stored in the cache block starting at the block address.
A traditional cache being used for a data-plane algorithm would be indexed by
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a standard load memory address to access an arbitrary level of the data-plane’s
algorithm’s data structure. By balanced design we mean a network processor
design where the memory latency is already completely hidden for the desired
worst case throughput [22] and each of the components of the network processor
are designed for the same worst case throughput guarantees. Balanced network
processors are designed with enough overlapped execution (threads) that the la-
tency to perform each memory lookup in the data-plane algorithm is completely
hidden. In such a design, traditional caches cannot help increase throughput,
since they just attack latency.

4 Value Locality in Network Processing

By value locality we refer to the phenomenon that when a stream of packets is
examined, certain fields of the packet headers have the same values occurring in
them repeatedly. The occurrence of value locality in the fields of packet headers
are a direct result of the behavior of high level network protocols and network
applications. For example, in a file transfer protocol, bursts of packets are gen-
erated between a specific pair of hosts within a short amount of time. Thus, the
source and destination address fields exhibit value locality. The values in packet
headers often directly determine which portions of the data-plane algorithm’s
data structure a network processing application will access. Therefore value lo-
cality in packet header fields gives rise to temporal locality in accesses to data
in these data structures. In this section we examine how value locality in packet
header fields result in temporal locality in accesses to data structures used in
the three network processing tasks examined in this paper.

IP Routing Table Lookup. We first examine the longest prefix matching
routing lookup application. The routing table is a set of entries each containing
a destination network address, a network mask, and an output port identifier.
Given a destination IP address, routing lookup uses the network mask of an
entry to select the most significant bits from the destination address. If the result
matches the destination network address of the entry, the output port identifier
in the entry is a potential lookup result. Among such matches, the entry with
the longest mask is the final lookup result [I0]. In some implementations, the
routing table is often organized as a trie, either multi-bit Patricia trie [24] or
reduced radix tree [I0]. Each lookup generates a sequence of accesses to the trie
entries from the top of the trie down to the external nodes of the trie. Most
important of all, the entries of the trie that are accessed are actually determined
by the value of the destination IP address field of the packets. As shown by
our study as well as work of other researchers [7I21], the destination IP address
field shows high value locality. The routing lookup generates many sequences
of memory accesses to the same trie entries over a fairly long interval of time
and thus exhibiting temporal locality. We can exploit this temporal locality by
putting the recently accessed trie entries with the routing lookup result in a
computation reuse cache. Therefore other accesses in the near future, with the
same destination, can then be avoided by checking this cache first.
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Packet Classification Table Lookup. Packet classification is an essential
part of network processing applications. Many applications require packet clas-
sification to classify packets into different flows based upon multiple fields from
packet headers [13/12] (e.g., DiffServ uses a 5-tuple lookup consisting of IP source
and destination addresses, the TCP source and destination ports, and the proto-
col field for classification). A classification table is used to record different flows
which must be kept up to date. The entries accessed are actually determined
by the above mentioned 5-tuple. Since once a flow is established, large num-
ber of packets in the flow are typically sent in a burst, the combination of this
5-tuple of fields demonstrates high value locality. The same classification table
entry is accessed many times. We can exploit this behavior by caching the flow
identification found so that closely following accesses to the same classification
table entry can be avoided. Factors that affect packet classification are studied
in [4U16].

NAT Portmapping Table Lookup. The Network Address Translation (NAT)
protocol [I1] can multiplex traffic from an internal network and present it to the
Internet as if it was coming from a single computer having only one IP address in
order to overcome the shortage of IP addresses, address security needs, or to ease
and increase the flexibility of network administration. The NAT gateway uses a
port mapping table that relates the client’s real local IP address and its source
port plus the translated source port number to a destination address and port.
When a packet from an internal network is being sent out, the NAT gateway
looks up the port mapping table and modifies the source address of the packet to
the unique local network IP address and replaces the source port with translated
source port. When a reply from the remote machine arrives, the port mapping
table is used to reverse the procedure. The four fields in the internal network
packet header, including the source address, source port, destination address and
destination port, which defines a TCP/IP connection, determine which entry in
the port mapping table is accessed. Since once a TCP/IP connection is estab-
lished, bursts of packets in the connection will be sent out, these four fields have
high value locality. As a result, the same entry in the port mapping table will
be accessed very frequently and demonstrate temporal locality. We can exploit
this behavior by caching the recently accessed entries in the port mapping table
to avoid the lookups.

Table [ summarizes the behavior of the applications discussed. Next we
present results measuring the degree of value locality in these applications. For
this study we use traces of IP packets taken from Auckland-II Trace Archive [I].
Characteristics of these traces, including the total number of packets and dis-
tinct destination addresses, are given in Table[2l We selected packet traces from
the trace archive that had a large number of distinct destinations with respect
to the number of packets in the trace.

We measured the value locality in terms of the percentage of the packets
which have a frequently occurring combination of values for the relevant n-
tuple of header fields where n is the number of relevant header fields for a
given application. According to Table [l IP Routing examines a 1-tuple, Packet
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Table 1. Application Properties

[Application

[Data Structure]|Packet Header Field |

Description

IP Routing Routing IP Destination Address|[Dest. address field is used to lookup
Table next hop info. in the routing table.

Packet Classification|Classification [IP Source Address The 5-tuple is used to lookup the
Table TCP Source Port classification table and identify

IP Destination Address
TCP Destination Port
Protocol Number

the flow the packet belongs to.

NAT Protocol (In) Port Mapping

Table

IP Destination Address
TCP Destination Port

The destination address and port fields
are used to lookup for the internal
destination address and port inside
the subnet for incoming traffic.

NAT Protocol (Out) [Port Mapping

IP Source Address

The source address and port fields are

Table TCP Source Port used to lookup for a translated source
port for outgoing traffic.
Table 2. Packet Stream Characteristics
Packet Source Num. of [Num. of Distinct
Stream Packets Destinations
1 19991129-134258-0{17045569 8920
2 20000112-111915-0{17934563 14033
3 20000117-095016-0{18433128 11746
4 20000126-205741-0{18823943 9012
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Fig. 1. Average Percentage of Packets with n-tuple Values from the Top 16/32/64,/128
Frequently Observed n-tuple Values in 16K Packet Intervals

Classification examines a 5-tuple, and NAT Protocol examines a 4-tuple of fields.
To measure this locality we divided the packet stream into intervals of 16K of
consecutive packets. We determined the top 16, 32, 64, and 128 values for the
above n-tuples for each interval by examining the packets in each interval.
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Table 3. Average Unique Reuse Distance

[Stream[Top 16]Top 32[Top 64]Top 128] [Stream[Top 16]Top 32[Top 64]Top 128]
1 6.65 8.23 9.49 10.03 1 9.12 11.69 | 14.56 | 17.02
2 12.43 | 14.57 | 17.08 19.97 2 16.39 | 20.72 | 26.92 | 31.43
3 5.14 6.09 7.01 7.56 3 8.41 10.36 | 12.53 | 14.71
4 6.34 7.28 8.11 8.49 4 9.31 11.07 | 12.88 | 14.70

(a) Routing Lookup: 1-tuple (b) NAT (out) : 2-Tuple

| [Stream[Top 16[Top 32][Top 64[Top 128]

[Stream|Top 16]Top 32[Top 64]Top 128
1 20.19 | 24.02 [ 28.09 | 31.90

1 17.68 | 21.11 | 24.41 | 27.29
2 10.22 | 12.71 | 15.70 | 18.39
3 12.80 | 15.64 | 18.37 | 20.90
4 10.08 | 12.03 | 13.91 | 15.82

(b) NAT (in) : 2-Tuple

2 20.35 | 25.88 | 32.32 | 36.70
3 15.24 | 18. 50 | 21.84 | 24.69
4 12.57 | 14.78 | 16.84 | 19.20

(¢) Packet Classification: 5-Tuple

Figure [l plots the percentage of packets that match the top 16, 32, 64 and
128 n-tuples over time for the packet stream trace 1 in Table 2l We omit the
graphs for the other packet stream traces as they are similar. For this trace, even
though there was 8920 unique destination addresses, in the 16K intervals shown,
capturing the top 128 n-tuples accounted for 60% to 100% of the packets. This
shows that within 16K intervals a significant amount of value reuse occurs for
the applications examined. In addition, we also examined varying the interval
size from 1K to 1024K packets, and the results were roughly the same. Therefore,
the degree of value locality in these packet streams is quite significant.

We now consider the unique recurrence distance between a pair of packets
with the same n-tuple value. This is calculated as the number of packets be-
tween two distinct occurrences of two packets with the same top n-tuple value.
This notion is similar to the working set size of a cache and more accurately
reflects the value locality. Table [3] shows the average number of packets between
unique recurrences for the n-tuple values that are in the top 16, 32, 64 and
128 reoccurring tuples over 16K packet intervals. Results are shown for all four
packet stream traces from Table Bl The results show that the most frequently
occurring n-tuples, Top 16, have a smaller reuse distance than the Top 128
n-tuples.

The reuse distance and frequency of value locality results tell us that a cache
of a small size is enough to catch a reasonable amount of value locality.

5 Computation Reuse Cache

In this section we present our computation reuse cache design for network proces-
sors. The cache design we propose has two distinct features. First, the cache can
be used across several applications. This goal is achieved by making the cache
programmable (i.e. the composition of the tag and data parts can be changed
from one application to next). Second, this cache is designed to eliminate redun-
dant computation associated with the network processing data-plane algorithm.
Because of the repeated occurrence of the same packet header fields, the data-
plane algorithm often performs redundant computation. The computation reuse
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cache remembers previously performed computations so that later redundant
data-plane algorithm queries can be avoided.

It is important to note that the caching we perform corresponds to a coarse-
grained computation made up of many instructions. Our approach is similar
in idea to the dynamic instruction reuse techniques by Sodani and Sohi [23].
They focused on identifying arbitrary dependency changes of instructions in high
performance processors that are performing redundant calculations. If these can
be discovered, then the whole computation can be avoided. In our paper we
exploit this concept with a programmable computation reuse cache. Our level of
reuse focuses on reusing complete set of function calls (the data-plane algorithm
query), instead of arbitrary dependency chains as examined by Sodani and Sohi.
Our computation reuse cache is set up specifically for each data-plane algorithm
to exploit reuse in its calculations. We focus on using this to streamline the
processing of packets in order to save energy.

For redundancy elimination, a cache line is designed to contain the input
(tag) and output (data) of the computation. The input is the relevant fields
(n-tuple) in packet headers, working as the tags of the cache line, and the cache
line data is the computation result. The cache is configurable by the application.
Each data-plane algorithm is broken into three stages — preprocessing, data-plane
processing, and post-processing, and a packet goes through these three stages
when being processed by the data-plane algorithm. In the preprocessing stage of
a packet, when portions of the packet are read in, we form a tag from the relevant
fields. Before the preprocessing stage ends, a lookup in the cache with the n-tuple
for the packet is triggered. If a cache hit occurs, the hardware automatically
changes the control flow to the post-processing stage for that packet’s processing
thread and avoids the whole execution of data-plane processing phase. During
this post-processing, the computation result is copied from the cache block to
registers. In case of a cache miss, the processing continues normally and when
the starting point of post-processing phase is reached, the hardware updates
the cache with the computation result. The cache is developed in such a way
that the worst case throughput of the processing phase is not increased. This is
implemented with software assistance and dedicated hardware.

A special register called the jump target register (JTR) is added in the micro-
engine controller for each thread (hardware context). JTR remembers the start-
ing point of the postprocessing phase of the algorithm so that in case of a cache
hit, the control can be directly transfered to this point. In case of cache miss, at
this instruction address the computation and its result are sent to the cache for
updating the cache line. This register is set during the initialization part of the
data-plane algorithm.

The cache is configurable in both the input and output of the processing
phase. When initializing the data-plane algorithm at boot time, the configuration
of the cache is specified. Masks in the cache are set up so that appropriate header
fields can be extracted from the packet for use as the index into the cache. The
starting point of postprocessing stage is put into JTR.
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When a packet is preprocessed, the data to perform data-plane algorithm
comes from the packet header. This same data is used to form the cache index
and tag. Therefore, the memory read instructions in the preprocessing phase are
marked so that as they read the relevant packet header fields, those values are
also sent to the computation reuse cache. Multiple memory read instructions may
need to be marked depending upon the number of fields in the n-tuple which
acts as the input to the data-plane algorithm. The cache is setup to receive
for each thread the input n-tuple, and the arrival of the last value triggers the
computation reuse cache lookup.

When performing the computation reuse cache lookup, the n-tuple is hashed
into a cache set index, and then the n-tuple is compared to all of the tags in
the set. Note, the tag is itself a n-tuple. If there is a hit for the n-tuple, the
result data is copied into registers for the postprocessing phase and control is
transfered to the instruction in the JTR register. In case of a cache miss, the
cache tag is updated with the n-tuple, and the cache block is updated with the
result data that becomes available after the processing phase of the data-plane
algorithm.

The results in this paper assume that there is a separate computation reuse
cache for each data-plane algorithm examined.

6 Using Fetch Gating

In this section, we describe our approach for performing fetch gating while using
the computation reuse cache. Fetch gating is a form of pipeline gating proposed
by Manne et. al. [19]. Pipeline gating was proposed to stop fetching and executing
instructions down wrong (branch mispredicted) paths of execution in order to
save energy. We use the same concept here to stall fetch, resulting in energy
savings, for the data-plane algorithm when the calculations can be reused due
to the computation reuse cache hits. This is possible since the overall network
processor is balanced, and if the data-plane algorithm can reuse and jump ahead
in its computations this creates slack in the data-plane algorithm’s schedule. It
can therefore gate execution while the rest of the network processor continues
to process the packets for the overall designed throughput.

Figure [2 gives a simplified high level view of a network processor using the
computation reuse cache for a data-plane algorithm. In our design we assume
that the data-plane algorithm has two queues connecting it to the other parts of
the processor so that it can be scaled independently of other stages. The input
queue to the data plane algorithm initiates the fetch gating logic. Each time
there is a change in the queue length, the hardware decides whether to perform
fetch gating or keep the processor in normal state. The fetch gating algorithm
currently uses two levels. One corresponds to the standard operation when no
fetch gating is performed, and the other corresponds to the fetch gated power
saving mode. During the latter mode, no fetching or execution will be performed
by the fetch gated data-plane algorithm micro-engine.
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Fig. 2. Network Router with Fetch Gating (F-G) logic

The underlying principle of our approach is to perform fetch gating based
upon the occupancy of the input queue shown in Figure[2l In a balanced network
processor design, the occupancy of the input queue should be low. If this is the
case, and we are getting a reasonable number of computation reuse cache hits, we
can save energy by applying fetch gating to the micro-engine. This can continue
up to a point. Once the input queue becomes occupied enough, fetch gating
is turned off in order to still provide worst-case throughput guarantees and to
prevent packets from being dropped.

In Figure[2] we assume that the number of packets in the input queue is n;.
The fetch gating algorithm checks whether the input queue size, n;, is smaller
than an worst case throughput input queue size threshold. If the input queue
to the data-plane algorithm micro-engine has enough empty slots to guarantee
worst case throughput for its implementation, then the micro-engine is allowed
to be in fetch-gated, else the algorithm performs normal fetch.

7 Experimental Evaluation

We use the Nepsim [I7] simulator in our experiments. Nepsim is a cycle-accurate
simulator of the Intel IXP1200 network processor. We modified Nepsim to rep-
resent a balanced network processor with higher throughputs and extended it
with our computation reuse cache and our fetch gating algorithm. For our results
we model a 30 cycle on-chip SRAM latency to store the data structure for the
data-plane algorithm being examined.

In our evaluation, we use four benchmarks which are modified from Intel’s
Workbench suite or developed by ourselves and migrated to run on the Nepsim
simulator. They are IP-Lookup, Packet Classification, and NAT Protocol (in
and out). The properties of the application are summarized in Table @l These
applications have the code size of 200 to 300 instructions, shown in the first
column. We also show the worst-case packet processing time (latency) that was
observed across the four traces in the second column. For IP-Lookup this is
646 cycles and for packet classification it is 1160 cycles. This processing time is
considered as the time period between when a packet enters into the processing
stage and when it leaves the processing stage (i.e., not counting the time that
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Table 4. Application Properties

[Applications[Code Size[Proc. Time (Worst)[Proc. Time (Average)[#/SRAM Refs|

ip-lookup 291 646 435 5
classification 254 1160 1010 13
nat-in 205 754 603 6
nat-out 205 757 597 6

Table 5. Computation Reuse Cache Hit Rate

|Applications| Packet Stream Trace |
| [ 1 [ 2 [ 3 [ 4 ]
ip-lookup [68.43%/|70.18% |88.89%|85.79%
classification |60.03%[84.97%|77.42%|77.42%
nat-in 74.70%]67.87%(84.45%(82.57%
nat-out 52.52%][82.78%|71.68%|71.68%

Table 6. Program Behavior with Computation Reuse Cache

Applications|[ME % Total Time Time|| Cycles|ME Energy
‘ Energy||No Cache|Reduction|| Gated| Reduction
ip-lookup 33.47% 435 18.62%1[22.45% 16.61%
classification 29.66% 1010 47.23%||30.78% 18.89%
nat-in 27.71% 603 51.58%](45.82% 37.69%
nat-out 29.38% 597 41.37%(|42.64% 28.43%

the data-plane algorithm is spinning and waiting for the packet to arrive). It also
does not include the cycles spent receiving and transmitting the packet. We also
show the average-case packet processing time in the third column — the average
is computed over the four traces. The last column shows the number of SRAM
references needed in the worst case for the algorithm.

7.1 Cache Behavior

Table Bl shows the hit rate when using a 64 entry direct mapped computation
reuse cache when the four different packet streams from Table[lare used as input.
The cache hits vary between 52% and 89%. These results are also consistent with
the results of our packet value locality study.

7.2 Fetch Gating and Energy Savings

Table [6] shows the effect of cache hits on the data-plane algorithm. These results
were obtained by running trace 1 from Table [2] through each of the algorithms.
The first column, ME Energy, gives the energy used by the micro-engine on
which the data-plane algorithm is being run as a percentage of total energy of
the network processor. The second and third columns show the average packet
processing latency (cycles) in the absence of cache and the percentage reduction
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in this time when the cache is used. The primary benefit of a computation
reuse cache hit is the reduction in instructions executed in order to perform the
packet processing. For IP-Lookup, we observe close to 19% reduction while for
classification we achieve roughly 47% reduction in processing time. The results
tell us that the computation reuse cache can provide significant reductions in
instructions executed and this creates significant slack.

The last two columns in Table [l show the results of applying our fetch gating
algorithm in the prior section. The energy is recorded using the models provided
in the Nepsim [I7] simulator augmented to take into consideration the cache
and our network processor changes. The fourth column shows the percentage of
cycles the algorithm was fetch gated. The last column shows the percentage of
energy savings when using the fetch gating when compared to the energy used for
just that micro-engine shown in column one. For these results, we only examine
one data-plane algorithm at a time, and the computation reuse cache is 64-entry
and directed mapped. The results show that for IP-Lookup we spend 22% of
the cycles fetch gated for the data-plane algorithm micro-engine and achieve an
energy savings of nearly 17%. This results in an overall network processor energy
savings of 6%. Across all applications, the computation reuse cache allows 22%
to 46% of packet processing to be performed in fetch gated mode which produces
17% to 38% in energy savings for the micro-engines. Note, that slack is generated
by reducing the amount of computation needed for a packet when there is a hit
in the computation reuse cache, and then energy savings comes from using fetch
gating to exploit this slack.

8 Conclusions

High end network processors are built with a balanced processor design, where
using a traditional cache for the data-plane algorithm will not increase through-
put. These processors are built such that there is sufficient threading (packet
parallelism) to hide each data-plane algorithm SRAM lookup latency, so a tra-
ditional cache cannot increase throughput.

In this paper we presented a computation reuse cache, where a hit hides the
full data-plane algorithm processing of the packet, not just one SRAM lookup
as in a traditional cache. This is accomplished by having a cache block contain
the input as the tag and output as the data of the data-plane algorithm compu-
tation. Therefore a complete query performed by the data-plane algorithm takes
one cache access if there is a hit. Slack is therefore generated by reducing the
number of instructions executed when there is a hit. This reduction in number
of instructions allows us to exploit the slack to save energy through fetch gating
for the data-plane algorithm micro-engine while still matching the worst case
throughput guarantees of the rest of the processor. Overall, the computation
reuse cache allowed 22% to 46% of the execution time to be performed in fetch
gated mode with 17% to 38% reduction in data-plane algorithm energy across
the different algorithms examined.
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Abstract. Designers of large parallel computers and clusters are becoming in-
creasingly concerned with the cost and power consumption of the interconnec-
tion network. A simple way to reduce them consists of reducing the number of
network components and increasing their utilization. However, doing so without
a suitable congestion management mechanism may lead to dramatic throughput
degradation when the network enters saturation. Congestion management strate-
gies for lossy networks (computer networks) are well known, but relatively little
effort has been devoted to congestion management in lossless networks (paral-
lel computers, clusters, and on-chip networks). Additionally, congestion is much
more difficult to solve in this context due to the formation of congestion trees.

In this paper we study the dynamic evolution of congestion trees. We show
that, contrary to the common belief, trees do not only grow from the root toward
the leaves. There exist cases where trees grow from the leaves to the root, cases
where several congestion trees grow independently and later merge, and even
cases where some congestion trees completely overlap while being independent.
This complex evolution and its implications on switch architecture are analyzed,
proposing enhancements to a recently proposed congestion management mecha-
nism and showing the impact on performance of different design decisions.

1 Introduction

Designers of large parallel computers, clusters, and on-chip networks are becoming
increasingly concerned with the cost and power consumption of the interconnection
network. Effectively, current interconnect technologies (Myrinet 2000 [24]], Quadrics
[28], InfiniBand [[L6], etc.) are expensive compared to processors. Also, power con-
sumption is becoming increasingly important. As link speed increases, interconnects
consume a greater fraction of the total system power [30]. Moreover, power consump-
tion in current high-speed links is almost independent of link utilization. In order to
reduce system power consumption, researchers have proposed using frequency/voltage
scaling techniques [30]. Unfortunately, these techniques are quite inefficient due to their

* This work was supported by CICYT under Grant TIC2003-08154-C06, by UPV under Grant
20040937 and by Junta de Comunidades de Castilla-La Mancha under Grant PBC-05-005.

T. Conte et al. (Eds.): HIPEAC 2005, LNCS 3793, pp. 266-283] 2005.
(© Springer-Verlag Berlin Heidelberg 2005



Dynamic Evolution of Congestion Trees 267

slow response in the presence of traffic variations and the suboptimal frequency/voltage
settings during transitions [34].

As the interconnection network has traditionally been overdimensioned, a simple
way to reduce cost and power consumption is reducing the number of network com-
ponents (i.e. switches and links) and increasing their utilization. However, this solution
will increase network contention that, as traffic is usually bursty, may lead to congestion
situations. In general, congestion will quickly spread through the network due to flow
control, forming congestion trees. The main negative effect of these situations happens
when packets blocked due to congestion prevent the advance of other packets stored
in the same queue, even if they are not going to cross the congested area. This effect
is referred to as head-of-line (HOL) blocking, and may produce a dramatic network
throughput degradation.

The behavior of network congestion depends on switch architecture. HOL block-
ing is one of the main problems arising in networks based on switches with queues
at their input ports (Input Queuing, IQ switches), because blocked packets destined to
congested output switch ports prevent the advance of packets destined to other non-
congested output ports. This problem can limit switch throughput to about 58% of its
peak value [17]. So, from the point of view of switch architecture, HOL blocking will
affect greatly to IQ switches and also to switches with queues at their input and output
ports (Combined Input and Output Queuing, CIOQ switches). These architectures are
different from that of traditional switches in communication networks, that uses queues
only at their output ports (Output Queuing, OQ switches). The OQ scheme has become
infeasible because requires the switch to operate at a much faster speed than the links
in order to handle all the possible packets concurrently arriving at the input portsﬂ, and
link speed in current high-speed interconnects is on the order of Gbps.

So, as the switch architecture used in most recent designs follows the IQ or CIOQ
model, HOL blocking could be a serious problem in modern interconnects. In CIOQ
switches, HOL blocking can be reduced by increasing switch speedup. A switch with a
speedup of S can remove S packets from each input and deliver up to .S packets to each
output within a time slot, where a time slot is the time between packet arrivals at input
ports. Note that OQ switches have a speedup of N while IQ switches have a speedup of
1. CIOQ switches have values of S between 1 and N. However, for larger values of .S,
switches become too expensive, and practical values are between 1.5 and 2. Therefore,
the switch speedup increase is limited, and HOL blocking should be controlled by a
suitable congestion management mechanism.

It should be noted that although congestion management strategies for computer
networks are well known, congestion dynamics in networks (whether on-chip or off-
chip) for parallel computers is completely different from the one in computer networks
because packets are not dropped when congestion arises. Moreover, congestion is more
difficult to be solved due to the quick growth of congestion trees. Additionally, as con-
gestion has not been a problem until recently (networks were overdimensioned), there
are relatively few studies on congestion trees and their dynamics [27]]. In fact, despite
the different queue architectures, it is common belief that congestion trees always grow
from the root to the leaves. This is true in networks with OQ switches, but this is not

! Theoretically, a N x N OQ switch must work N times faster than the link speed.
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the case for networks with CIOQ switches. In this case, as HOL blocking may occur
throughout the network, congestion trees may evolve in several ways.

Thus, we believe that an in-depth study of congestion trees and their dynamic evolu-
tion will help in finding better solutions for congestion management in interconnection
networks with CIOQ switches. In this paper we take on such challenge. We show that
congestion trees do not only grow from the root toward the leaves. There exist relatively
frequent conditions under which trees grow from the leaves to the root, cases where
several congestion trees grow independently and later merge, and even cases where a
congestion tree grows in such a way that completely overlaps with a subset of another
congestion tree while being independent from it. This complex evolution has some im-
plications on the way congestion management strategies should be designed. Moreover,
some design decisions (e.g., where congestion detection should be performed) also de-
pend on switch architecture, as a consequence of the way congestion trees evolve.

So, in addition to study the evolution of congestion trees, we present some enhance-
ments to a recently proposed congestion management mechanism [12]. These enhance-
ments will provide support for efficiently handling the situations described in the anal-
ysis of congestion dynamics.

To sum up, the main contributions of this paper are: 1) a detailed analysis of the
dynamics of congestion trees when using CIOQ switches, showing their complex evo-
lution, 2) the proposal of several enhancements to a previously proposed congestion
management mechanism so that it will efficiently handle the complex situations (we
also show the relationship between those enhancements and switch architecture), and
3) an evaluation of the impact on performance of the enhancements.

The rest of the paper is organized as follows. In Section[2] related work is presented.
In Section 3] the dynamic evolution of congestion trees is analyzed in depth. Then, in
Section[d] the proposed enhancements, based on the analysis of the dynamic evolution
of congestion trees, are presented. Evaluation results are presented in Section[3 Finally,
in Section[@ some conclusions are drawn.

2 Related Work

The formation of congestion (or saturation) trees on multistage interconnection net-
works (MINs) under certain traffic conditions has deserved the attention of researchers
for many years [27]. A large number of strategies have been proposed for controlling
the formation of congestion trees and for eliminating or reducing their negative effects.
Many of them consider congestion in multiprocessor systems, where saturation trees
appear due to concurrent requests to the same shared memory module. In [9], a taxon-
omy of hot-spot management strategies is proposed, dividing them into three categories:
avoidance-based, prevention-based and detection-based strategies. Although different
taxonomies are possible for other environments [40], the former classification is roughly
valid also for non-multiprocessor-oriented congestion management techniques.

Avoidance-based strategies require a previous planning in order to guarantee that
congestion trees will not appear. Some of these techniques are software-based [4115]],
while others are hardware-oriented [39]. In general, these strategies are related to qual-
ity of service requirements.
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Prevention-based strategies control the traffic in such a way that congestion trees
should not happen. In general, decisions are made “on the fly”, based on limiting or
modifying routes or memory accesses. These techniques can be software-based [[15] or
hardware-oriented [[1J29].

When detection-based strategies are used, congestion trees may form, but they can
be detected in order to activate some control mechanism that should solve the problem.
Usually, this kind of mechanism requires some feedback information. For instance, it
is possible to measure the switch buffer occupancy [38l22] or the amount of memory
access requests [29]] in order to detect congestion. Later, a notification is sent to the
sources injecting traffic or to the processors requesting memory accesses, in order to
cease or reduce their activity. Notifications could be sent to all the sources [36] or just
to those that cause the congestion [[19]]. Other mechanisms [8l233l4] notify congestion
just to the endpoints attached to the switch where congestion is detected.

Recently, a new mechanism have been proposed for networks with CIOQ switches
[12]. It is based on dynamically separating the traffic belonging to different congestion
trees, eliminating so the HOL blocking introduced by congestion. Additionally, many
proposals minimize or eliminate HOL blocking regardless of its cause. Some of them
focus on HOL blocking formed at the switch level [2/35032)7021]] while others at the
entire network [6J18]]. The use of non-blocking topologies [[L1] also eliminates HOL
blocking. Finally, other strategies like fully adaptive routing [[10J20/14137!31]] or load
balancing techniques [13l31]] may help to delay the appearance of congestion.

It is not in the scope of the present paper to discuss the advantages and drawbacks
of all these strategies. However, we must remark that, as far as we know, none of them
take into account the formation process of congestion trees. This paper is focused on
analyzing this important subject.

3 Dynamic Evolution of Congestion Trees

In this section we will analyze the different scenarios that may arise in the formation of
congestion trees for networks with CIOQ switches. In particular, we will focus on two
key aspects that greatly influence how congestion trees are formed. The first one is the
architecture of the switch whereas the second one is the traffic pattern. As we will show
later, the scenarios analyzed in this section must be properly handled by a congestion
control mechanism in order to be effective.

3.1 Traditional View

Traditionally, it has been thought that congestion trees form as follows: the root of the
congestion tree (e.g., an output port at some switch) becomes congested and, due to
the use of flow control, congestion spreads from the root to the leaves. However, this
situation happens only in a particular scenario that rarely occurs: when the different
traffic flows that form the tree join only at the root. Figure [[la shows an example: five
flows form a congestion tree by meeting at the root switch. The sum of the injection
rate of all the flows is higher than the link bandwidth, thus a congestion tree is formed.
Before congestion occurs, all the queues used along the path followed by the flows are
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Fig. 1. Different dynamic formations of trees. Speedup is two. (a) Traditional view about the
formation of a congestion tree, (b) Different locations (ingress and egress) where congestion is
detected for one tree, and (c) the root switch moves downstream.

nearly empty because there is enough bandwidth. However, when flows meet at the root
switch, the rate at which packets arrive is higher than the rate at which packets can be
transmitted through the output port. Thus, queues will start to fill at the root switch
(assuming an appropriate crossbar speedup, egress queues fill first, and later ingress
queues), and thus, congestion will begin. This situation will last until the queues at the
root switch fill up and, at this time, queues at the previous switches of the root switch
will start to queue packets (again, first at the egress queues and then at the ingress
queues). This is because the available bandwidth at the output port of the root switch
will be divided among the different flows and will be lower than the bandwidth required
by each flow. At the end, the congestion tree will grow from the root to the leaves.
Traditionally (and in the former example), it has also been assumed that in a CIOQ
switch with speedup, packets will start queuing at the egress ports when congestion
forms. However, as will be seen in the next section, this may not always be true.

3.2 Effect of Switch Architecture on the Dynamics

As mentioned above, the switch architecture, specifically the speedup, can alleviate the
possible HOL blocking at the input ports. However, it is not completely eliminated.
In particular, depending on the number of flows and the rate at which they arrive at a
switch, the formation of a congestion tree will be different. Figure[2la shows an example
where two flows, injected at the full rate and headed to the same destination join at a
switch with no speedup. As the total reception is higher than the rate at which packets
are forwarded to the egress side, packets are queued at the ingress side. Thus, congestion
will occur at the ingress side of the switch. However, if speedup is used (Figure 2lb,
speedup of 2 ) congestion occurs at the egress side. As the number of flows arriving at
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Fig. 2. HOL blocking within a switch with different speedups and different flows

the root switch is equal to or less than the speedup, the switch can forward the flows to
the egress side at the same rate they are arriving. But, as the output port bandwidth is
half the internal switch bandwidth, packets start to queue at the egress side.

It should be noted that this situation depends on the number of incoming flows,
the rate at which they arrive, and the switch speedup. Although the speedup can be
increased, it drastically increases the switch cost. So, limited speedups are often used
(i.e. not higher than 2). As an example, Figure Plc shows a case where three flows
headed to the same destination arrive at a switch with speedup of 2. The rate at which
packets arrive is higher than the rate at which they are forwarded to the egress side.
Thus, congestion arises at the ingress side, contrary to the common belief.

This effect may also occur at several points along a congestion tree. In Figure[Ilb we
can observe a congestion tree formed by eight flows heading to the same destination.
Switch speedup is 2. Three flows merge at swl, and other flows merge at different
points, finally meeting all together at the root switch. In this situation, at sw1 and sw2,
congestion first occurs at the ingress side. Once all the flows arrive at the root switch
they merge and congestion occurs again. However, in this case, congestion first occurs
at the egress side, and so happens at sw3 and sw4.

Therefore, the speedup affects the way congestion trees form. In particular, con-
gestion may first occur at ingress or egress side and, at the same time, different local
congestion spots may arise during the formation of the congestion tree. Although the
different local congestion spots can be initially viewed as independent congestion trees,
they end up being part of a single and larger congestion tree. Whether only the com-
plete congestion tree or each local congestion spot should be treated by a congestion
control mechanism will be discussed in sectiond] This decision will significantly affect
the effectiveness of the congestion control mechanism.

3.3 Impact of Traffic Patterns on the Dynamics

In the previous scenario it was assumed that all the flows were injecting packets at the
same rate and started at the same time. This could be the case when executing a barrier
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synchronization among different processes in a multiprocessor system. However, other
scenarios may arise where different flows contributing to the same congestion tree start
at different times and inject at different rates. This will lead to more sophisticated dyna-
mics in the formation of congestion trees. As an example, consider Figure [[lc where a
first congestion tree made up of three flows is created. These flows, headed to the same
destination, join together at the first stage of the network. Thus, the root switch is at
the first stage (as speedup of 2 is assumed, congestion first occurs at the ingress side).
Later, an additional flow headed to the same destination is injected. However, contrary
to the other flows, it merges with them at the second stage. Assuming that all the flows
are injecting at the full injection rate, the bandwidth at the egress port of sw1 must be
shared among the four flows. Thus, a new congestion is formed at the egress side of
swl. In fact, two congestion trees have been created at different instants, but the first
one later becomes a subtree of a larger tree. This situation can be viewed as if the root
of the congestion tree had moved downstream in the network.

Another scenario occurs when two congestion trees overlap. This may happen quite
frequently in server systems with different disks placed close to each other. As each
accessed disk may produce a congestion tree, several trees may overlap.

When two congestion trees overlap, new dynamic behaviors appear. Figure Bla
shows two congestion trees. The one plotted in solid lines (ct1) is formed first, whereas
the one plotted in dashed lines (ct2) appears later. In this situation, ct1 has its root
switch at swl and ct2 at sw2. However, when ct2 appears, a new congestion point is
located at sw3. This new congestion point can be viewed as a new root for both trees,
that will finally merge into one. However, as the congestion point has been formed by
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Fig. 3. Different dynamic formations of trees. Speedup is two. (a) two trees overlap and merge,
(b) two trees overlap but do not merge, and (c) the root switch moves upstream.
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flows headed to different destinations, it could be considered as two different overlap-
ping congestion trees. Therefore, if congestion control mechanisms allocate resources
depending on packet destination, separate resources will be needed for each congestion
tree. On the other hand, if congestion within the network is going to be treated, this case
should be considered as two trees merging into one, thus saving some resources.

Another interesting situation occurs when two congestion trees overlap but do not
merge. For instance, once the congestion tree plotted in solid lines (ct1) in figure Blb is
formed, a second one (ct2, plotted in dots) forms. A ct2 branch shares a set of network
resources with ctl. Thus, point X can be viewed as belonging to both trees. In this
situation, it could happen that a congestion control mechanism would consider traffic
addressed to ct2 passing through X as traffic belonging to ct1. As we will show later, a
correct differentiation of both trees will improve performance.

Finally, another case occurs when one or several branches of an already formed tree
disappear (sources injecting to the congested destination no longer send packets). This
case is shown in Figure Blc. The flow plotted in dashed line disappears and the root
switch (sw2) no longer experiences congestion. This situation can be viewed as if the
root moves upstream the network to swl. However, it should be noticed that while the
three flows arriving at sw1 keep injecting at the full rate, the queues used at sw?2 will
remain full although it receives packets only from one input port.

To sum up, the root of a congestion tree may move downstream (by the addition
of new flows) or upstream (by the collapse of some branches). At the same time, con-
gestion trees may overlap at several network points without merging. And finally, a
congestion tree may be formed from local and transient congestion trees that will later
merge (due to the limited speedup). Therefore, for all of these cases some kind of ar-
chitectural support is needed in order to separate each congestion tree and to follow the
complex dynamics they may exhibit. As we will see in the evaluation section, keeping
track of their dynamics will ensure decisive benefits in terms of network performance.

4 Implications on the Design of Congestion Control Techniques

One of the main objectives of the paper is to develop new mechanisms able to keep
track of the complex dynamics of congestion trees in networks with CIOQ switches.
For this purpose, we present two enhancements to a previously proposed congestion
control mechanism referred to as RECN [[12]. RECN focuses on eliminating the HOL
blocking induced by congestion trees. As we will see in the evaluation, the two new
enhancements will be key to achieve maximum performance and will allow RECN to
completely eliminate the HOL blocking induced by congestion trees. For the sake of
completeness we will first briefly describe RECN and later the two new enhancements.

4.1 RECN (Regional Explicit Congestion Notification)

RECN is based on the assumption that packets from non-congested flows can be mixed
in the same queue without significant interference among them. Therefore, RECN fo-
cuses on eliminating the HOL blocking introduced by congestion trees. This is accom-
plished by detecting congestion and dynamically allocating separate buffers for each
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congestion tree. By completely eliminating HOL blocking, maximum performance is
achieved even in the presence of congestion trees.

RECN has been designed for PCI Express Advanced Switchinég (AS) [25126]]. Al-
though it could work under different technologies, RECN benefits from the routing
mechanisms found in AS. In particular, AS uses source deterministic routing. The AS
header includes a turn pool made up of 31 bits that contains all the turns (offset from
the incoming port to the outgoing port) for every switch along the path. An advantage
of this routing method is that it allows to address a particular network point from any
other point in the network. Thus, a switch, by inspecting the appropriate turnpool bits
of a packet, can know in advance if it will pass through a particular network point.

RECN adds, at every input and output port of a switch, a set of additional queues
referred to as Set Aside Queues (SAQs). SAQs are dynamically allocated and used to
store packets passing through a congested point (root of a congestion tree). To do this, a
CAM memory is associated to each set of SAQs. A CAM line contains the control info
required to identify a congested point and to manage the corresponding SAQ. Addition-
ally, one queue (referred to as normal queue) is used to store non congested packets.

RECN detects congestion only at switch egress ports. When a normal egress queue
receives a packet and fills over a given threshold, a notification is sent to the sender
ingress port indicating that the output port is congested. This notification includes the
routing information (a turnpool and the corresponding mask bits) to reach the congested
output port from the notified ingress port (only a turn). Upon reception of a notification,
each ingress port allocates a new SAQ and fills the corresponding CAM line with the
received turnpool and mask bits. From that moment, every incoming packet that will
pass through the congested point (easily detected from the packet turnpool) will be
mapped to the newly allocated SAQ, thus eliminating the HOL blocking it may cause.
If an ingress SAQ becomes subsequently congested, a new notification will be sent
upstream to some egress port that will react in the same way, allocating an egress SAQ,
and so on. As the notifications go upstream, the information indicating the route to the
congested point is updated accordingly, in such a way that growing sequences of turns
(turnpools) and mask bits are stored in the CAM lines. So, the congestion detection is
propagated through all the branches of the tree.

To guarantee in order delivery, whenever a new SAQ is allocated, forwarding pack-
ets from that queue is disabled until the last packet of the normal queue (at the moment
of the SAQ allocation) is forwarded. This is implemented by a simple pointer associated
to the last packet in the normal queue and pointing to the blocked SAQ.

RECN implements for each individual SAQ a special Xon/Xoff flow control, that
follows the Stop & Go model. This mechanism is different from the credit-based flow
control used for normal queues, that considers all the unused space of the port data
memory available for each individual queue. If these “global” credits scheme would be
used for SAQs, a congested flow could fill the whole port memory very fast, whereas
the Xon/Xoff scheme guarantees that the number of packets in a SAQ will be always
below a certain threshold.

2 AS is an open standard for fabric-interconnection technologies developed by the ASI Special
Interest Group. It is based on PCI Express technology, extending it to include other features.
ASI is supported by many leader enterprises.
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RECN keeps track (with a control bit on each CAM line) of the network points that
are leaves of a congestion tree. Whenever a SAQ with the leaf bit set to one empties,
the queue is deallocated and a notification is sent downstream, repeating the process
until the root of the congestion tree is reached. For a detailed description of the RECN
mechanism, please refer to [[12]].

4.2 Proposed Enhancements

In this section two enhancements to RECN are proposed. They will allow RECN to
keep track of the dynamics of congestion trees, and thus, to exhibit significantly better
performance.

The first enhancement is allowing RECN to detect congestion at switch ingress
ports. RECN defines SAQs at ingress and egress ports, but it only detects congestion at
egress ports (it is based on the belief that congestion first occurs at egress side). Thus,
ingress ports SAQs are allocated only when receiving notifications. We have previously
shown that congestion may first occur at ingress ports (for instance, in switches without
speedup). In these cases, RECN never detects congestion at the root. Instead, it detects
congestion at the immediate upstream switches, but only when the root ingress queues
are full, preventing the packet injection from those switches. So, RECN will not react
quickly to eliminate HOL blocking at an important part of the tree.

In order to detect congestion at the ingress side, a different detection mechanism
must be used. When detecting congestion at the egress side, the congestion point is the
output port by itself. However, when an ingress normal queue fills over a threshold, it
is because packets requesting a certain output port are being blocked. As packets in the
ingress queue can head to different output ports, it is not trivial to decide which one is
the congested output port. In response to this requirement, we propose to replace the
normal queue at each ingress port by a set of small buffers (referred to as detection
queues). So, at ingress ports, the memory is now shared by detection queues and SAQs.
The detection queues are structured at the switch level: there are as many detection
queues as output ports in the switch, and packets heading to a particular output port
are directed to the associated detection queueﬁ. By doing this, when a detection queue
fills over a given threshold, congestion is detected, and the output port causing the
congestion is easily computed as the port associated with that detection queueH. Once
congestion is detected at an ingress port, a new SAQ is allocated at this port, and the
turnpool identifying the output port causing congestion is stored in the CAM line. The
detection queue where congestion is detected and the SAQ allocated are swapped. As
the new SAQ can now be considered to be congested, a notification is sent upstream.
Figure ] shows the proposed mechanism.

The second enhancement is related to the actions taken upon reception of notifica-
tions. RECN does not allocate SAQs for all the notifications received. This is done in
order to ensure that no out of order packet delivery is introduced. Figure Bla shows an
example where RECN does not allocate a SAQ when receiving a notification. First, sw1

3 Note that, if there were no SAQs, the memory at ingress ports would follow a Virtual Output
Queuing scheme at switch level. Of course, SAQs make a difference.

* There are other ways of detecting, at ingress sides, the flows contributing to congestion. De-
tection queues minimize congestion detection latency, but their use is not mandatory.
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is notified that point A is congested. Then, it allocates a new SAQ for that congested
point and packets going through A will be stored from that moment in that SAQ. Later,
point B becomes congested at sw3 and notifications are sent upstream, reaching sw1.
This notification is referred to as being a more specific notification (as B is further away
than A). Notice that when the notification arrives to swl it may happen that packets
going through B are stored in the SAQ associated to A (as packets have to pass through
A before reaching B). If sw1 allocates a new SAQ for B, it may happen that packets
later stored in that SAQ could leave the switch before the packets stored at the SAQ
associated to A (out of order delivery).

Notice that this fact can lead to RECN to introduce HOL blocking. Indeed, flows
not belonging to the first tree (traffic adressed to point B) passing trough point A will
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be mapped to the same SAQ (the one associated to A) that flows belonging to the con-
gestion tree. Thus, RECN does not support the downstream tree movement. Also the
situation where a congestion tree forms from leaves to root will not be correctly treated.

Figure [Blb shows another situation. In this case swl, having a SAQ allocated for
point B, receives a less specific notification (being point A congested). This can be
related to the formation of an overlapping congestion tree. In this case, RECN accepts
the notification and allocates a new SAQ for point A. In this situation, an arriving packet
will be stored in the SAQ whose associated turnpool matches in more turns the packet
turnpool. Thus, incoming packets passing trough A and B will be mapped to the SAQ
allocated for B, and packets passing through A but not through B will be mapped to
the SAQ allocated for A. Notice that in this situation no out of order delivery may be
introduced as already stored packets passing through A but not trough B are not mapped
to the SAQ asociated to B (they were stored on the normal queue).

Thus, the proposal is to accept all the notifications regardless whether they are more
or less specific. In order to deal with out of order issues, when a new SAQ is allocated
due to a more specific notification, it must be blocked (must not send packets) until all
the packets stored in the SAQ associated to the less specific notification (when the new
SAQ is allocated) leave the queue. This can be accomplished by placing in the “old”
SAQ a pointer to the new allocated SAQ .

In order to foresee the potential of the proposed enhancements, Figures[6la and [6lb
show how the original (or “basic”) RECN and the enhanced RECN mechanisms de-
tect congestion trees. These figures reflect simulation results when a congestion tree is
formed by eight sources injecting packets to the same destination (hot-spot) at the full
rate of the link. All the sources start sending packets at the same time. Switch speedup
has been set to 1.5. In both figures, dots indicate the points (ingress or egress) consid-
ered by the mechanism as congestion roots after the tree is formed. The thick arrows
indicate the paths followed by congestion notifications (RECN messages) from conges-
tion points, thus indicating where SAQs are allocated for a particular congestion point.

(a) Basic RECN (b) Enhanced RECN

Fig. 6. Congestion tree detection with different RECN versions
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As can be observed, with the basic RECN mechanism, one “real” congestion tree
is viewed as several subtrees. In particular, seven subtrees are formed, all of them with
their roots at egress sides of switches. However, the enhanced RECN mechanism cor-
rectly identifies the congestion tree. At the end, only one tree is detected and the root is
located at the egress side of switch 8, matching so the real congestion tree.

Although both schemes end up detecting the same congestion (through one tree or
several ones), detecting the correct one has powerful benefits. In particular, for the basic
RECN mechanism, HOL blocking is not correctly eliminated. As an example, imagine
traffic not belonging to the congestion tree that arrives at switch 5 and is passing through
some of the detected intermediate congestion points. Those packets will be mapped
to the same SAQ used to hold packets addressed to the congested destination, thus
introducing massive HOL blocking. As the congestion tree grows in the number of
stages, the number of intermediate detected congestion points will increase and, then,
more HOL blocking will be introduced. On the other hand, the enhanced mechanism
will use a SAQ in all the switches (on every attached port) to store packets exactly
destined to the congestion root. Thus the rest of flows will be mapped to the detection
queues, and so HOL blocking at the congestion tree will be completely eliminated.

It has to be noted that enabling congestion detection at switch ingress sides also
has benefits in the mechanism response. In the basic RECN, intermediate output ports
(detected as congested) start to congest only when the ingress queue at the downstream
switch totally fills up with congested packets. Thus, at the time congestion is detected
some ingress side queues are totally full.

5 Performance Evaluation

In this section we will evaluate the impact of the proposed enhancements over RECN
on the overall network performance in different scenarios of traffic load and switch
architecture. For this purpose we have developed a detailed event-driven simulator that
allows us to model the network at the register transfer level. Firstly, we will describe
the main simulation parameters and the modeling considerations we have used in all the
evaluations. Secondly, we will analyze the evaluation results.

5.1 Simulation Model

The simulator models a MIN with switches, end nodes, and links. To evaluate the dif-
ferent congestion manegement techniques, we have used several bidirectional MINs
(BMINSs) shown in Table[Tl 8-port switches are used and the interconnection pattern is
the perfect shuffle pattern.

In all the experiments deterministic routing has been used. Memories of 32KB have
been modeled for both input and output ports of every switch. At each port, the memory
is shared by all the queues (normal or detection queues and SAQs) defined at this port at
a given time, in such a way that memory cells are dynamically allocated (or deallocated)
for any queue when necessary. For the basic RECN mechanism only one normal queue
and a maximum of eight SAQs are defined at ingress and egress ports. However, for
the enhanced RECN (RECN with the two proposed enhancements) the normal queue at
ingress ports has been divided in eight detection queues.
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Table 1. Traffic corner cases evaluated

normal traffic congestion tree
Traffic| network |# srcs|dest|injection|# srcs | dest |injection| start end |congestion
case rate rate time | time type

#1 64 x 64 |75% |rand| 50% | 25% | 32 | 100% |variable|variable |incremental
#2 64 x 64 |75% |rand| 100% | 25% | 32 | 100% |variable|variable|incremental
#3 64 x 64 | 75% |rand| 50% | 25% | 32 | 100% | 800 us {1100 us| sudden
#4 64 x 64 | 75% |rand| 100% | 25% | 32 | 100% | 800 us |1100 ps| sudden
6.25%| 32 | 100% |800 s |1100 us| sudden
#5 | 512 x 512 |75% |rand| 100% |6.25%|201 | 100% | 800 ps {1100 ps| sudden
6.25%)| 428 | 100% | 800 ws [1100 us| sudden
6.25%| 500 | 100% | 800 ws |1100 us| sudden
6.25%| 32 | 100% |800 ws |1100 us| sudden
#6 2048 x 2048| 75% |rand| 100% |6.25%| 515 | 100% | 800 ws {1100 us| sudden
6.25%|1540| 100% | 800 ws [1100 us| sudden
6.25%|2000| 100% | 800 ws [1100 us| sudden

At switches, packets cross from any input queue to any output one through a multi-
plexed crossbar modeled with two options: no speedup (link and crossbar bandwidth is
8Gbps), or 1.5 speedup (link bandwidth is 8 Gbps, crossbar bandwidth is 12Gbps).

End nodes are connected to switches using Input Adapters (IAs). Every IA is mod-
eled with a fixed number of N message admitance queues (where N is the total number
of end nodes), and a variable number of injection queues, that follow a scheme similar
to that of the output ports of a switch. When a message is generated, it is stored in the
admitance queue assigned to its destination, and is packetized before being transferred
to an injection queue. We have used 64-byte packets.

We have modeled in detail the two versions of RECN: 1) Basic RECN: detection
only at egress side and more restrictive notifications discarded, and 2) Enhanced RECN:
detection at ingress ports enabled and more restrictive notifications accepted, preserving
in-order delivery. For comparison purposes we also evaluate the Virtual Output Queuing
(VOQ) mechanism at the switch level [2]. This method will be referred to as VOQsw.

5.2 Traffic Load

In order to evaluate the RECN mechanisms, two different scenarios will be analyzed.
First, well-defined synthetic traffic patterns will be used. Table [I] shows the traffic pa-
rameters of each traffic case. For each case, there will be 75% of sources injecting traffic
to random destinations during all the simulation period. These nodes will inject traffic
at different rates of the link depending on the traffic case. In all the cases, the rest of
sources (25%) will inject traffic at the full rate to the same destination (medium net-
works, traffic cases #1 to #4) or to four different destinations (large networks, traffic
cases #5 and #6). Thus, congestion trees will be formed. When sudden congestion is
used, all the congestion sources start injecting at the same time. In the case of incre-
mental congestion, congestion sources start to inject one after one at intervals of 20 us.
Congestion sources inject also during 300 us in the incremental configuration.
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As a second scenario we will use traces. The I/O traces used in our evaluations were
provided by Hewlett-Packard Labs [33]. They include all the I/O activity generated
from 1/14/1999 to 2/28/1999 at the disk interface of the cello system. They provide
information both for the requests generated by the hosts and the answers generated by
the disks. As the traces are six years old, and the technology grows quickly, allowing
the use of faster devices (hosts and storage devices) that generate higher injection rates,
we have applied a time compression factor to the traces.

5.3 Performance Comparison

Figure [7] shows results for basic RECN, enhanced RECN and VOQsw, for the traffic
cases #1 and #2. Speedup of 1.5 is used. In these two cases, the congestion tree is
formed by the incremental addition of flows, and the basic RECN mechanism achieves
roughly the same performance that as enhanced RECN. However, there are significant
differences. First, basic RECN exhibits an oscilation in the throughput achieved, due to
the fact that HOL blocking is not completely eliminated. The enhanced RECN mecha-
nism achieves a smooth performance. In the traffic case #1, sources injecting to random
destinations are injecting at half the link rate. It can be observed that when conges-
tion tree is forming, no strong degradation is experienced. However, for traffic case #2,
sources injecting random traffic are injecting at the full injection rate. It can be noticed
that the basic RECN mechanism starts to degrade performance as throughput drops
from 44 bytes/ns to 37 bytes/ns. However, when congestion tree disapears, it recov-
ers, although exhibiting a significant oscillation. On the other hand, enhanced RECN
behaves optimally as it tolerates the congestion tree with no performance degradation.

Taking the throughput results of VOQsw as a reference, it can be deduced that both
RECN versions handle the congestion caused by traffic case #2 very well, whereas
the performance achieved by VOQsw is quite poor (throughput drops from 44 to 25
bytes/ns and does not recover even when the congestion tree disappears). Therefore,
we can consider that traffic case #2 can cause strong HOL blocking in the network.
However, taking into account the performance of basic and enhanced RECN, we can
conclude that the use of any of them virtually eliminates HOL blocking.
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Fig.7. Network throughput for traffic cases #1 and #2. Speedup is 1.5
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Fig. 8. Network throughput for SAN traffic

Figure Bl shows results for the SAN traces, when using no speedup (Figure[8la) and
when using 1.5 speedup (Figure[8lb). As can be noticed, the basic RECN achieves worse
performance when no speedup is used, whereas the enhanced RECN works equally
with or without speedup. This result shows that it completely eliminates HOL blocking
at the ingress ports. When using speedup, most of the congestion is roughly moved to
the egress queues and, thus, the basic RECN behaves as the enhanced RECN. Thus,
when no speedup is available, enhanced RECN makes a difference.

From these two previous results (traffic cases #1 and #2 and SAN traffic) it can be
deduced that basic RECN behaves acceptably with moderated traffic and when switches
with speedup are available. However, these two conditions will not be always true. Fig-
ure[Q]shows performance results when no speedup is available and a sudden congestion
tree forms. In Figure Bla sources injecting random traffic inject at the half of the link
rate (traffic case #3) whereas in Figure Olb they inject at the full link rate (traffic case
#4). As can be observed, the basic RECN suffers strong degradation in both cases. Net-
work throughput drops from 25 bytes/ns to 10 bytes/ns (60% drop) for traffic case #3
and from 44 bytes/ns to 10 bytes/ns (77% drop) for traffic case #4. It can be noticed
also that basic RECN recovery time is quite excesive for traffic case #4 (indeed, it never
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Fig. 9. Network Throughput for traffic cases #3 and #4. No speedup
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Fig. 11. Network Throughput for traffic cases #5 and #6. Speedup is 1.5.

fully recovers). On the other hand, the enhanced RECN mechanism is able to filter the
inefficiencies induced by the absence of speedup and by the dynamics of congestion
trees, achieving maximum performance. Thus, it virtually eliminates HOL blocking.
Figure 10 also shows performance results for a sudden congestion tree formation,
when switch speedup is 1.5. Again, network throughput for traffic cases #3 and #4
are shown in Figure [[0la and Figure [[Qlb, respectively. With both traffics, the behav-
ior of the basic RECN mechanism is better than in the case of no-speedup switches,
due to the fact that congestion tends to appear at egress sides. However, the basic
RECN mechanism still exhibits worse performance than the enhanced one. Whereas
the enhanced RECN keeps almost constantly network throughput at maximum, the ba-
sic RECN troughput drops significantly (33% for traffic case #3 and 45% for traffic case
#4) and exhibits strong oscillations. Moreover, when sources inject at full rate (traffic
case #4), network troughput does not completely recover from the drop. When the con-
gestion tree disappears, the basic RECN performance is far better than the VOQsw one.
Figure [[1] shows performance results for basic RECN and enhanced RECN when
used on larger networks. Figure [[Tla corresponds to a 512 x 512 MIN network (512
hosts, 640 switches), whereas Figure [[Tlb corresponds to a 2048 x 2048 MIN network
(2048 hosts, 3072 switches). In both cases, switch speedup of 1.5 has been considered.
Due to the big size of these networks, instead of producing just one tree, four congestion
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trees are suddenly formed by sources injecting at the full link rate (traffic cases #5 and
#6, respectively). It can be seen in the figures that the differences on the performance
of basic and enhanced RECN grow with network size. The enhanced version keeps
network throughput close to the maximum independently of network size, whereas the
basic RECN throughput drops dramatically and practically does not recover.

6 Conclusions

We have analyzed the complex nature of the formation of congestion trees in networks
with CIOQ switches. We have presented examples showing that, contrary to the com-
mon belief, a congestion tree can grow in a variety of ways, depending on switch archi-
tecture (crossbar speedup) and traffic load. Also, we have analyzed the importance of
considering such variety when designing congestion management strategies for lossless
networks, specifically those strategies focused on eliminate HOL blocking. Moreover,
taking into account the previous analysis, we have proposed two significant enhance-
ments to a recently proposed congestion management mechanism (RECN) in the aim
of handling congestion trees regardless the way they form. The comparative results pre-
sented in the paper show that network performance degrades dramatically in several
scenarios when using basic RECN, whereas the enhanced RECN is able to keep almost
maximum performance in all the cases. So, we can conclude that the proposed enhance-
ments allow RECN to correctly eliminate the HOL blocking produced by congestion
trees independently of the way they grow.
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Abstract. We present and evaluate the TILA-rin GPU microarchitecture for
embedded systems using the ATTILA GPU simulation framework. We use a
trace from an execution of the Unreal Tournament 2004 PC game to evaluate and
compare the performance of the proposed embedded GPU against a baseline GPU
architecture for the PC. We evaluate the different elements that have been
removed from the baseline GPU architecture to accommodate the architecture to
the restricted power, bandwidth and area budgets of embedded systems. The
unified shader architecture we present processes vertices, triangles and fragments
in a single processing unit saving space and reducing hardware complexity. The
proposed embedded GPU architecture sustains 20 frames per second on the
selected UT 2004 trace.

1 Introduction

In the last years the embedded market has been growing at a fast peace. With the in-
crease of the computational power of the CPUs mounted in embedded systems and
the increase in the amount of available memory those systems have become open to
new kind of applications. One of these applications are 3D graphic applications,
mainly games. Modern PDAs, powerful mobile phones and portable consoles already
implement relatively powerful GPUs and support games with similar characteristics
and features of PC games from five to ten years ago. However at the current pace
embedded GPUs are about to reach the programmability and performance capabilities
of their ‘big brothers’, the PC GPUs. The last embedded GPU architectures presented
by graphic companies like PowerVR [18], NVidia [19], ATI [20] or BitBoys [21]
already implement vertex and pixel shaders. The embedded and mobile market are
still growing and research on generic and specific purpose processors targeted to these
systems will become even more important.
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Streamer We have developed a generic GPU
Index Buffer . . .
; microarchitecture that contains most of

| e [« Tvertex Reqﬁi“ffer the advanced hardware features seen in
ﬁ‘—‘— today’s major GPUs. We have liberally
blended techniques from all major ven-

/¥

dors and also from the research literature
[12], producing a microarchitecture that
closely tracks today’s GPUs without
being an exact replica of any particular
product available or announced. We

=
Clipping
=

Triangle Setup

| ™ ortox shaders have then implemented this micro-

Hierarchical architecture in full detail in a cycle-level,
execution-driven simulator. In order to

[ Terarchical 2 m,fz Cach‘e‘ feed this simulator, we have also pro-
duced an OpenGL driver for our GPU

r]_Fragment shaders and an OpenGL capture tool able to

work in coordination to run full applica-
tions (i.e., commercial games) on our
GPU microarchitecture. Our microar-
chitecture and simulator are versatile and
highly configurable and can be used to
evaluate multiple configurations ranging
from GPUs targeted for high-end PCs to
GPUs for embedded systems like small
PDAs or mobile phones.
) 'y We use this capability in the present
paper to evaluate a GPU micro-
architecture for embedded systems and
compare the performance differences
Fig. 1. ATTILA Architecture from GPU architectures ranging from the
middle-end PC market to the low end
embedded market.

The remainder of this paper is organized as follows: Section 2 introduces the AT-
TILA microarchitecture and compares the baseline GPU pipeline with the proposed
TILA-rin embedded GPU pipeline. Sections 3 presents the simulator itself and the as-
sociated OpenGL framework. Section 4 describes our unified shader architecture and
our implementation of the triangle setup stage in the unified shader, a technique useful
to reduce the transistors required for a low-end embedded GPU. Section 5 evaluates the
performance of our embedded GPU architecture using a trace from the Unreal Tourna-
ment 2004 PC game and compares its performance with multiple GPU architecture con-
figurations. Finally Sections 6 and 7 present related work and conclusions.
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2 ATTILA Architecture

The rendering algorithm implemented in modern GPUs is based on the rasterization
of textured shaded triangles on a color buffer, using a Z buffer to solve the visibility



288 V. Moya et al.

problem. GPUs implement this algorithm with the pipeline shown at figure 1 and 2:
the streamer stage fetches vertex data, the vertex shader processes vertices, the
primitive assembly stage groups vertices into triangles, the clipper culls non visible
triangles, the triangle setup and fragment generator stages create fragments from the
input triangle, the z stage culls non visible fragments, the fragment shader processes
those fragments and the color stage updates the framebuffer. Graphic applications
can access and configure the GPU pipeline using graphic APIs like OpenGL and
Direct3D.

Table 1. Bandwidth, queues and latency in cycles for the baseline ATTILA architecture

Unit Input Output Input Queue Latency
Bandwidth | Bandwidth Size Element width in cycles

Streamer 1 index 1 vertex 80 16x4x32 bits Mem
Primitive Assembly 1 vertex 1 triang. 64 3x16x4x32 bits 1
Clipping 1 triang. 1 triang 32 3x4x32 bits 6
Triangle Setup 1 triang. 1 triang 32 3x4x32 bits 10
Fragment Generation 1 triang | 2x64 frag. 16 3x4x32 bits 1
Hierarchical Z 2x64 frag. | 2x64 frag. 64 (2x16+4x32)x4 bits 1
Z Test 4 frag. 4 frag. 64 (2x16+4x32)x4 bits | 2+Mem
Interpolator 2x4 frag. | 2x4 frag. - - 2t08
Color Write 4 frag. 64 (2x16+4x32)x4 bits | 2+Mem
Vertex Shader 1 vertex 1 vertex 12+4 16x4x32 bits variable
Fragment Shader 4 frag. 4 frag. 112+16 10x4x32 bits variable

Our implementation of the pipeline correlates in most aspects with current real
GPUs, except for one design decision: we decided to support from the start a unified
shader model [14] in our microarchitecture. The simulator can also be configured to
emulate today’s hard partitioning of vertex and fragment shaders so that both models
can be compared.

Table 2. Baseline ATTILA architecture caches

. T . Line Size
Cache Size (KB) Associativity Lines (bytes) Ports
Texture 16 4 64 256 4x4
Z 16 2 64 256 4
Color 16 2 64 256 4

Figure 1, Table 1 and Table 2 describe our baseline non unified architecture: 4 ver-
tex shaders, two 2-way fragment shaders, 2 ROP (raster operator) units, four 64-bit
DDR channels to GPU memory, and a 2 channel bus to system memory (similar to
PCI Express). Our architecture can be scaled (down or up) changing the number of
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shader and ROP units and their capabilities. Table 1 shows the input and output

processing elements for each pipeline stage, as well as their bandwidth, queue sizes

and latencies in cycles. Table 2 shows the configuration of the different caches in the

pipeline. Figure 2 shows the TILA-rin embedded GPU. The embedded architecture is

configured with a single unified shader and ROP unit. A more detailed description of

the ATTILA pipeline and stages can be found at [23]. In this section we will only
compare the base line architecture and the proposed embedded architecture.

Comparing Figures 1 and 2 we can see

e the main differences. The baseline PC

@ GPU configuration implements separated

[ Vertox e[ {vertex Roquest utter vertex (four, but only two shown in .Figure
1) and fragment shader units while the

TILArin embedded GPU implements a
single unified shader. This single unified
shader processes three kind of inputs:
vertices, triangles and fragments.

The Triangle Setup stage is mostly re-
moved (further discussed at section 4.1)
from the embedded GPU and the triangle
setup computation is performed in the sin-
gle shader unit. The on die Hierarchical Z
Unified shader buffer [10][11] and associated fast frag-
ment cull stage are also removed in the
embedded GPU to reduce the transistor
budget.

The embedded architecture implements
a single ROP pipeline (z test, stencil test
and color write), two in the baseline
architecture, and a single channel to GPU
memory (16 bytes per cycle) compared
with four in the baseline architecture. The

% | - bus to system memory is the same for both
configurations. 7Z compression isn’t
, y vy supported in the embedded architecture
¥ ' and the Z and color cache are smaller, 4
KB, with the cache line size set at 64 bytes

rather than 256 bytes (Table 2).
Fig. 2. TILA-rin unified shader The ROP stages also differ in the rate at

which fragments are processed. While the
embedded architecture keeps a quad (2x2 fragments) as the work unit a reduced
number of ALUs, internal bus widths and band width limit the throughput to one
fragment per cycle. The baseline PC ROP units can process a whole quad in parallel
and output one quad per cycle.
The baseline fragment shader unit can also process a whole quad in parallel while
the vertex shader and unified shader only work on a single processing element per
cycle.



290 V. Moya et al.

3 ATTILA Simulator and OpenGL Framework

We have developed a highly accurate, cycle-level and execution driven simulator for
the ATTILA architecture described in the previous section. The model is highly con-
figurable (over 100 parameters) and modular, to enable fast yet accurate exploration
of microarchitectural alternatives.

The simulator is “execution driven” in the sense that real data travels through buses
between the simulated stages. A stage uses the data received from its input buses and
the data it stores on its local structures to call the associated functional module that
creates new or modified data that continues flowing through the pipeline. The same
(or equivalent) accesses to memory, hits and misses and bandwidth usage that a real
GPU are generated. This key feature of our simulator allows to verify that the
architecture is performing the expected tasks.

Our simulator implements a “hot
start” technique that allows the simu-
lation to be started at any frame of a
trace file. Frames, disregarding data
preloaded in memory, are mostly in-
; dependent from each other and
Y :. Y groups of frames can be simulated
[vendor openct orver] *[vendor Open- orver]* [t Openci orver ] (= 57 independently. A PC cluster with 80

i@j nodes is used to simulate dozens of
' frames in parallel. The current

Collect ) Verify ) simulate ' Analyze

OpenGL Application

GLinterceptor

‘ATI R400/NVidia NV4D‘ ‘ATI R400/NVidia NV40‘ ‘ Attila Simulator

[romarer ] | ‘ Fremebuffer H Framebufter ‘ vg.‘ implementation of the simulator can
e A & simulate up to 50 frames at
1024x768 of a UT2004 trace,

Fig. 3. ATTILA Simulation Framework equivalent to 200-300 million cycles,

in 24 hours in a single node (P4
Xeon @ 2 GHz).

We have developed an OpenGL framework (trace capturer, library and driver) for
our ATTILA architecture (D3D is in the works). Figure 3 shows the whole framework
and the process of collecting traces from real graphic applications, verifying the trace,
simulating the trace and verifying the simulation result.

Our OpenGL stack bridges the gap between the OpenGL API and the ATTILA
architecture. The stack top layer manages the API state while the lower layer offers a
basic interface for configuring the hardware and allocating memory. The current im-
plementation supports all the API features required to fully simulate a graphic
application. One key feature is the conversion of the vertex and fragment fixed
function API calls into shader programs [13], required applications using the pre
programmable shading API.

The GLInterceptor tool uses an OpenGL stub library to capture a trace of all the
OpenGL API calls and data that the graphic application is generating as shown in
Figure 3. All this information is stored in an output file (a trace). To verify the
integrity and faithfulness of the recorded trace the GLPlayer can be used to reproduce
the trace.

After the trace is validated, it is feed by our OpenGL stack into the simulator.
Using traces from graphic applications isolates our simulator from any non GPU
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system related effects (for example CPU limited executions, disk accesses, memory
swapping). Our simulator uses the simulated DAC unit to dump the rendered frames
into files. The dumped frame is used for verifying the correctness of our simulation
and architecture.

4 Unified Shader

Our unified shader architecture is based on the ISA described at the ARB vertex and
fragment program OpenGL extensions [15][16]. The shader works on 4 component
32 bit float point registers. SIMD operations like addition, dot product and multiply-
add are supported. Scalar instructions (for example reciprocate, reciprocate square
root, exponentiation) operating on a single component of a shader register are also
implemented. For the fragment shader target and for our unified shader target texture,
instructions for accessing memory and a kill instruction for culling the fragment are
supported.

The ARB ISA defines four register banks: a read only register bank for the shader
input attributes, a write only register bank for the shader output attributes, a read-write
temporal register bank to store intermediate results and a read only constant bank that
stores data that doesn’t change per input but per batch and is shared by all the shader
processors. Figure 4 shows the unified shader programming environment.

Shader instructions are stored in a relatively small shader instruction memory (the
ARB specification requires a memory for at least 96 instructions) that is preloaded be-
fore the batch rendering is started. The shader processor pipeline has a fetch stage, a
decode stage, an instruction dependant number of execution stages and a write back
stage. The shader processor executes instructions in order and stalls when data
dependences are detected. The instruction execution latencies range from 1 cycle to 9
cycles for the arithmetic instructions in our current implementation but can be easily
configured in the simulator to evaluate more or less aggressively pipelined ALUSs.

Our shader architecture implements multithreading to hide instruction execution
latencies and texture access latency exploiting the inherent parallelism of the shader
inputs. From the shader point of view all shader inputs are completely independent. A
thread represents a shader input. For the
vertex shader target only a few threads

C tant I t . .
Re;z:efr;”e Regi';feur File are required to hide the latency between
96x4x32 bits 10/16x4x32 bits dependant instructions, so for our
# . baseline implementation only 12
| threads are supported. For the fragment
I . e
Texture : Temporal shader and unified shader targets more
Unit f i . .
" ‘ ALU Register File threads are required to hide the latency
*‘ V - ¢ of the texture accesses therefore we
7 support up to 112 shader inputs on
output execution in our baseline configuration.
Register File Physical Regiter A texture access blocks the thread until
2/10x4x32 bits e

the texture operation finishes preventing
the fetch stage from issuing instructions
Fig. 4. Unified shader architecture for that thread.



292 V. Moya et al.

The number of threads on execution is further limited by the maximum number of
temporal live registers that the running shader program requires. The ARB ISA
defines up to 32 registers in the temporal register bank but less temporal registers are
required for the applications that we have tested. We provide a pool of 96 physical
registers for the vertex shader target and 448 physical registers for the fragment and
unified shader targets. The vertex programs that we have analyzed until now require 4
to 8 temporal registers per program (vertex programs may have up to a hundred
instructions when implementing multiple light sources and complex lighting modes)
while the fragment programs require 2 to 4 registers (fragment programs feature no
more than a dozen instructions in most analyzed cases).

Another characteristic of our shader model is that we support, for the fragment and
unified shader target, to work on groups of shader inputs as a single processing unit.
This is a requirement for our current texture access implementation as explained in
[23]. The same instructions are fetched, decoded and executed for a group of four
inputs. For the baseline architecture the four inputs that form a group are processed in
parallel and the shader unit works as a 512 bit processor (4 inputs, 4 components, 32
bits per component). For the embedded GPU configurations the shader unit executes
the same instructions in sequence for one (128 bit wide shader processor) or two
inputs (256 bit wide shader processor) from a group until the whole input group is
executed. Our fetch stage can be configured to issue one or more instructions for an
input group per cycle. Our baseline architecture can fetch and start two instructions
for a group per cycle while the embedded architecture can only fetch and start one
instruction per cycle. For the vertex shader target each input is treated independently
as vertex shaders in current GPUs are reported to work [1].

4.1 Triangle Setup in the Shader

The triangle rasterization algorithm that our architecture implements (based on [8][9])
targets the triangle setup stage for an efficient implementation on a general purpose
CPU [9] or in a separated geometric processor [8]. Our baseline architecture imple-
ments the triangle setup stage as a fixed function stage using a number of SIMD
ALUs. But the setup algorithm is also suited for being implemented using a shader
program.

The triangle setup algorithm implemented can be divided in a processing stage that
is the part that will be implemented in the unified shader unit (Figure 2) and a small
triangle culling stage that will remain as a separated fixed function stage. Figure 5
shows the shader program used to perform the setup computation for an input
triangle.

The processing stage takes the 2D homogenous coordinate vectors (X, y and w
components) for the three vertices that form the triangle and creates an input 3x3
matrix M. Then the adjoint matrix for the input matrix - A = adj (M) - is calculated
(lines 1 - 6). The determinant of the input matrix - det(M) - is also calculated (lines 7 -
8). If the determinant is O the triangle doesn’t generate any fragment and can be
culled. The next step of the algorithm described in [8][9] calculates the inverse matrix

-1
-M =adj(M)/ det(M) - but that step isn’t always required and we don’t implement it.
The resulting setup matrix rows are the three triangle half plane edge equations that
are used in the Fragment Generation stage to generate the triangle fragments. The
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resulting setup matrix can be used to create an interpolation equation to perform linear
perspective corrected interpolation of the fragment attributes from the corresponding
triangle vertex attributes.

# Define input attributes

# Definitions #

# Calculate the determinant of the input
# # matrix (estimation of the signed 'area'
# Define input attributes # for the triangle).
# #

ATTRIB iX = triangle.attrib[0]; 7: DP3 rArea, rC, iW;
ATTRIB iY = triangle.attrib[1l]; 8: RCP rT2, rArea.x;
ATTRIB iZ = triangle.attrib[2];

[3]

ATTRIB iW = triangle.attrib ; #
# Calculate Z interpolation equation.
# #
# Define the constant parameters
# 9 DP3 rA.w, rA, iZz;

10: DP3 rB.w, rB, 1iZ;

# 11: DP3 rC.w, rC, iZ;
# Viewport parameters (constant per batch)
# #
# (x0, y0) : viewport start position # Apply viewport transformation to equations.
# (width, height) : viewport size
#
12: MUL rTl, rA, rFactor3;
PARAM rFactorl = 2.0 / width; 13: MAD rTl, rB, rFactor4d4, rTl;
PARAM rFactor2 = 2.0 / height; 14: ADD rC, rC, rT1;
PARAM rFactor3 = -(((x0 * 2.0) / width) + 1); 15: MUL rA, rA, rFactorl;
PARAM rFactord4 = -(((y0 * 2.0) / height) + 1); 16: MUL rB, rB, rFactor2;
PARAM offset = 0.5; 17: MUL rA.w, rA.w, rT2.x;
18: MUL rB.w, rB.w, rT2.x;
# 19: MUL rC.w, rC.w, rT2.X;
# Define output attributes

# #
# Apply half pixel sample point offset
OUTPUT oA = result.aCoefficient; # (OpenGL) .
OUTPUT oB = result.bCoefficient; #
OUTPUT oC = result.cCoefficient;
OUTPUT oArea = result.color.back.primary; 20: MUL rTl, rA, offset;
21: MAD rTl1l, rB, offset, rT1;
22: ADD rC, rC, rT1;
# Define temporal registers

# #
# Write output registers.
TEMP rA, rB, rC, rArea, rTl, rT2; #

23: MOV oA, rh;
# Code 24: MOV oB, rB;
25: MOV oC, rC;

# 26: MOV oArea.x, rArea.x;
# Calculate setup matrix (edge equations) as 27: END;
# the adjoint of the input vertex position

# matrix.

#

1: MUL rC.xyz, iX.zxyw, iY.yzxw;

2: MUL rB.xyz, iX.yzxw, 1iW.zxyw;

3: MUL rA.xyz, iY.zxyw, iW.yzxw;

4: MAD rC.xyz, iX.yzxw, 1iY.zxyw, -rC;

5: MAD rB.xyz, iX.zxyw, iW.yzxw, -rB;

6: MAD rA.xyz, iY.yzxw, iW.zxyw, -rA;

Fig. 5. Shader program for Triangle Setup

The interpolation equation is computed by a vector matrix product between a
vector storing the attribute value for the three vertices and the calculated setup matrix
(lines 9 - 11). We only calculate the interpolation equation for the fragment depth
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attribute as it is the only attribute required for fast fragment depth culling and is
automatically generated for each fragment in the Fragment Generator stage. The
other fragment attributes will be calculated later in the Interpolation unit using the
barycentric coordinates method.

The last step of the processing stage is to adjust the four equations to the viewport
size and apply the OpenGL half pixel sampling point offset (lines 12 - 19 and 20 -
22). The result of the processing stage are three 4 component vectors storing the three
coefficients (a, b, ¢) of the triangle half plane edge and z interpolation equations and a
single component result storing the determinant of the input matrix to be used for face
culling (lines 23 - 26).

The triangle culling stage culls triangles based on their facing and the current face
culling configuration. The sign of the input matrix (M) determinant determines the
facing direction of the triangle. Front facing triangles (for the counter-clock-wise
vertex order default for OpenGL) have positive determinants and back facing
triangles negative. If front faces are configured to pass triangles are culled when the
determinant is negative, if back faces are configured to pass triangles are culled when
the determinant is positive. As the Fragment Generator requires front facing edge and
z equations, the equation coefficients of the back facing triangle are negated
becoming a front facing triangle for the Fragment Generator.

Table 3. Evaluated GPU architecture configurations

Conf Res MHz | VSh | (F)Sh| Setup F‘;;cyh Tllflze ga d Buses | Cache | eDRAM ;I Compr
A [1024x768 | 400 | 4 | 2x4 fixed 2 4x112 7 116 KB - yes| yes
B | 320x240 | 400 | 4 | 2x4 fixed 2 4x112 4 |16 KB - yes| yes
C | 320x240 | 400 | 2 1x4 fixed 2 4x112 2 [16KB - yes| yes
D | 320x240 | 400 | 2 1x4 fixed 2 4x112 2 8 KB - no| yes
E | 320x240 | 200 | - 2 fixed 2 2x112 1 8 KB - no| yes
F | 320x240 | 200 | - 2 fixed 2 2x112 1 4KB - no| no
G | 320x240 | 200 | - 1 fixed 2 4x60 1 4KB - no| no
H | 320x240 | 200 | - 1 fixed 1 4x60 1 4KB - no| no
I 320x240 | 200 - 1 |onshader| 1 4x60 1 4KB - no| no
J 320x240 | 200 - 1 |onshader| 1 4x60 1 4KB| IMB |no| no
K | 320x240 | 200 - 1 |onshader| 1 4x60 1 4KB | 1MB |yes| yes

5 Embedded GPU Evaluation

Table 3 shows the parameters for the different configurations we have tested, ranging
from a middle level PC GPU to our embedded TILA-rin GPU. The purpose of the dif-
ferent configurations is to evaluate how the performance is affected by reducing the
different hardware resources. A configuration could then be selected based on the
transistor, area, power and memory budgets for specific target systems. The first
configuration shows the expected performance and framerate of the UT2004 game in
a middle-end PC at a common PC resolution and is used as a baseline to compare the
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performance of the other configurations. When we reduce the resolution to the typical
of embedded systems the same base configuration shows a very high and unrealistic
framerate (the game would become CPU limited) but it’s useful as a direct
comparison between the powerful PC configurations and the limited embedded
configurations. PC CRT and high-end TFT screens supporting high refresh rates
(100+ Hz) are quite common while the small LCD displays of portable and embedded
systems only support screen refresh rates in the order of 30 Hz, therefore a game
framerate of 20 to 30 is acceptable in the embedded world.

The tests cases A and B correspond to the same configuration, equivalent to an
ATI Radeon 9800 (R350) or ATI Radeon X700 (RV410) graphic cards, while the
configuration C could correspond to an ATI Radeon X300 (RV370). The other
configurations range from the equivalent of a GPU integrated in a PC chipset or a
high end PDA to a low end embedded GPU. Configurations A to I implemente 128
MBs of GPU memory (UT2004 requires more than 64 MBs for textures and buffers)
and 64 MBs of higher latency system memory. Configurations J and K are configured
with 1 MB of GPU memory for the framebuffer (could be implemented as embedded
DRAM), with a maximum data rate of 16 bytes/cycle, and 128 MBs of higher latency
lower bandwidth system memory.

Table 3 shows the following param-
eters: resolution (Res) at which the Vertices per frame (Thousands)
trace was simulated, an estimated

400

working frequency in MHz for the 350

architecture (400+ MHz is common for o R

the middle and high-end PC GPU o

segments, 200 MHz is in the middle to 100

high-end segment of the current low 2

power embedded GPUs); the number of 151 101 151 201 251 301 351 401 451

vertex shaders for non unified shader
configurations (VS) and the number of g ¢, vertices per frame for the UT2004 trace
fragment shaders (FSh) for non unified

shader configurations or the number of

unified shaders (Sh) for unified shader configurations. The number of fragment shaders
is specified by the number of fragment shader units multiplied by the number of
fragments in a group (always 4). For the unified shader configurations the number
represents how many shader inputs (vertices, triangles or fragments) from a four input
group are processed in parallel. The Setup parameter indicates if the Triangle Setup
processing stage is performed in a separated fixed function ALU or in the shader. The
Fetch way parameter is the number of instructions that can be fetched and executed per
cycle for a shader input or group. The registers per thread parameter (Regs/Thread)
represents the number of threads and temporal registers per thread for each shader unit
in the GPU. The number of 16 bytes/cycle channels used to access the GPU memory (or
the embedded memory for configurations J and K) can be found in the column labeled
Buses. The size of the caches in the GPU is defined by the Caches parameter and the
eDRAM parameter defines how many embedded DRAM or reserved SRAM (on the
same die or in a separate die) is available for storing the framebuffer. Finally the HZ and
Compr. parameters show if the configuration implements Hierarchical Z and Z
compression (when disabled Z and color cache line size becomes 64 bytes).
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We selected the different configurations reducing, from the baseline configuration
A, the number of shader and ROP pipelines and, at the same time, reducing the peak
bandwidth as it exceeds the configuration requeriments. We reduce therefore the cost
in area and the cost of the memory. We reduce the frequency to reduce power (the re-
quired voltage also goes down with the frequency). We reduce the cache sizes when
the ratio of cache area versus ALU area changes. After reaching the single unified
shader configuration (G) we keep reducing the area requeriment, first removing the
second SIMD ALU (H) from the shader, then removing the triangle setup unit and
performing setup in the shader (I). We finally test the impact of keeping the texture
data in system memory (higher latency and half the bandwidth than the GPU
memory) while using 1 MB of GPU memory for the framebuffer (J). For this
configuration we also test the effect of implementing bandwidth saving techniques:
Hierarchical Z and Z compression (K).
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2 10
0 0 0 [ =
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Fig. 7. FPS, peak bandwidth, peak shading power and total cache memory for all the GPU
configurations

5.1 Benchmark Description

We have selected a 450 frame trace from a timedemo of the Unreal Tournament 2004
Primeval map for the evaluation of our embedded architecture. UT2004 is a game that
uses a version of the Unreal game engine supporting both the OpenGL and Direct3D
APIs. The UT2004 version of the Unreal engine uses the fixed function vertex and frag-
ment OpenGL API, and our OpenGL implementation generates, as is done for real
GPUs, our own shader programs from the fixed function API calls, as discussed in sec-
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tion 3. The generated vertex programs are relatively large (20 to 90 instructions) while
the fragment programs are mostly texture accesses with a few instructions combining
the colors and performing alpha test (6 to 15 instructions). However the vertex and tex-
ture load of UT2004 is comparable (or even higher) to other current games.

We don’t currently support tracing OpenGL ES (OpenGL for embedded and
mobile systems) applications so we use a trace from a PC game. The workload
(texture sizes, memory used and vertex load) of the selected Unreal trace, even at
lower resolutions, is quite heavyweight compared with current embedded graphic
applications but we consider that is a good approximation for future embedded
graphic applications. The trace was generated at a resolution of 800x600 in a
Pentium4 at 2.8 GHz PC with a GeForce 5900. For the experiments we modified the
trace resolution (OpenGL call glViewport()) to use the 1024x768 (PC) and 320x240
(embedded) resolutions. Figure 6 shows the vertex load per frame for the selected
trace. We didn’t simulate the whole trace but six representative regions: frames 100
to 120, 200 to 220, 250 to 270, 300 to 320, 350 to 370 and 400 to 440. For
configuration A (highest workload) the simulation lasted 7 to 14 hours for, depending
on the region, 100 to 240 million simulated cycles. For the other configurations the
simulation lasted from 1 to 7 hours for 150 to 500 million cycles depending on the
configuration and simulated region. The simulations were performed on an 80 node
cluster of P4 Xeon @ 2 GHz.

5.2 Performance

Figure 7 shows the simulated framerate (frames per second or FPS), peak bandwidth
(GB/s), peak shader GFlops and the total amount of cache memory for each
configuration. Figure 8 shows the relation between peak bandwidth, peak
computation and the total cache memory and performance (measured in frames per
second) normalized to test case A.

Figure 8 shows that the efficiency of shader processing (GFlops) decreases
(configurations H to A) as the number of shader units and ALUs per shader unit
increases. These configurations are likely limited by the memory subsystem. Our
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Fig. 8. The graphic in the left shows the relative performance per unit resource (1 GFlop, 1
GB/s and 1 KB). The graphic in the right shows the frames per second for the same resources.
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current implementation of the Memory Controller isn’t efficient enough to provide the
shader and other stages of the GPU pipeline with enough data with the configured
bandwidth. Improving and increasing the accuracy of the simulated memory model
will be a key element of our future research. Another source of inefficiency for the 2-
way configurations is the reduced ILP of the shader programs used in the trace.

Comparing, in Figure 7, configuration I against configurations J and K there is no
noticeable performance hit which seems to indicate that for configuration I GPU mem-
ory bandwidth exceeds the shader processing and latency hiding capacity. Implement-
ing a lower cost memory (configurations J and K or even less expensive configurations)
makes sense for this embedded configuration. In Figure 8 we confirm that the efficiency
per GB/s of bandwidth provided is higher for configurations E and F and becomes
worse for all other configurations, signaling that the configured shader capacity and
memory bandwidth may not optimal for the selected trace. Other graphic applications
(less limited by shader processing or using bandwidth consuming techniques, for exam-
ple antialiasing) may show different shading to bandwidth requirements.

Enabling Hierarchical Z and framebuffer compression in configuration K has no
noticeable effect on performance. The reason is that the 1 MB framebuffer memory
provides more than enough bandwidth for the framebuffer accesses and bandwidth
saving techniques are not useful.

5.3 Triangle Setup in Shader Performance Analysis

To test the overhead of removing the fixed function unit that performs the processing
stage of triangle setup we use five different traces. The torus trace renders four colored
torus lit by a single light source. The trace has a heavy vertex and triangle load and a
limited fragment load (minimum fragment shader used). The lit spheres trace renders
four spheres with multiple light sources active. The vertex and triangle workload is
high, the vertex shader program is large and the fragment shader program is the mini-
mum (copy interpolated color). The space ship trace renders a multitextured space ship
for a high vertex workload and small vertex and fragment shader programs. The trace
may be limited by vertex data reading. The VL-II trace [17] renders a room with a vol-
umetric lighting effect implemented with a 16 instruction fragment shader. The vertex
and triangle load for this trace is low. The fifth trace is the Unreal Tournament 2004
trace (same simulated regions) that we have used in the previous section.
Figure 9 shows the relative per-
formance of configurations H
1 (triangle setup in specific hardware)
095 and I (triangle setup in the shader
09 unit) for the five selected traces. The
0,85 . .
os overhead of performing triangle
os setup in the shader increases as the
07 . . triangle load (usually at a ratio 1:1 to
e ot Mepneres specestp Y 3:1 with the vertex load, depending
on the rendering primitive and post
shading vertex cache hits) increases
Fig. 9. Cost of performing triangle setup in  in relation with the fragment load.
the shader Figure 9 shows that for the torus
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trace there is a 16% hit on performance when performing triangle setup in the single
shader unit. For a fragment limited application like the VL-II demo the performance
reduction is too small to be noticeable. In mixed workload applications or
applications limited by other stages (vertex shading for lit spheres and vertex data
bandwidth for the space ship) the performance hit is reduced. The UT2004 game is
a more complex graphic application and we can find frames and batches that are
fragment limited and others that have a high vertex/triangle load (see Figure 6).
But for the tested rendering resolution, 320x240, UT2004 has a relatively high
vertex and triangle workload on average and we can see that the performance hit is
quite noticeable: a 16% performance reduction. From the results in the previous
subsection we also know that the UT2004 trace is limited by shader processing in
both configurations and increasing the shader load, shading triangles, helps to
increase the performance hit.

Performing triangle setup on the shader will make sense when the transistor budget
for the GPU architecture is low and removing the large fixed function ALU can save
area and power, while keeping an acceptable performance for the targeted applications.
The embedded GPU configuration is clearly limited by shading performance (only one
shader unit executing a single instruction per cycle). Performing Triangle Setup in the
shader may be also useful when shading performance is so high that the performance
overhead becomes small, in the order of a 1% reduction, for example in a PC unified
architecture with 8+ shader units.

6 Related Work

A complete picture of the architecture of a modern GPU is difficult to acquire just
from the regular literature. However NVidia presented their first implementation of a
vertex shader for the GeForce3 (NV2x) GPU [1] and information from available
patents [2], even if limited, complemented with the analysis of the performance of the
shader units [24][25] in current GPUs provides an useful insight in the architecture of
a modern GPUs. More actualized information about NVidia and ATI implementations
surfaces as unofficial or unconfirmed information on Internet forums [3][4]. Outside
shader microarchitecture some recent works can be found. For example, T. Aila et al.
proposed delay streams [5], as a way to improve the performance of immediate
rendering GPU architectures with minor pipeline modifications and at the Graphics
Hardware 2004 conference a simulation framework for GPU simulation, QSilver [7],
was presented.

Research papers and architecture presentations about embedded GPU architectures
have become common in the last years. Akenine-Moller described a graphic
rasterizer for mobile phones [6] with some interesting clues about how the graphic
pipeline is modified to take into account low power and low bandwidth, while
keeping an acceptable performance and rendering quality. Bitboys [21] and Falanx
[22], both small companies working on embedded GPU architectures, presented their
future architectures and their vision of the importance of embedded GPU market in
Hot3D presentations in the Graphics Hardware 2004 conference.
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7 Conclusions

Our flexible framework for GPU microarchitecture simulation allows to accurately
model and evaluate a range of GPU configurations from a middle-end PC GPU to a
low-end embedded GPU. We have presented a low budget embedded GPU with a
single unified shader that performs the triangle setup computations in the shader,
saving area. We have evaluated the performance of the different configurations
ranging from a baseline middle-end PC GPU architecture to the proposed embedded
GPU architecture. We have also evaluated the cost of performing triangle setup in the
unified shader unit for different graphic traces.

The proposed embedded architecture achieves with a single unified shader unit and
ROP pipe, keeping with the low power, area and memory requeriments, a sustainable
rate of 20 frames per second with the selected Unreal Tournament trace at a resolution
of 320x240.
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Abstract. EISC (Extendable Instruction Set Computer) is a
compressed code architecture developed for embedded applications and
has higher code density than its competing architectures. In this paper,
we propose a low-power DSP-enhanced embedded microprocessor based
on the 32-bit EISC architecture. We present how we could exploit the
special features, and how we could overcome the deficits, of the EISC
architecture to accelerate DSP applications while adding relatively low
hardware overhead. Our simulation results show that the proposed DSP-
enhanced processor reduces the execution time of the considered DSP
kernels by 77.6% and the MP3 applications by 30.9%. The proposed DSP
enhancements cost approximately 10300 gates (18%) and do not increase
the clock frequency. While the high code density of EISC would be of
great advantage to a low-power embedded system, the proposed DSP
enhancement could increase its power consumption by 16.9%. We show
that a set of supports for power management could reduce the power
consumption by 65.5%. The proposed processor has been embedded in
an SoC for video processing and proven in silicon.

1 Introduction

As more and more multimedia and DSP applications run on embedded systems
in recent years, it has become one of the most important tasks for embedded
microprocessors to accelerate DSP applications. This trend is being reflected on
the most successful embedded processors in the market: ARM cores added sat-
uration arithmetic in ARMv5TE and SIMD (Single Instruction Multiple Data)
instruction set in ARMv6 [I]; and MIPS cores adopted an application-specific-
extension instruction set for DSP and 3D applications [2]. These acceleration
capabilities should be implemented with as little hardware overhead as possible,
since most embedded microprocessors target on the cost and power sensitive
markets.

In this paper, we introduce a DSP-enhanced embedded microprocessor based
on the EISC (Extendable Instruction Set Computer) architecture [3/4/5]. EISC
is a compressed code architecture developed for embedded applications. While
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achieving high code density and a low memory access rate, the EISC architec-
ture uses some special features to resolve the problem of insufficient immediate
operand fields [5]. We present how we could exploit the special features of EISC
architecture to accelerate DSP applications while adding relatively low hardware
overhead. Since EISC also has deficits in processing DSP applications like any
other compressed code architectures, we propose various schemes to overcome
these deficits of EISC.

In order to seek proper enhancements, we first analyzed the workload of
benchmark programs from Mediabench [6] on the 32-bit EISC architecture.
Based on the profiling results, we modify the base processor by carefully choosing
and adding DSP instructions that can accelerate the multimedia and filtering
applications. As the base processor, we use a prototype processor, called base
below, which implements the non-DSP 32-bit instruction set of EISC [5]. We add
the SIMD instructions that are selected by considering their (hardware) imple-
mentation complexity, to the processor base. We also adopt various schemes for
signal processing, such as saturation arithmetic, a support for correcting radix
point during the multiplication of fixed-point numbers, an address generation
unit for supporting the branch operation efficiently, and a scheme to increase
the effective number of general-purpose registers (GPRs).

Our simulation results show that the proposed DSP-enhanced processor re-
duces the execution time of the DSP kernels considered in this work by 77.6%
and the MP3 applications by 30.9%. The proposed DSP enhancements cost ap-
proximately 10300 gates only and do not increase the clock frequency.

The high code density of EISC is of great advantage to a low-power embed-
ded system. While the DSP enhancements we adopt increase the code density
further, the hardware overhead involved in the enhancements increase the power
consumption of EISC. We add the supports for static and dynamic power man-
agements to the proposed processor. Simulation results show that the supports
for power managements can reduce the power consumption of the processor by
65.5%, while the DSP enhancements increase it by 16.9%. We also introduce a
power management scheme for SoCs. The proposed processor has been embed-
ded in an SoC for video processing and proven in silicon.

This paper is organized as follows. In Section 2, we present the overview of
the EISC architecture. Section 3 describes the proposed schemes to enhance the
performance of DSP applications. In Section 4, we present the microarchitecture
of the DSP-enhanced processor that we propose and the implementation issues.
The performance evaluation of the proposed microprocessor is shown in Section
5. Then, we conclude our paper in Section 6.

2 The EISC Architecture

Code density, chip area, and power consumption are three major design issues
of the embedded microprocessor. These three features are closely related to each
other, so none of these can be overlooked. However, many 32-bit embedded mi-
croprocessors suffer from poor code density. In order to address this problem,
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some RISC-based 32-bit microprocessors adopt 16-bit compressed instruction
set architectures, such as ARM THUMB [7] and MIPS16 [8]. These approaches
provides better code density but need some mechanisms to extend the insuffi-
cient immediate field and to provide backward compatibility with their previous
architectures, which can result in extra hardware overheads. Moreover, these ar-
chitectures have difficulty in utilizing their registers efficiently in the compressed
mode. [78].

15 14 13 0
| OP - code | Immediate Value
(a)
15 8 7 0 MEMORY
[ opP-cODE [ rx [ Imm. |
» ‘WORD
[ GPR x
31 0
ER |
<«— From leri —>
(b)

Fig. 1. Use of the leri instructions. (a) Format of the leri instruction. (b) Preloaded
immediate value in ER combined with a short immediate value in an instruction.

The EISC architecture takes a different approach for achieving high code
density and a low memory access rate [34]. The EISC uses an efficient fixed-
length 16-bit instruction set for 32-bit data processing. To resolve the problem of
insufficient immediate operand fields in a terse way, EISC uses an independent
instruction called leri, which consists of a 2-bit opcode and a 14-bit immediate
value as shown in Fig.[I(a). The leri instruction can extend the immediate field
by loading immediate value to a special register called ER (extension register.)
Several leri instructions can be combined with one related instruction to form
a long immediate operand. A similar approach was used in a 16-bit instruction
set proposed in [9], in which a long immediate operand was prepared in a register
by loading the value from memory or by computing with a sequence of instruc-
tions such as a move-shift-add sequence. The EISC uses more efficient and more
flexible approach. Fig.[Ib) shows an example in which the preloaded immediate
value in ER can be combined with a short immediate value in an instruction.

By using the leri instruction, the EISC architecture can make the pro-
gram code more compact than the competing architectures, ARM-THUMB and
MIPS16, since the frequency of the leri instruction is much less than 20% in
most programs. In [3], the code density of the EISC architecture was evaluated
to be 6.5% higher than that of ARM THUMB and 11.5% higher than that of
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MIPS16, for various programs considered in [3]. Moreover, the overhead from the
additional leri instructions can be minimized by the leri instruction folding
method explained in [IT].

As the EISC uses the leri instructions, it can keep its instructions sized
equal, and make its instrcution decoder much simpler than that of the CISC
(Complex Instruction Set Computer) arcthiecture. In addition, the EISC does
not suffer from the overheads for switching its processor mode, which is often
needed to handle long immediate values or complicated instructions in the com-
pressed code RISC architectures. In addition, the EISC architecture reduces its
data memory access rate by fully utilizing its 16 registers while the competing
architectures can access limited number of registers in the compressed mode.
The data memory access rate of the EISC is 35.1% less than that of the ARM
THUMB and 37.6% less than that of MIPS16 by the benchmarks in [4]. Thus,
the EISC can reduce both instruction references and data references. Reducing
the memory accesses would bring reduction in power consumption related to
the memory accesses and also lessen the performance degradation caused by the
speed gap between the processor and the memory. Moreover, the EISC-based
system can be implemented in a smaller die, because the memory circuit can be
made smaller.

It is another advantage of using the leri instruction that the EISC pro-
grammers normally do not have to distinguish the instructions for the register-
immediate operation from those for the register-to-register operation. They are
distinguished by the existence of the preceding leri instruction. Most instruc-
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Fig. 2. Static code sizes of the programs in Mediabench. GCC 3.2 was used with the
same optimization options.
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tions for arithmetic operations in the EISC are of register-to-register type. When
more than one leri instruction precedes an arithmetic instruction, the arith-
metic instruction is identified as a register-immediate-type one. This feature
helps save the code space more.

We compare the static code sizes of the programs in Mediabench [6] compiled
on base and ARM9-TDMI by GCC 3.2 with the same optimization options to
show the code density of the EISC in the DSP applications. The results are
summerized on the Fig.[2l On average, base has about 18.9% higher code density
than ARM9-TDMI for the benchmarks considered in this paper.

3 DSP Enhancements for the EISC Processor

The processor base is a 5-stage pipelined implementation of the 32-bit EISC
architecture and adopts a microarchitecture that is similar to the one in [5]. It
is equipped with simple DSP capabilities, such as a single-cycle 32bx32b=64b
signed /unsigned multiplication, a single-cycle 32bx32b+64b=64b MAC (multi-
plyaccumulate) operation, a 32-bit (barrel) shift operation, and a leading one or
zero count operation that can be used in Huffman decoding [12].

In this paper, we propose several DSP enhancements for developing a DSP-
enhanced EISC processor with as little extra hardware cost as possible. We
develop instructions for supporting DSP: instructions for SIMD operations with
the capability of saturation arithmetic; and instructions for generating addresses
and packing, loading, and storing media data. We try to minimize the overheads
for feeding data into the SIMD unit [I3]. We develop the enhancements so that
they can be realized within the limited code space, since the processor uses 16-bit
instructions (even though it has a 32-bit datapath.)

3.1 DSP Instruction Set

Since the data in the multimedia applications are frequently smaller than a
word, we can boost up the performance of the processor base by adopting a
SIMD architecture. When the SIMD operations are performed, however, some
expensive packing operations are also performed for arranging the data to the
SIMD operation unit [13]. In order to reduce the number of packing operations,
the processor should support various types of packed data. However, since the
code space allowed for the DSP-enhancements is limited as mentioned above, we
focus on accelerating only the MAC operations which are apparently the most
popular operations in the DSP applications. We implement two types of MAC
operations shown in Fig. B} the parallel SIMD type and the sum-of-products
type. The parallel SIMD type of MAC operation, shown in Fig. Bla), is much
more efficient than any other types of operations, for processing the arrays of
structured data such as RGBA formatted pixel data. On the other hand, the sum-
of-products type of MAC operation, shown in Fig. Bl(b), is efficient for general
data arrays.

We also adopt the instructions for the saturation arithmetic which is often
used in DSP applications. Unlike the wrap-around arithmetic, the saturation
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(a) Parallel SIMD MAC (b) SIMD MAC: Sum of Products

Fig.3. Two types of the SIMD MAC operations supported in the proposed DSP-
enhanced processor

arithmetic uses the maximum or the minimum value when it detects an overflow
or an underflow.

In the signal processing, the fixed-point arithmetic is commonly used because
it is much cheaper and faster than the floating-point arithmetic. During the
multiplication of two 32-bit fixed-point numbers, the results are stored in the
64-bit multiplication result register (MR). Since the position of radix point in
a fixed-point number can be changed during multiplications, we need to select
a part of the 64-bit multiplication result to make a 32-bit fixed-point number.
For that purpose, base would require a sequence of five instructions looking like
the one in the first box shown below. We propose to use an instruction with the
mnemonic mrs (multiplication result selection), as shown below.

mfmh %Rx # move MR(H) to GPR(Rx)
mfml %Ry # move MR(L) to GPR(Ry)
asl DP, %Rx # DP-bit shift left Rx
1sr (32-DP), %Ry # (32-DP)-bit shift right Ry
or %Rx, %Ry # Ry = Rx | Ry
|
| mrs DP, %Ry |

3.2 Accelerating Address Generation

DSP applications usually perform a set of computations repeatedly for stream-
ing data that have almost uniform data patterns. In this section, we introduce
a loop-efficient hardware address generator that can accelerate the memory-
addressing processes. We intend to use this address generator for accelerating
DSP applications, including the memory-copy operations, with low cost.

The proposed address generator has a capability of handling the auto-incre-
ment addressing mode which is usually used for various applications including
the memory-copy operations. The address generator is also intended for support-
ing other special memory-addressing modes, such as the wrap-around incremen-
tal addressing mode and the bit-reversal addressing mode which are commonly
used in many DSP applications. We only support the post-modifying scheme
because it is more popularly used [I4].

Since the hardware complexity is important, the proposed address generator
only produces the offsets instead of the entire addresses. Fig. @ shows the block
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diagram of the proposed address generator. For the post-increment addressing
scheme, the generator uses a counter to produce the desired offset and an adder
to build the wanted address. The generated offset is written back to the counter
register. The control register is used to control the address generator and holds a
control word regarding generation pattern, offset counter, end offset for looping,
and incremental offset. Depending on the operation mode, the control word is
configured in one of three formats, one of which is shown in Fig. Bl

Address Generation Unit
End offset

Zero Iﬂag
Mode (wrap around?) z ) >
¢ Mode Selection
Offset Counter N
Incremental Offset > Incr o d
T Next Offset Counter
L 4 >
> 4-bit
Bit Reverser »| Barrel P
g Shifter
b Memory Address to access
Index Reg. >
General ALU
Fig. 4. Proposed address generation unit
Operation Mode Incremental Offset End Offset Offset Counter

Fig. 5. One of three formats of the control word for the proposed address generation
unit. The format of the registers depends on the operation mode.

DSP applications often use a specific computation kernel repeatedly, which is
usually implemented as a loop in the programs. For example, a load-
computation-store-test-branch sequence represents a computation for stream-
ing data. The proposed address generator is equipped with a comparator to
detect the end offset. When the address reaches to the final address, the address
generator sets a flag related to the appropriate conditional branch.

3.3 Register Extension

Some popular DSP routines, especially those routines for coding transforms, use
many temporary values simultaneously. However, most embedded microproces-
sors do not have enough registers to hold those temporary values. A general
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approach for resolving this problem of shortage of registers is to spill the con-
tents of registers into the memory. However, media data often take the form of
data streams, in which case they are temporarily stored in the memory, con-
tinuously read into the processor, and used only a few times. Therefore, media
applications running on an embedded processor often suffer from significant per-
formance losses due to the frequent register spilling processes.

We propose a register extension scheme that increases the effective number
of registers by adopting the idea of shadow register to hold temporary values in
the registers. The idea of shadow register has been used in various aspects, such
as the context switching latency [I5]. We find that this idea is also very useful for
those processors which have limited code spaces, such as the EISC processors,
since it is hard for them to allocate additional bits for register indexing [10].

Register Index from
instruction

0

Register Page Number

SR | Soit | - Reg‘lrndex

Register Index for detecting hazard

shared
register

i -
T |

Register Pages (Shadowing)

1099 abed Jajsibay

Fig. 6. The register extension scheme. The active register page is selected by the des-
ignated three bits in the status register (SR).

Fig.[Blshows the proposed register extension scheme. The register file consists
of a set of smaller register files, named register pages. We divide the register file
into two parts: one part consists of the registers to be shared among pages;
and another part consists of the registers to be shadowed. The use of shared
registers reduces the need of the instructions added to support data movement
among register pages. In order to select the active register page, we allocate
three bits in the status register. Thus, we can use up to eight register pages.
When the processor need to check data dependencies, it constructs a new register
index by merging the page selection bits with the register number defined in the
instruction, as shown in Fig. [
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3.4 Power Management

It is important to support a power management scheme for reducing the power
consumption in an SoC. The EISC processor offers the halt instruction for
switching the processor and the peripheral devices to the power-down mode [12].
The proposed processor defines a dedicated power management protocol for the
halt instruction. The halt instruction can have immediate values between 0
and 15. For the value of 0 through 3, the processor backs up the current context
and switches the state of the processor to the HALT state that is a safe state of
the power-down mode. During the process of switching to the HALT state, the
processor sends a command to the power management unit in the SoC using a
dedicated protocol.

The power management unit controls the power state (clock frequency)
of each device. To wake up the processor, it needs an external interrupt or
an NMI(non-maskable interrupt) which makes the power management unit to
regain the power state for the processor. After that, the processor switches
its state to the wake-up state and processes the interrupt. Fig. [7l shows the
protocol of the power management unit for the SoC that uses the proposed
processor.

NMI
EXT interrupt

Yy

__halt command

Power Proposed

Management | clock gating control Processor
Unit 1

Yy

Clock Root
\
\ 1
D clock gate cell N /
</
[> clock buffer \
\

A
~< Clock Tree
Fig. 7. Power management

In order to reduce the power consumption further, we also apply the clock-
gating scheme to the pipeline flip-flops and the register file. We control the clock
for the pipeline flip-flops using the pipeline control signals. In addition, we also
apply the operator isolation scheme to the computation units in the EX stage
to reduce the power consumption in the unused arithmetic units.
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4 Implementation

We have designed the proposed DSP-enhanced EISC processor. Fig. [ shows
the microarchitecure of our design. Fig. [8 also shows how the proposed pro-
cessor can be integrated with other coprocessors (outlined by the dotted line.)
The shaded boxes represent the blocks modified or added to enhance the DSP
capabilities. In Fig.[8 the block MBMU (Memory Bank Management Unit) pro-
vides the information for configuring memory, such as signals regarding access
right, cache enable/disable, and TLB enable/disable. The block OSI (On-Silicon
ICE breaker) provides an on-chip debugging capability such as breakpoint and
watch point.

As shown in Fig. [§ a SIMD MAC (multiply-accumulate) unit is located at
EX and MEM stage. We designed the architecture for the SIMD MAC unit so
that it can be included in the existing processor (base) with minimal impact on
clock frequency, pipelines, and area. To minimize area overhead, we merge SIMD
MAC unit and existing MAC unit. In base, the 32b x 32b = 32b multiplication is
frequently used to generate the address for designating an element in an array or
a structures. Therefore, if an additional clock cycle is added for this operation,
it introduces a bubble in the pipeline due to the data dependency. However,
the critical-path delay of a single-cycle SIMD MAC unit would be too large for
our processor. To resolve this problem, we design a two-stage pipelined SIMD
MAC unit.

Interrupt Handing Part

Branch
Handler

Queue
Handler

LERI
| folding

Operand
Fetcher

anan) “nsuy

Hazard
Detector/
Forwarding

Prefetcher

Result Route &
align/extension
Data access interface Data Access interface —

---------- +
J |-> H H
i U=
Coprocessor
Registers

misalign
correction

extension

e Integrated System Coprocessor

Fig. 8. The microarchitecture of the proposed DSP-enhanced microprocessor. The fig-
ure also shows how the proposed processor can be integrated with other coprocessors
(outlined by the dotted line.) Shadowed boxes represent the added and the modified
blocks to accelerate DSP applications. The block MBMU configures memory, while the
block OSI provides on-chip debugging capabilities.
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The address generation unit is located in the EX stage. The generated offset
is written back to the control register that is located at the ID/EX pipeline flip-
flop. In the ID state, we implement the register file of two register pages. Thus,
we have twenty-four GPRs in the processor.

5 Evaluations

The designed DSP-enhanced microprocessor has been modeled in Verilog HDL
as a synthesizable RTL model. We synthesize the model using the Samsung
STD130 0.18um CMOS standard cell library [16] and the Synopsys DesignCom-
piler. The critical path delay is estimated by using the Synopsys PrimeTime
under the worst-case operating condition (1.65V supply voltage and 125 °¢ junc-
tion temperature.) The results are summarized in Table[Il As shown in Table[I],
the critical path delay is almost the same even through some units are added to
accelerate DSP applications. The enhancements we add cost about 10270 equiv-
alent gates, most of which are used for the shadow register file and the SIMD
MAC unit. The others cost less than 1000 gates per each unit. For example, the
address generation unit costs 917 equivalent gates.

Table [l also shows the performance of the dynamic power management
scheme we has implemented. As shown in Table [I we observe about 65.5%
reduction in the power consumption by clock gating. Note that the area occu-
pied by the processor becomes smaller, while the critical path delay remains
almost the same when we implement the dynamic power management scheme.
It is because we can eliminate those multiplexers for controlling the pipeline by
using the gates for gating clocks.

Table 1. Cost and power performance of the enhancements

Area Critial Path Delay|Power Consumption
[equi. gates] [ns] [mW]
Base processor 56852 6.25 36.33
Proposed processor 67122 6.19 42.47
Proposed processor(lp) 55191 6.21 14.44

In order to evaluate the performance of the proposed architecture and com-
pare it with that of the ARM9EJ-S, we used DSP kernels: IMDCT (inverse
modified discrete cosine transform), FIR (Finite Impulse Response) filter and
ADPCM (Adaptive Differential Pulse Code Modulation) encoder and decoder.
The IMDCT routine exploit the 32-bit operations for high fidelity audio coding
applications including MP3, and AAC. The FIR filter is the most common DSP
function in many DSP applications. The ADPCM is commonly used in storing
sound files. We compare the code sizes and the peformances of the proposed
processor with those of ARM9EJ-S using the original C programs and the DSP-
optimized assembly programs for each processors considered. When we optimize
the DSP-kernel, we don’t use SIMD MAC instructions for fair comparison.
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Fig. 9. Comparison of the code sizes and the performances of the prospoed processor
and those of ARM9EJ-S. The values are normalized with respect to the DSP-optimized
program on the proposed processor.

The results of the experiments are summarized in Fig.[@ The proposed DSP
architecture reduces the average execution time of the DSP kernels considered
by 77.6%, and it outperforms the DSP-optimimzed ARM9EJ-S by 40.8%. Mean-
while, the code size of the propsoed processor is about 43.3% smaller than that
of the ARMO9EJ-S. Peformance advantage is mainly due to the use of single cycle
32 x 32 + 80 = 80 MAC operation and the use of LERI folding method [11]
that handles leri instructions independently.

We also experiment with real DSP applications. We use the MAD (MPEG
audio decoding) MP3 decoding library in the MediaBench [6] and a simple MP3
player program, minimad, that uses the MAD library. In our experiment, we
use a sample 8.124-second stereo MP3 clip that is encoded at 44.1KHz sampling
rate and 192bps bit rate. As the programs for testing our DSP-enhancement
schemes, we select and optimize two DSP kernels, imdct_l and subband synthesis.
Our experiment shows that about 47.7% of the run time of the MP3 decoding
is spent on running these selected kernels. Another reason why we select these
kernels is that they use macro functions coded in the assembly language. Thus
we are able to exclude the effects that would be caused by the compiling process
for compiling the kernels coded in high-level languages.

We measure the clock counts. As shown in Fig. [0, the optimized imdct_l
kernel reduces the run time of the MP3 decoder by 16.8%, while the optimized
subband synthesis kernel reduces it by 14.0%. When we optimize both imdct_l
and subband synthesis kernels, we observe about 30.9% reduction in the run time
of the MP3 decoder. As a result, the proposed DSP-enhanced processor is able
to decode a high-fidelity MP3 audio at 31.1MHz, while the processor base has
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to be clocked at 456MHz to perform the same job. The proposed DSP-enhanced
processor has been embedded in an SoC for video processing [17] and proven
in silicon.

6 Conclusions

In this paper, we have introduced a DSP-enhanced embedded microprocessor
based on the EISC architecture. In order to accelerate DSP application with as
little extra hardware as possible, we propose various enhancement schemes: some
schemes exploit the special features of the EISC, including the leri instruction;
and some schemes are to overcome the inherent deficits of the EISC, including
the insufficiency of the instruction bits and the insufficiency of GPRs.

We adopt the SIMD architecture and tailor it to reduce the hardware com-
plexity and the packing overhead. To improve the performance of SIMD ar-
chitecture, we propose a loop-efficient address generation unit. The proposed
address generation unit is designed to support commonly used memory address-
ing modes in DSP applications with low hardware complexity. We also adopt a
register extension scheme to reduce performance degradation due to the register
spilling.

The proposed DSP-enhanced processor has been modeled in Verilog HDL
and synthesized using a 0.18um CMOS standard library. The proposed DSP
enhancements cost about 10300 gates and not increase the clock frequency. Our
simulations and experiments show that the proposed DSP-enhanced processor
reduces the execution time of the DSP kernels considered in this work by 77.6%
and the MP3 applications by 30.9%.
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The high code density of EISC is an inherent advantage to a low-power em-
bedded system. In addition, we implement the supports for static and dynamic
power managements. We exploit the supports for power management and re-
duce the power consumption by 65.5%, while our DSP enhancements increase
the power consumption by 16.9%. We also introduce our power management
scheme for SoC. The proposed processor has been embedded in an SoC for video
processing and proven in silicon.
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